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TRANSFER OF TECHNOLOGY

MONDAY, APRIL 2, 1984

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 

OF THE COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The subcommittee met at 10 a.m., pursuant to call, in room SD- 
342, Dirksen Senate Office Building, under authority of Senate Res 
olution 354, section 13, agreed to March 2, 1984, Hon. Sam Nunn 
(acting chairman of the subcommittee) presiding.

Members of the subcommittee present: Senator Sam Nunn, Dem 
ocrat, Georgia; Senator Warren B. Rudman, Republican, New 
Hampshire; and Senator Jeff Bingaman, Democrat, New Mexico.

Members of the professional staff present: S. Cass Weiland, chief 
counsel; Eleanore J. Hill, chief counsel to the minority; Katherine 
Bidden, chief clerk; Mary Robertson, assistant chief clerk to the mi 
nority; David Glendinning, staff counsel, majority; Dan Kalinger, 
press secretary; and Fred Asselin, Glenn Fry, and Leonard Willis, 
minority staff investigators.

[Members of the subcommittee at the time of convening: Senator 
Nunn and Senator Bingaman.]

Senator NUNN. The Permanent Subcommittee on Investigations 
will be in order.

[Letter of authority follows:]
U.S. SENATE,

COMMITTEE ON GOVERNMENTAL AFFAIRS, 
SENATE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,

Washington, DC.
Pursuant to rule 5 of the Rules of Procedure of the Senate Subcommittee on In 

vestigations of the Committee on Governmental Affairs, permission is hereby grant 
ed for the chairman, or any member of the subcommittee as designated by the 
chairman, to conduct open and/or executive hearings without a quorum of two 
members for the administration of oaths and taking testimony in connection with 
hearings on Transfer of Technology, to be held on April 2, 3, 11, and 12,1984.

WILLIAM V. ROTH, Jr.,
Chairman. 

SAM NUNN, 
Ranking Minority Member.

OPENING STATEMENT OF SENATOR NUNN

Senator NUNN. The Senate Permanent Subcommittee on Investi 
gations today resumes its examination of executive branch oper 
ations in the drafting, implementing, and enforcing of export con 
trols, particularly concerning the transfer of militarily useful high

(l)



technology from the West to the Soviet Union and East bloc na 
tions.

The subcommittee held hearings on this issue in May 1982 and 
filed a report in the following November. Among the subcommit 
tee's findings was the recognition that improvements were needed 
in the enforcement of the Export Administration Act, the Federal 
statute under which the Government controls civilian exports. In 
vestigation by the subcommittee minority staff indicated that the 
Commerce Department, which has responsibility for enforcement of 
export controls on militarily useful civilian technology, was not 
carrying out this duty in an effective or efficient manner. It was 
also revealed that the Customs Service, which also has responsibil 
ities in the enforcement of export controls, and the Commerce De 
partment were not working together in a cooperative fashion. In 
testimony before the subcommittee, witnesses from both agencies 
agreed that improvements were needed and assured us that the 
necessary reforms would be carried out.

One of the matters the subcommittee will review today will be 
the degree to which the Commerce Department and the Customs 
Service are working in close harmony in enforcing the Export Ad 
ministration Act. The subcommittee will want to know the extent 
of cooperation between the two agencies, especially the sharing of 
pertinent information, it has been my personal opinion for some 
time that serious problems may ensue when two components of the 
Government are charged with the same mission. With Senator 
Chiles, I introduced legislation to remove the enforcement function 
from the Commerce Department and give it to Customs. Located in 
a Cabinet-level Department with extensive experience in law en 
forcement, the Customs Service, it seems to me, is the more appro 
priate agency to develop and investigate information on reported 
technology diversions. Similarly, my view was that the Commerce 
Department with its longtime experience in the export licensing 
field could make a stronger contribution to export control activities 
by strengthening its licensing mechanism. With Commerce doing a 
more thorough job in licensing and with Customs handling enforce 
ment, it is possible to make genuine progress in export control pro 
grams. Transfer of the enforcement function to Customs is part of 
the Senate version of the renewal of the Export Administration 
Act now being considered in the House-Senate Conference Commit 
tee. The House bill does not contain that provision.

No matter what the outcome of the conference committee the re 
lationship between Customs and Commerce is still important. If the 
enforcement function remains in Commerce, the Customs Service 
will still have a role to play in export controls. Cooperation be 
tween the two agencies will continue to be essential. If the enforce 
ment mission goes to Customs, cooperation will remain vital be 
cause the licensing duties, as now, will reside in Commerce. Licens 
ing is the first line of defense in effective enforcement and intelli 
gence-gathering. Customs should have prompt and comprehensive 
support from the licensing office in the Commerce Department. In 
any event, petty bureaucratic squabbling and in-fighting should not 
be tolerated by managers in both Customs and Commerce. The 
American people expect Government agencies to work together in 
denying designated high technology products and know-how to the



Nation's adversaries. Needless competition is counterproductive. 
Today the subcommittee will ask officials of both Customs and 
Commerce about this issue.

In addition to the enforcement of the Export Administration Act, 
the subcommittee in its hearings of 1982 examined the ability of 
the affected agencies of the executive branch to work with U.S. 
allies and friends in assuring cooperative export control programs. 
Such joint efforts are necessary because the United States is not a 
sole source for much of the high technology in the world today. The 
most effective controls on products of U.S. origin will be of little 
value if the Soviets and their satellites can obtain similar technolo 
gy in Japan or the West. Cooperation with the Allies and Japan 
must be a high priority.

Cooperation among the NATO Allies and Japan is export con 
trols is pursued in Cocom, the Coordinating Committee for Multi 
lateral Export Controls, which meets regularly in Paris. Comprised 
of Japan and all NATO countries except Spain and Iceland, Cocom 
was formed in 1949 to enable these nations to work together in de 
nying the export to the Soviet Union and Soviet bloc of civilian 
technology that has major military applications. Critics have 
charged that Cocom has been ineffective. Others have defended the 
organization, saying it is effective and is the United States' best ve 
hicle to bring about cooperation with the other high technology ex 
porting nations. Controversy surrounding Cocom surfaced in Sep 
tember 1983 when the chief negotiator of the American team to 
Cocom resigned in protest, alleging that, "The arrogance of the 
United States Government is rapidly eroding the effectiveness of 
controls on the export of strategic equipment and technology." In a 
letter to the President and the Congress, William A. Root, who had 
headed the U.S. negotiating team to Cocom for several years, went 
on to say, "Those who proclaim the loudest the need to strengthen 
these (export) controls are doing the most to weaken them. Mr. 
Root's detractors say Cocom negotiations are better without him 
and that the conflicts he raised have been reconciled.

Preliminary investigation by the subcommittee staff has indicat 
ed that there is a deeply felt debate going on in the executive 
branch today over the issue of U.S. negotiating procedures and 
policies at Cocom. The subcommittee has taken no side in this 
issue. But this matter is of such importance that Congress is 
obliged to review it.

These two issues cooperation between Customs and Commerce 
in carrying out the enforcement function; and U.S. procedures and 
policies at Cocom will be reviewed by the subcommittee today.

Our first witness this morning is Mr. William A. Root. Mr. Root 
was the former chief, U.S. negotiating team to Cocom.

Mr. Root, we appreciate you being here today. If you will come 
forward. We appreciate your cooperation with the subcommittee. 
We look forward to hearing your points of view.

We swear in all our witnesses in this subcommittee. If you will 
take the oath, we will appreciate it.

Do you swear the testimony you are about to give, will be the 
truth, the whole truth, and nothing but the truth, so help you God?

Mr. ROOT. I do.



Senator NUNN. Mr. Root, I know you have a prepared statement 
which we welcome. Now that we have our court reporter here, you 
may proceed.

TESTIMONY OF WILLIAM A. ROOT, FORMER CHIEF, U.S. 
NEGOTIATING TEAM TO COCOM

Mr. ROOT. Thank you, Mr. Chairman. I appreciate your invita 
tion for me to testify concerning the efficiency and effectiveness of 
the U.S. efforts to work with the NATO Allies and Japan in setting 
and enforcing export controls. I particularly appreciate the oppor 
tunity to address this subcommittee on such an important subject.

I request that my prepared statement, together with four attach 
ments, be included in the record.

Senator NUNN. Without objection, it will be included. 1
Mr. ROOT. Thank you. I would like now to summarize the main 

points in that statement.
My thesis is that insistence by the Policy Office in the Depart 

ment of Defense on rigid adherence to original U.S. proposals to 
strengthen multilateral restrictions results in less, rather than 
more, control on strategic exports. Our Allies are willing to cooper 
ate; but they will not follow us blindly.

Senator NUNN. Mr. Root, I know you are going to go into more 
detail later in your statement on that particular point, which is an 
important one. Are you saying that this is past tense? What you 
call rigid adherence to original U.S. proposals, or are you saying 
that is current policy? Are we talking in the past or are we talking 
in the present?

Mr. ROOT. I cannot testify as to the positions of the various agen 
cies in the U.S. Government since my resignation in September. I 
can testify concerning events prior to September.

Senator NUNN. Well, we would like to hear more specifics on 
that point.

Mr. ROOT. On that particular point, the Policy Office in Defense, 
which DOD designated to State a few years ago, as responsible for 
providing the official Defense position on multilateral security 
export control matters, insisted in 1983 during a critical point in 
the international negotiations on updating computer controls that 
the U.S. position not deviate from that which had been submitted 
several months before. The U.S. position referred to was prepared 
before extensive discussion with our Allies indicated unequivocally 
that changes would be necessary in order to reach agreement. The 
Allied suggestions for changes were, in many respects, reasonable 
and constructive. The effect of the DOD rigid position in 1983 was 
to delay by at least a year the entry into force of needed strength 
ening of computer export controls.

Senator NUNN. You are saying those compromises were made 
later, but we stuck to our original position so long that there was a 
delay or are you saying those compromises never were made?

Mr. ROOT. To my knowledge, and this is secondhand since I have 
not been in the Government since September, agreement has still

1 See p. 231 for the prepared statement of William A. Root.



not been reached in the international forum on this important 
item.

Senator NUNN. Well, I don't want to put words in your mouth. I 
am not sure I completely understand the point. Are you saying 
that in the interim period because we have adhered to what you 
call a rigid position that we still do not have the kind of coopera 
tive effort that is necessary if we are going to be effective in export 
controls?

Mr. ROOT. That is correct, at least on this item, which is a very 
important item.

Senator NUNN. Which item are you specifically referring to?
Mr. ROOT. The computer definition which goes into considerable 

detail as to which types of computers and software and related 
equipment are subject to effective controls.

Senator NUNN. So in the area of computer equipment, what you 
basically are saying is that we have no international Cocom coop 
eration at this point because, as far as you know, the matter is still 
in dispute?

Mr. ROOT. We, of course, have cooperation based on an approxi 
mately 10-year-old definition, the issue is to update this obsolete 
definition.

Senator NUNN. Well, if it is not updated, what is happening in 
the interim period while we are waiting? Are we seeing more leak 
age of this technology because we can t reach agreement, is that 
the bottom line?

Mr. ROOT. That is the bottom line. There is inadequate specifica 
tion in this definition of very important aspects of computer equip 
ment, technology, and software. There is, therefore, a large poten 
tial for leakage because of the inadequate definition.

Senator NUNN. How long has that leakage gone on from the 
point in time where you feel that we could have reached some com 
promise with Cocom?

Mr. ROOT. Frankly, we could have reached agreement as far back 
as 1979. We submitted proposals to improve the definition in 1978. 
In 1979 we were making progress toward reaching agreement. But, 
after the Soviet invasion of Afghanistan, the United States stiff 
ened its position in 1980 to the point where it was perceived as po 
litically motivated rather than strategically motivated. The 1980 
negotiations fell apart for that reason. At that time there was a 
consensus in the U.S. Government that the old definition was pref 
erable to any that might be negotiated. However, that view has 
changed, I think correctly so, since 1982. There is now, I believe, a 
firmly held consensus on the part of all agencies in the U.S. Gov 
ernment that this old definition is so far out of date that it must be 
revised to get more effective controls on various aspects of comput 
er hardware and software.

Senator NUNN. So, can you accurately say that we have had 
more leakage than we would have if we had less rigid position end 
gone ahead and compromise?

Mr. ROOT. I would say since early 1980, more particularly since 
early 1982 when there was a firm consensus in the U.S. Govern 
ment that we must change the definition. At the earlier  

Senator NUNN. Up until 1983, you are saying, there were some 
who viewed this situation as status quo. That no updating of the



agreement was preferable to some kind of compromise? What you 
are saying, since 1983, there has been an almost unanimous view of 
the agencies that we are better off to go ahead and make some 
agreement because the status quo was unsatisfactory?

Mr. ROOT. Yes; the idea about status quo being satisfactory was 
explicit in 1980. It became explicit the other way in 1983. As for 
what the view was in the intervening years, I really can't say.

Senator NUNN. Go ahead.
Mr. ROOT. There is a broad consensus in the United States that 

multilateral controls are necessary. This is not only because the 
United States is generally not a unique supplier. It is also because, 
even when we are the only source country, we cannot effectively 
control reexports without the cooperation of the transiting country.

A possible exception to this consensus is the unwise disposition of 
some U.S. officials to seek incorporation of the militarily critical 
technologies list into the unilateral U.S. control list prior to reach 
ing international agreement on the text of definitions of militarily 
critical technologies which should be controlled by our Allies as 
well as by the United States. But, at least in principle, there is no 
need to debate whether to control exports multilaterally. However, 
there is a need to debate how to achieve multilateral agreement.

The history of Cocom provides useful background for this debate. 
Cocom is the international coordinating committee in which the 
NATO nations and Japan agree on the strategic items which they 
will subject to export controls. Cocom's history teaches us two im 
portant lessons:

The first lesson is that careful and deliberate give and take nego 
tiations result in strengthened Cocom controls on specific, well-de 
fined items.

The second lesson is the mirror image of the first, namely, that 
U.S. pressure on our Allies to obtain support for U.S. opening posi 
tions has been ineffective.

The lessons are clearly illustrated *>y the last 6 years of Cocom 
list review negotiations for the control of computers. The computer 
item is probably the most important item on the list. We are now 
operating on the basis of a definition which emerged from propos 
als submitted in 1974. In the fast-moving technology of computers, 
10-year-old concepts are clearly out of date. There is an urgent 
need to strengthen controls in such areas as signal processing, 
image enhancement, microprogrammability, fault tolerance, soft- 
wars, and computerized telephone circuit switching. For credibility, 
there is also a need to decontrol low performance computers which 
are so widely available throughout the world that it is impossible 
to prevent or even to slow down acquisition by Eastern countries.

In 1978 the United States proposed revisions along these lines. 
Other Cocom members were generally sympathetic but desired 
greater specificity and clarity in the strengthening areas and a 
somewhat broader decontrol of low-performance computers^ The 
gap was being narrowed in 1979. But, in 1980, after the Soviet inva 
sion of Afghanistan, the United States submitted proposals which 
were tighter than the U.S. proposals. It was not surprising that the 
U.S. 1980 proposals, which were based more on political than on 
strategic considerations, effectively broke off the negotiations in 
that area.



In the summer of 1982, the United States resubmitted proposals 
similar to its 1978 proposals. In the fall of 1982 and the spring of 
1983 the gap was once again being narrowed. But, in the summer 
and fall of 1983 the Policy Office in Defense decided to adhere rig 
idly to the original U.S. proposals and even to tighten them in a 
few respects.

Senator NUNN. When you say similar proposals; are you talking 
about  

Mr. ROOT. I am talking about the ones submitted in early 1983 
which were essentially those submitted in the fall of 1982.

This made it impossible to reach agreement at a meeting in Octo 
ber, even though we had insisted that final decisions be made at 
that meeting. Similarly, no conclusions were reached at a follow-up 
meeting in December. The next try is scheduled for May 1984. I 
hope agreement will be reached then. But, even if it is, the rigidity 
of the Defense position in 1983 will have cost a year's delay in put 
ting into effect needed stronger controls on computer exports.

During this same time period, a more flexible U.S. negotiating 
posture has permitted reaching agreement in Cocom on substantial 
strengthening in such important areas as silicon, floating drydocks, 
space vehicles, and technology for the production of superalloys. 
Such flexibility is not synonymous with weakness.

Our Allies insist on rigorous review for maximum clarity so that 
administrators and exporters will have a better understanding of 
exactly what is controlled. Moreover, flexibility has not meant set 
tling for the lowest common denominator. Our Allies have re 
frained from vetoing well-justified strengthening proposals which 
take into account their constructive suggestions even though we 
have, over the years, frequently vetoed their liberalization propos 
als. Indeed, the Allies insist that Cocom retain the rule of unanimi 
ty which permits such U.S. vetoes. This is because they want the 
United States to continue to discipline the system.

But the Allies will not follow us blindly. They recognize that we 
are the dominant member within the Western Alliance. They rec 
ognize that we are the strongest militarily. They recognize that we 
devote more technical and intelligence resources to the analysis of 
what should be controlled and why than they have available. They, 
therefore, listen carefully to what we have to say. But our propos 
als are not perfect. We should be grateful that they are not reti 
cent about telling us so. Their criticism is constructive.

The conventional widom that they are motivated by commercial 
Considerations whereas we are motivated by security considerations 
is true. But this is only part of the truth. The flip side is also true. 
They are also motivated by security considerations and we are also 
motivated by commercial considerations, i'neir security motivation 
is evident from their willing partnership in Cocom for 35 years a 
quite remarkable record when one considers the numerous strains 
which have been placed on that partnership.

Cooperation is a function of mutual respect. We engender resist 
ance rather than cooperation when we simply seek to persuade the 
Allies of the righteou'u-.cos of our opening positions in a negotia 
tion. It is small wonder that the Cocom computer negotiations 
begun 6 years ago are still dragging on inconclusively.
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My recommendation for congressional action to strengthen 
Cocom differs markedly from the proposals in pending legislation. 
There is no need for a Cocom treaty nor for adding professional 
staff, giving Cocom fancier quarters, or otherwise throwing money 
at it. A Cocom treaty would risk a weakening of the organization 
through conditions which the parliaments in some member coun 
tries would probably consider. The existing international staff and 
the existing quarters for the secretariat and for meetings are ade 
quate to provide the needed logistical support for Cocom s purpose. 
Cocom's purpose is the reconciliation of differing national views on 
what should be controlled. Cocom has no need for a larger interna 
tional budget.

My recommendation for strengthening Cocom addresses the na 
tional aspects. It does not aim at the international organization, 
international staffing, or international finances. Instead, we should 
consider how to improve U.S. participation in Cocom. In particular, 
we must do something about the arrogant U.S. attitude which has 
been at the core of our ineffectiveness in Cocom computer negotia 
tions.

Senator NUNN. May I ask you a question there, Mr. Root. As 
much as we would like to avoid getting into personalities, just look 
ing at everything that has happened in the last 2 or 3 years in our 
investigation, I think we are going to come down to a question of at 
least departments and their view and so forth. If we don't get some 
of these disputes out on the taHe and see which ones have been 
resolved and which ones are ou anding, we are never going to get 
a cooperative U.S. Government ,;itude in this area.

When you say "arrogant U.S. attitude," what do you mean by 
that and what agencies are you pointing the finger at, or individ 
uals? What offices are you pointing the finger at?

Mr. ROOT. I am not pointing the finger at individuals. When I 
say arrogant U.S. attitude, I am referring to the U.S. Government 
itself being perceived as arrogant. I believe that section 10(g) of the 
Export Administration Act is responsible for this attitude, this per 
ception of an attitude. The people in the Defense  

Senator NUNN. Tell us about l(Xg) now. Exactly what does that 
say?

Mr. ROOT. Under section 10{g) the President must report to the 
Congress if he overides a Defense objection to an export. The Presi 
dent has never sent such a report to the Congress, and is unlikely 
to do so in the future. This would indicate that the Commander in 
Chief was not master in his own house. There have been several 
instances when Defense views have prevailed even when it was 
generally believed that the President held different views. Defense 
officials feel strongly that exports which in their judgment would 
undermine our security should be stopped. They should be encour 
aged to take a strong position in such cases, that is their job. But 
this is not to say that it is necessarily in the overall U.S. national 
security interest that such Defense views prevail.

At present, because of section l(Xg), Defense views appear to pre 
vail over even those of the President. This, naturally, leads Defense 
officials to pay little heed to differing views from other agencies or 
from other Allied Governments. The irony of this situation is that 
the resultant prevalence of Defense views on the details of cases



and on the details of proposed item definitions for the control list 
has made it impossible to further the broader Defense objective of 
strengthening the basic controls. This is doubly ironic, because the 
basic objective of strengthening controls is shared by other agen 
cies, the President, and the other members of Coccm.

Of course, the Defense view as to what is militarily critical is 
more important than the view of any other agency. But the section 
l(Xg) formalization of the predominant role of Defense is self-de 
feating.

To conclude my presentation, Mr. Chairman, the effectiveness of 
Cocom depends upon working with our Allies in a give and take 
cooperation. In my view, the most significant step the Congress 
could take to encourage such cooperation would be the repeal of 
section 10(g). Thank you.

Senator NUNN. What would you have take KXg)'s place? How 
would you have it work?

Mr. ROOT. In my view, the Defense Department would continue 
to be a principal advisor to the State Department on the interna 
tional aspect of security controls and to Commerce for the nation 
al aspects. This is essential. Defense is the only agency that has 
adequate staff resources to provide advice on what is militarily 
critical.

The disadvantage of 10(g) is the impediment which it presents to 
the evolution of a coordinated U.S. Government position which 
takes into account other relevant factors needed to reach agree 
ment on the strengthening of the controls, such as in the computer 
area which I described.

Senator NUNN. Are you saying that Defense considerations and 
commercial considerations should be on par, should be on equal 
ground?

Mr. ROOT. No, I am not, Mr. Chairman. I think commercial con 
siderations must be sacrificed when there is a clearly strategic sig 
nificance to a proposed export. This is not really an issue. I think 
the U.S. exporters recognize that even though it is their interest 
which must be sacrificed.

Nevertheless, we must take into account the need for precise def 
inition which all the allies can agree upon to strengthen the con 
trols rather than year after year insisting on something which has 
proven to be not negotiable.

Senator NUNN. You are saying under the present law, then, the 
Defense has what amounts to a veto over all the other agencies?

Mr. ROOT That word has been used to describe in one word the 
section l(Xg) provision. Defense does not literally have a veto, be 
cause the President can override; but, if the President overrides, he 
would have to report to Congress, which he is apparently reluctant 
to do.

Senator NUNN. You are saying if the President did override in 
the current law he would have to report to the Congress that he 
was overriding the Defense and he would have to give his reasons?

Mr. ROOT. That is correct.
Senator NUNN. What prevents Defense from I suppose Defense 

is looking at it from a security point of view. But Defense, it seems, 
would have enough broad-based view to realize we have to come to 
grips, terms, with our allies. If we do not, we, as you have described
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in the case of computers, will end up with nothing being changed 
over a 5- or 6-year period, whenever one recognizers the current 
controls permit more leakage than otherwise would occur.

Why does Defense have this tendency to be unreasonable in 
these areas? Is this because they are not brought into contact at 
any point with our allies? Are they isolated and do they present an 
isolated view? Is that it?

Mr. ROOT. No; that is not it. Defense participates actively in ne 
gotiations with our allies. They do recognize the need to reach 
agreement with our allies. But the Defense people who are respon 
sible for coordinating views within Defense are in a very difficult 
situation. They realize, as dp the other agencies for that matter, 
that some of the relaxation in the computer item is in areas that 
definitely meet the Cocom strategic criteria. These low perform 
ance computers do have military significance and the Soviets are 
having trouble producing them.

Nevertheless, for credibility, there must be decontrol in this area 
because there is nothing we can do about it. Such computers are 
available in scores of countries in thousands of outlets. There is no 
way we can stop the flow of computers that are available in such 
profusion from so many places. But, the responsible Defense offi 
cials, naturally, are very reluctant to relax m this area. What it 
takes is a broader U.S. national interest being brought effectively 
into play in the process of developing a U.S. position and, of course, 
that broader U.S. interest would have as the bottom line the 
strengthening of the controls.

Senator NUNN. Under your view, all agencies would have an 
equal imput; correct?

Mr. ROOT. Yes, sir.
Senator NUNN. Who would make the decision at that stage?
Mr. ROOT. The responsible agency for the U.S position in Cocom 

is the State Department. The responsible agency for U.S. national 
controls is the Commerce Department. In no case should either 
State or Commerce proceed without paying due heed to the De 
fense Department. Indeed, it would be extremely rare to proceed 
without explicit Defense concurrence. Where Defense differs on a 
major issue, the matter should be referred to the President. Often 
these issues are referred to higher level for resolution. But, there is 
inhibition at the higher levels to step in because of section l<Kg).

Senator NUNN. Do you have the view that in the Defense Depart 
ment the matters relating to technology transfer are being judged 
on a technical basis, an analytical basis or do you think it is more 
of a philosophical basis?

Mr. ROOT. Well, there is a little of each. The responsible office in 
Defense over the past 5 or 10 years has changed. It was in the 
International Security Affairs Office. Then it moved to Research 
and Engineering. Now it is in International Policy. It appears, and 
here I am speaking second hand since I do not participate in inter 
nal Defense matters and did not even when I was active in State, 
but it appears that there has been a continuing debate within De 
fense as to which office should have the dominant role. Should it 
be the Policy Office or the Technical Office? There is a need to 
take into account both points of view. It appears that the Policy
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Office is now dominant with the Technical Office being an advisor 
to the Policy Office.

Senator NUNN. Mr. Root, you documented pretty much your own 
frustrations. Have these frustrations been going on for a long time? 
What precipitated your decision to basically terminate your ef 
forts?

Mr. ROOT. They had been going on for a long time. I felt, howev 
er, that I was in a position to contribute in my small way toward 
resolving the matter up until September 1983. As I testified earlier, 
the frustrations in 1980 seemed a tolerable price because a consen 
sus was reached with Defense and the other agencies that the ex 
isting definition was not only tolerable but preferable to what 
might be negotiated. In 1983 this was no longer the case. State, 
under presently applicable legislation, has a statutory responsibil 
ity to conduct these negotiations. That had been delegated to my 
office for the types of issues where working level resolution is possi 
ble. I felt that I could not carry out that responsibility given the 
rigid Defense position.

And since in 1983 there was a clear consensus that we must 
strengthen the controls, the frustration reached the point where I 
did not see how I could constructively play a further role.

Senator NUNN. Senator Rudman.
Senator RUDMAN. Thank you, Senator Nunn.
I just have a few questions, Mr. Root. Back in 1982, this subcom 

mittee held sensitive hearings on the entire question of technology 
transfer and, if you will, the words often used, the hemorrhaging of 
our technology during the period early to mid 1970's.

Would you agree that in effect a hemorrhaging has taken place 
during that period?

Mr. ROOT. There has been hemorrhage of technology not only 
during that period but during the entire life of Cocom for the past 
35 years. The embargo is not airtight, it probably never can be. 
One of the most important elements of the embargo deals with 
technology or knowledge and in our open society we could not even 
conceive of an airtight embargo or airtight control on transfer of 
information. Nevertheless, there has been a reasonably effective 
control, especially on commodities, over those commodities which 
are defined in the international list and for which applications 
have been submitted to the governments for approval.

I believe that the Intelligence Agency in the United States, prob 
ably in other governments as well, has concluded that the leakage 
has not been significant within the system. That is, when a respon 
sible firm asks for a license, the license is not granted capriciously. 
The leakage takes place in two other ways. One is when the item 
itself is inadequately defined on the control list, as I have testified 
concerning computers. The second way is when an irresponsible ex 
porter seeks to evade the control, circumvent the control. And 
there has been circumvention partly as the result of the concerted 
effort of the Soviet Union to obtain controlled items.

For example, in the 1970's there was several hundred million dol 
lars, worth of semiconductor manufacturing equipment which the 
Soviet Union obtained in circumvention of the controls, from the 
United States as well as Allied countries. This hemorrhaging was

37-784 O-84 -2
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very serious. This was by any manner of measurement the most 
important hemorrhaging.

Even here, however, the Soviets, despite having obtained through 
illegal means equipment to put into operation several complete 
production lines, are still experiencing severe difficulties. This is 
probably because the technical data which must accompany the 
equipment in order to make it operate effectively was generally 
missing. If you buy something under the table, you don't get the 
technical assistant to come in and show you how to put it together. 
So the hemorrhaging, while very serious, has not been a knockout.

Senator RUDMAN. As a matter of fact, in recent months there has 
been great concern about the effectiveness of the licensing proce 
dures of some of our Allies and neighbors. There have been cases of 
Canadian transactions that, in fact, were allowing under the 
normal procedures very very sophisticated equipment to be export 
ed to the wrong places. Is that not correct?

Mr. ROOT. I read about this but I have no personal knowledge of 
recent months because I resigned last September.

Senator RUDMAN. I want to establish one point. How long were 
you in Federal service, Mr. Root?

Mr. ROOT. About 39 years.
Senator RUDMAN. You say you resigned; you actually retired, did 

you not?
Mr. ROOT. I retired and I have been on annuity, that is correct; 

but I had not intended to retire when I did, and in that sense, I 
resigned as a protest over the issue I have described.

Senator RUDMAN. After 39 years in the State Department?
Mr. ROOT. No, in the State Department since 1950. And I had 3 

years in the Navy and 2 in the Bureau of the Budget.
Senator RUDMAN. Thirty-three years in the State Department?
Mr. ROOT. Thirty-three in the State Department.
Senator RUDMAN. I want to just follow a line of questioning for a 

moment. I will tell you where I am going. I am trying to really get 
down to the question as to whether or not the problems we are 
having are institutional or parochial to this adit mistration.

You worked as head of the Office of East-West Trade for a 
number of years through a number of administrations, I believe 
over a period of three administrations; is that correct?

Mr. ROOT. At least, yes.
Senator RUDMAN. And during those three administrations subse 

quent to 1974, were you ever to negotiate a definition of computers 
past the 1974 definition?

Mr. ROOT. No, sir.
Senator RUDMAN. Let me follow that for one moment. So, essen 

tially, that would have been the Ford administration, the Carter 
administration, and now the Reagan administration. In each of 
those administrations there have been ongoing efforts to do what is 
the reasonable thing to do, to update this 1974 definition. So, you 
were trying to update a 1974 definition through three administra 
tions while you were the head of this agency. I don't say this criti 
cally, I say it historically. And you have been unable to get a new 
definition in three administrations; is that correct?

Mr. ROOT. Basically correct, although I think during the Ford ad 
ministration we had not yet submitted a proposal to revise it. This
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revision takes place every 3 or 4 years and the first proposal to 
update this was in 1978, which was during the Carter administra 
tion.

Senator RUDMAN. Well, is it fair for me to draw from that that 
the problem here is institutional and not parochial to this adminis 
tration?

Mr. ROOT. I believe it is institutional. Some of the factors have 
been particularly pronounced in the past year, but I think you are 
essentially correct.

Senator RUDMAN. Whether they were pronounced or not pro 
nounced, the fact is you couldn't get from A to B before 1975, 1976, 
1977, 1978, 1979, 1980, 1981, and 1982, so they were pronounced 
enough prior to this administration. I am not supporting this ad 
ministration's policy. This is a bipartisan committee, and we try to 
approach these things in a bipartisan way. I am trying to under 
stand whether we have had some terrible problems since January 
1981, or whether we have had these problems for the last 6 years. 
And you are saying that they vary, but that we have had the prob 
lems?

Mr. ROOT. We have had the problem for the last 6 years. I agree 
with you completely, this is not unique to one administration or 
another and my recommendation, of course, is an institutional rec 
ommendation in section 10(g), it is not aimed it is not partisan in 
any way.

Senator RUDMAN. It is possible I say this very seriously is it 
possible that your resignation retirement in protest last fall was 
the result of cumulative buildup of frustration as opposed to any 
particular item of frustration?

Mr. ROOT. It is very difficult for me to separate in my mind what 
was cumulative and what was particular. It is clear that there 
were particular events which precipitated it.

Senator RUDMAN. The straw that broke the camel's back?
Mr. ROOT. That is a good analogy.
Senator RUDMAN. I have just one other question I want to ask. 

The reason I asked that last question, in reading these press re 
ports, it was my impression that you finally threw up your hands 
after some real, present conflict with DOD. From your testimony 
this morning, I would say you certainly precipitated, but it appears 
as though you had your share of problems with them over the last 
6 or 7 years.

Mr. ROOT. That is true. I would like to point out that several of 
the press reports including in particular that of the New York 
Times was definitely inaccurate in that they reported that I pro 
tested the strengthening of the controls, preferring liberalization. 
That was not it at all.

Senator RUDMAN. We often find press reports inaccurate.
One last question.
On page 10 of your remarks, starting in the middle, you state: "I 

urge the repeal of section l(Xg)." And then continuing on to your 
description of the Senate bill and then on to page 11, the first or 
second paragraph. In taking that in total, I take the idea that you 
endorse a provision of the House version of the Export Administra 
tion Act which would permit export to Cocom countries without 
the necessity of an export license.
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Do you support that provision of the House version of the bill?
Mr. ROOT. Yes, I do.
Senator RUDMAN. I assumed you did from reading that section. 

Your testimony is very important to us, because, after all, you have 
been there for the last several years.

Let me ask you this one very simple question.
Does it trouble you at all that no paper trail would exist for sub 

sequent investigation of transshipment or diversion from countries? 
Are we going to rely on foreign governments to ensure that the 
goods aren't rerouted? CAT [sic] for instance, has brought three 
cases under its permit access. Don't you think that by taking that 
position there is a risk in not having that kind of good solid paper 
trail here and that we could be losing control over the illegal 
export of certain technologies?

Mr. ROOT. That is a concern which must be met.
Senator RUDMAN. How would you propose to meet it?
Mr. ROOT. As I testified before the Foreign Relations Subcommit 

tee a few months ago, my proposal to meet that is to require the 
same paper trail we now have, in other words, to insist that the 
Government be provided by the exporters prior to export with the 
same type of documents now used to support the license applica 
tion. In particular, the ultimate end-user signs a statement provid 
ing an assurance that he would not reexport to a proscribed desti 
nation without the proper authorization. That is the basic docu 
ment which is needed for a paper trail in order to proceed to inves 
tigate and if appropriate, to prosecute for a diversion. The license 
issuance is not evidence that the end user is committed not to 
divert. It is his own signed end-user statement which is the impor 
tant paper trail. The condition sine qua non for discontinuing the 
so-called West-West license procedures, to other Cocom countries, 
would be that this vital paper trail on critical items be retained.

Senator RUDMAN. I just want to quote to you something which I 
am sure you are very familiar with. This is a report from the 
Senate Banking Committee on their work in this area. I quote one 
sentence: "Our Intelligence Committee reports that most of the di 
verted U.S. exports find their way to the Soviet bloc by friendly 
countries." That is quite separate from what Cocom is really about, 
and from what we are really talking about here today. But that 
statement, it seems to me, really ma^es very critical the evaluation 
of the House provision, even with your answer that it would work.

Mr. ROOT. If I thought that processing license applications by the 
tens of thousands for other Western destinations was contributing 
to increased intelligence for the problem you described, which is a 
serious problem, I would not support the House version. However, 
processing license applications does not improve enforcement, 
What we need to do is review the end-user assurances, review the 
bcna fides of the end users themselves. That is not a function of 
processing license applications. That is the process of reviewing the 
important paper trail which is the document signed by the end 
user. And if that was provided in advance of export, as I have rec 
ommended, all that data would be available and there would be 
more time to look at it because you wouldn't be spending time 
processing license applications.
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Senator RUDMAN. I want to refer to page 11 of your statement. 
You say on page 11, and I want to keep your present answer in 
mind:

U.S. efforts to work with our Allies would be strengthened by using diplomatic 
channels for overseas investigations. Both Customs and Commerce have been seek 
ing enhanced roles for themselves in the investigation overseas of alleged export 
control violations. Most governments in other Cocom member countries are ex 
tremely sensitive about such U.S. extraterritorial investigations.

Assuming I take that at face value and accept your answer, 
which is a very good answer to my previous question, would you 
not then think that at the very least we have to continue to en 
hance and to increase both Customs and Commerce activities over 
seas on the basis that we can't necessarily maybe trust isn't the 
right word but rely on the Western countries who might do this 
for us?

Mr. ROOT. We must work with Western countries.
Senator RUDMAN. I agree with that.
Mr. ROOT. We cannot rely on them they can't rely on us. It 

must be a cooperative effort. I am not advocating either Customs or 
Commerce having enhanced roles, that is not part of my back 
ground, I don't have direct experience.

Senator RUDMAN. But you are not opposing  
Mr. ROOT. I am not opposing or proposing. What I am stressing 

here is something I know a little bit about which is the importance 
of strengthening diplomatic channels which we have to use because 
the other governments insist upon it and I don't want to lose sight 
of that over the debate on the other.

Senator RUDMAN. As long as that is not a mutally exclusive affir 
mation of paragraph 1, page 11, your statement could be taken as 
some evidence from someone who is obviously an expert, probably 
one of the great experts in our Government on this subject, that 
maybe that is not such a good idea. I want to thank you very much 
for your candid answers.

I frankly don't know what the solution is here. I have met with a 
number of industry people who complain bitterly about the ob 
struction of legitimate trade the loss of business because of legiti 
mate trade they wish to engage in because the product is so cum 
bersome. On the other hand, I talk with some of the intelligence 
people who tell me horror stories some of which are so cleared that 
we can't talk about them here, but of which I'm sure you are 
aware. I say we need to hear a great deal more.

And I commend Senator Nunn for putting together these excel 
lent hearings, because I think they are going to give us a lot of in 
formation that hopefully will lead us to the right postilion.

I thank you for your answers.
Senator NUNN. Interestingly enough, Senator Rudman, we very 

much hope we will hear from the industry groups because they are 
quoted frequently. We hear a lot of complaints from industry and 
when we approach the hearing we find more reluctance from in 
dustry to testify. A strange effect. Everybody likes to complain 
behind the scene but not many people want to be heard on this 
subject. It is a bit puzzling. I am hoping we are going to hear from 
the industry. If we don't, I might say we will issue a couple of sub-
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poenaes. Fair warning to those outspoken sources who don't want 
to be seen. I think we have to have some public hearing on this.

Senator RUDMAN. I think that those will be the rare kind of sub 
poenas issued here, nobody probably will take the fifth amend 
ment.

Senator NUNN. I don't think they are fifth amendment wit 
nesses, I don't want to imply that. There is reluctance to be heard 
and be named for one of those criticizing certain aspects of govern 
mental process in this area.

Mr. Root, you have been of tremendous help here. I have a few 
more questions I want to ask you regarding some of the more tech 
nical details.

In 1981 and 1982, what is known as the TTG, stands for technical 
task group, is that right?

Mr. ROOT. That is correct.
Senator NUNN. Is that a multilateral agency task force?
Mr. ROOT. It is.
Senator NUNN. Composed of State, Defense, Commerce, who else?
Mr. ROOT. Being technical State, not having technical people, 

State participates in a somewhat minor way. Commerce, and De 
fense, and Energy in this case are the principal participants in 
technical task groups because that is where the technical expertise 
lies. The chairmanship would either be a Defense or Commerce 
man or someone designated by them, depending on who is avail 
able and who has the best knowledge for the particular subject 
matter.

Senator NUNN. My understanding is that during 1981 and 1982 
the so-called TTG for the computer issue met frequently to develop 
an initial technical position to be taken at the first Cocom session 
in October 1982. Could you tell us about that, the role played by 
the TTG and how that evolved in this particular issue?

Mr. ROOT. Yes, sir; Dr. Lara Baker, who is one of the witnesses 
for today's hearings, chaired the technical task group during this 
period and it was a very difficult task in large part because there 
was a reluctance on the part of the Defense Department partici 
pant to come up with a definitive position as to what should be in 
cluded in the technical task group recommendations to the inter- 
agency committees which had the final responsibility for determin 
ing what should be in the U.S. proposal.

The technical task group, nevertheless, put together a very 
useful and detailed document. It was not accepted by Defense. The 
chairmanship was changed. A new approach was then taken by a 
second technical task group.

Senator NUNN. Defense had not participated in the first?
Mr. ROOT. Oh, yes, Defense was a major participant.
Senator NUNN. But they dissented; is that right?
Mr. ROOT. At least they did not accept the recommendation of 

the first group. The second group came up with something that 
wasn't all that different, really. So I am a little unclear as to why 
they did not accept the recommendations of the first one, but we 
did lose some time and there was confusion as a result of it.

Senator NUNN. Was the 1982 computer position of the Govern 
ment a unified iriteragency proposal?
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Mr. ROOT. No, sir, it was not. The Department of Commerce did 
not concur with the U.S. position as it was submitted. The State 
Department opted to accept the Defense position rather than the 
Commerce position, the Defense position being more conservative. 
This was on the theory we had to get something in before the dead 
line and, of course, it is always easier to concede after you have 
submitted something that is restrictive than it is to add an addi 
tional restriction after the proposal has been submitted.

Senator NUNN. Did the U.S. position ever evolve into a unified 
position during the Cocom deliberations?

Mr. ROOT. No, sir, that is, up until September. My negative 
answer was based upon the period when I had firsthand knowl 
edge. I do not know what might have happened after September 
1983.

Senator NUNN. Did the State Department obtain some kind of re 
sponse from the Defense? Did you have a direct statement from 
them saying they didn't agree?

Mr. ROOT. Well, it was the Defense position that was tabled.
Senator NUNN. Commerce is the one that got overruled?
Mr. ROOT. We overruled Commerce.
Senator NUNN. Did they have something in writing saying they 

disagreed?
Mr. ROOT. I don't recall whether it was in writing. It was very 

clear from the oral remarks in interagency meetings and I suspect 
it is in writing somewhere.

Senator NUNN. Do Cocom working groups come up with recom 
mendations? Did they in this case?

Mr. ROOT. The Cocom working group was quite separate and 
apart from interagency consideration of the U.S. position.

Senator NUNN. Right.
Mr. ROOT. Cocom established a working group in 1982. The work 

ing group met twice in 1983 to resolve nonsubstantive points of 
structure of the item definition. The working group was not au 
thorized to resolve substantive issues or, for that matter, to commit 
government.

Senator NUNN. Well, what did the Cocom group come up with? 
Did you come up with a final recommendation?

Mr. ROOT. The Cocom working group met at great length in the 
spring and early summer of 1983 and came up with a composite 
draft designed to bridge the substantial differences between the 
U.S. proposal, which incorporated a radical departure from the ex 
isting structure of the item, and the views of all the other delega 
tions that Cocom should consider the item on the basis of specific 
changes in the existing structure. It was obvious that the commit 
tee could not handle the resolution of issues until we had a single 
composite draft of the different views of the member governments.

This was a task of the working group. I think it was accom 
plished with a fair degree of faithfulness to the views of the respec 
tive members.

Senator NUNN. During that process, was there any kind of dead 
line submitted by the Cocom members to the respective members of 
the group submitting the changes or deletions or suggestions?

Mr. ROOT. Yes, sir, we had hoped that final decisions on the 
entire item would be made in June 1983. When this became impos-
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sible for because we simply had not made enough progress in put 
ting together this composite draft, there was agreement in the com 
mittee when it reviewed the working group's efforts in early July, 
that final decisions would be made in October 1983. In particular, 
since the working group could not commit government*? and it was 
not known whether this composite draft faithfully reuected the 
considered views of governments, each member was requested by 
the committee to submit by September 15 its explicit position based 
upon the composite draft. If the draft fully reflected its position, 
fine. Otherwise member governments were to submit changes so 
that its position would be known in terms of the composite draft 
structure. It was expected there would be some changes in such a 
complex matter. This was not done by the United States, because 
the Defense Department did not respond to repeated requests from 
State for a position on the composite draft during the summer of 
1983.

Senator NUNN. Did Defense come in late with their comments? 
What happened finally?

Mr. ROOT. The did not come up with any position prior to my res 
ignation, which was after the deadline of September 15. Therefore, 
it was apparent by the time I resigned that, because of a lack of a 
U.S. position on the composite draft that was to provide the basis 
for Cocom consideration of the issue, no final decision could possi 
bly be reached in October. Indeed, that was what happened in Oc 
tober, no final decisions were reached.

Senator NUNN. Did Defense give State an explanation as to why 
they didn't come up with comments and suggestions?

Mr. ROOT. Not to me personally. There could have been some 
thing in other channels but I think I would have heard of it.

Senator NUNN. In attachement 3 of your prepared statement, 
your chronology of events relating to recommendations, indicates 
the Department of State tried to convene an interagency meeting 
in July or August and September of 1983 to work on the computer 
issue. However, according to your chronology, the Defense Depart 
ment was "not prepared to attend."

In your view, what was the significance of the Defense Depart 
ment being not prepared to attend?

Mr. ROOT. The immediate significance of the Defense Depart 
ment being not prepared to attend was that the United States 
could not prepare a revised position by the September 15 deadline, 
which was a necessary prerequisite for the October 17 meeting to 
make final decisions, as we had previously urged.

The meaning of "not prepared to attend" was simply that State 
issued invitations and Defense declined to come, explaining they 
were not yet ready. The broader significance of Defense being not 
prepared to attend was to add to international perceptions that the 
United States was not going to budge and that the only way to 
reach agreement would be for others to abandon their different 
views, no matter how well justified they might be.

It is possible that in the intervening months the U.S. position 
has become more cooperative and, therefore, more viable in Cocom. 
I would be delighted if that should prove to be the case. However, 
even now there is no multilaterial agreement to revise the comput-
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er item. So the lack of progress last summer has, at a minimum, 
delayed the strengthening of controls.

Senator NUNN. Mr. Root, do you have any other comments you 
think we ought to consider? Any particular observations in addi 
tion to the ones you have made this morning so far?

Mr. ROOT. None that I wish to volunteer. I would be happy to 
answer any questions you might have.

Senator RUDMAN. I wish I could think of the questions that Mr. 
Root would like to answer, but I can't think of any more.

Senator NUNN. You are saying this is an institutional problem 
and you are saying it is not a parochial problem; is that right?

Mr. ROOT. That is correct.
Senator NUNN. And you basically are saying the way Congress 

ought to address it to try to resolve the institutional roadblocks 
that you have outlined?

Mr. ROOT. That is my recommendation.
Senator NUNN. Senator Bingaman.
Senator BINGAMAN. Thank you, Mr. Chairman.
Let me just ask, and I hope I am not repeating an earlier ques 

tion. When I was here at the early part of your testimony you indi 
cated the Policy Office of Defense has, in your view, put a very re 
strictive set of controls into place regarding low performance com 
puters. There is an article in the Defense Week publication that 
came out today that caught my eye called "An Apple a Day Keeps 
the Russians Away." It talks about the concerns which Steve 
Brian, Deputy Assistant Secretary for Trade and Security Policy, 
has about the possibility that Apple computers may be made avail 
able to the Russians and efforts to restrict their use.

Could you specify or elaborate a little bit on what is it that the 
Policy Office of Defense is trying to restrict the distribution of, 
when you talk about low-performance computers?

Mr. ROOT. The existing definition imposes a control over virtual 
ly all computers, including low performance. One element in the 
proposed revision, which is common to both U.S. and Allied propos 
als, would be a relaxation on the comprehensive control of all com 
puters. The reason for this is, as I referred to earlier in my testimo 
ny, the virtual impossibility of controlling all computers, because of 
the extremely wide availability of low performance ones.

Now, I am not an expert on Apple computers. I believe some of 
them might be in this low performance range, perhaps others not. 
There are probably several different models, but Apple is generally 
considered to be a low performance computer, so I suspect that is a 
good example.

The Defense Department has proposed that the decontrol of low 
performance go only to a relatively low level, whereas others feel it 
should go up to a somewhat higher level.

What is happening in the real world in the view of many is that 
the assertion of a control at this level of technology is somewhat an 
empty gesture because of the impossibility of control. The Soviets 
can walk into a retail outlet in a score of countries that are not 
cooperative with us and there is no particular prospect that they 
could not, at least at that level, buy whatever they wanted in this 
technology.
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It is not an easy question to resolve and I have great sympathy 
for the dilemma in which Defense finds itself, because even low 
performance computers have military significance. It is sort of like 
prohibition, something you might want to control but there is no 
apparent way it could be controlled at the low level.

Senator BINGAMAN. You are saying that you are not clear as to 
whether something like Apple or Peanut or PC Jr. computers, 
which can be bought at any number of outlets and I understand 
these model computers are thought to be in production in the Far 
East in counterfeit versions, although I am not certain that is the 
case it is your opinion that the Defense Department is trying to 
control the distribution of those computers?

Mr. ROOT. I cannot testify as to the technical capability of any 
particular model number. This is precisely the type of question on 
which State Department, in general, myself in particular, would 
rely on advice from others. I have heard reference to so-called 
Peaches substituting for Apples being produced in basements in 
Hong Kong and elsewhere, perhaps Taipai, but that is hearsay and 
not particularly useful information for the subcommittee because I 
cannot testify authoritatively on the technical performance of any 
model number.

Senator BINGAMAN. Thank you. That is all I have, Mr. Chair 
man.

Senator NUNN. Mr. Root, we appreciate your being here. We ap 
preciate your cooperation and as we cont'nue these hearings we 
would certainly like to be able to call on you for further advice.

Mr. ROOT. I would be delighted. Thank you.
Senator NUNN. Our next witness is Dr. DeLauer, but we have 

agreed to reschedule him for 11:30. We have Dr. Alfred Brenner, 
director of the Computing Department of the Fermi National Ac 
celerator Laboratory, Chicago, IL, testifying this morning and I 
know you have a prepared statement, Dr. Brenner.

Dr. Brenner, if you would come forward. If you don't mind, what 
we will do is have you give your prepared statement and then 
when Dr. DeLauer comes in, we will interrupt you and come back 
with you and Dr. Baker together, if that is satisfactory.

Let me swear you in.
Do you swear the testimony you are about to give, will be the 

truth, the whole truth, and nothing but the truth, so help you God?
Dr. BRENNER. I do.
Senator NUNN. Dr. Brenner, we appreciate your being h re and 

we look forward to hearing from you. If you would proceed with 
your statement, we would appreciate it.

TESTIMONY OF DR ALFRED BRENNER, DIRECTOR, COMPUTING 
DEPARTMENT, FERMI NATIONAL ACCELERATOR LABORATORY, 
CHICAGO, IL
Dr. BRENNER. I thank you, Mr. Chairman, for the opportunity to 

appear before this subcommittee.
I would like to comment on the Cocom list review process, the 

U.S. Government Interagency Technical Task Group [TTG], proce 
dures prior to the list review and on some related matters. The
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comments that I make are based upon long term but low activity 
level involvement in the process.

I am a senior scientist at the Fermi National Accelerator Labora 
tory which does basic research in elementary particle physics. In 
addition to my research activities in physics, as head of the com 
puting department at the laboratory, I have had responsibility for 
the rather complex and large computing facilities at Fermilab 
since 1970. Since 1971, I have served as a technical consultant on 
export control matters relating to computers for the Department of 
Energy and its predecessor agencies. In that role, I have provided 
technical support for the Cocom list review process; technical eval 
uation of export license applications and other matters related to 
the export of computers; and I have been a member of the Com 
merce Department's Technical Advisory Committees for Comput 
ers. My involvement is solely with respect to technical matters. 
The comments I make today are my own personal observations as a 
technically competent individual and do not necessarily reflect the 
position of the Department of Energy.

Controls on the export of computers, like with the other high 
technology items, is particularly difficult. In addition to the impor 
tant considerations of national security, political and commercial 
factors, there are a number of complex technical issues to be con 
sidered. With computers these issues are particularly complex be 
cause of the diversity of components, the size variation and com 
plexity of the systems, and the wide diversity of uses to which com 
puters are properly put.

In formulating a draft proposal for the Cocom list review for 
item 1565 electronic computers and related equipment, the TTG 
deliberations are complicated by a number of factors. First, the 
participating technical experts range widely in their expertise. 
Second, during the TTG process it appears very difficult to obtain 
external higher authority guidance from many of the departmer' i 
involved in the process even though progress was made by i 
technical experts. Thus, invariably, once the issues have been ad? 
quately delineated, there comes a point in which technical value 
judgments must be made to accomplish the desired level of control. 
At the same time, such judgments must give rise to a viable, work 
able set of rules and regulations which adequately balances all the 
competing goals of the various U.S. agencies and are eventually ac 
ceptable to the other members of Cocom. In my experience, watch 
ing this with some involvement, it has always been a very complex, 
difficult and frustrating exercise.

In the last few years due to the explosion of technical innovation 
in the development of microprocessors, those small computers on a 
chip of silicon no larger than your fingernail, the situation has 
become much more complex. This gives rise to some of the more 
difficult of the current problems. There are other difficulties, how 
ever, also complicating the issue. One is the wide range of software 
that is required to make computers perform useful functions. Soft 
ware is ".videly produced, frequently by very small firms, is easily 
distributed and widely available. Most importantly, much software 
has bona fide dual use functionality, appropriate for the business 
and/or the scientific world and also the military.
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Another problem is the modern procedure to use computers re 
motely using communications lines and the networking together of 
a number of computers. None of these items are adequately ad 
dressed in the current Cocom 1565 regulations. To properly control 
the export of technology and commodities, all of these items should 
be addressed. It is particularly these items which have given rise to 
the current difficulties in obtaining interagency agreement, as well 
as agreement within Cocom. The most serious issue at this time is 
the microprocessor question, or what is now referred to as the com 
pact computer question.

With respect to the microprocessor question there is a legitimate 
national security concern as to how widely such items are prolifer 
ated. However, if in the control of such items, one does not take 
cognizance of the wide distribution of these items throughout our 
society in everyday civilian commodities and chooses to tightly con 
trol all such items, then one is fooling oneself as to the efficacy of 
such controls. Furthermore, to my mind, it is ludicrous to subject a 
traveler to customs searches as he leaves the country to prevent 
him from carrying abroad a child's microcomputer based toy such 
as Speak and Spell. Additionally, with the wide proliferation of 
powerful home and personal computers, it is not feasible to control 
the carrying abroad of most levels of microprocessors without en 
croaching unduly into the lives of every American citizen.

Given that this technology moves so rapidly and given the inven 
tiveness and leadership of American industry in this arena, one 
can always count upon new devices appearing in the marketplace 
which are appreciably more powerful then those devices embedded 
in mass-produced games or personal computers. If one controls only 
those items at the very leading edge, and gives up the goal of let 
ting no microprocessors slip through, I believe the Government will 
have a viable procedu/e by which such items are controlled. Fur 
thermore, with such an approach, I believe concurrence among all 
agencies may be gained rapidly, and that there should be no diffi 
culty in coming to reasonable compromises with our Cocom part 
ners.

However, in order to accomplish this, one must give up the goal 
of containing absolutely every commodity the export of which 
might be detrimental to our national security. Unfortunately, in 
pursuit of this impossible goal, those who want the controls most 
dearly have made it impossible to come about by their intransi 
gence.

Senator NUNN. Dr. Brenner, at that point, who are you pointing 
the finger at, any agency or institution in this respect, or individ 
uals?

Dr. BRENNER. Well, it is the Department of Defense's proper role 
to oversee national security. Their proper position should be to 
identify all these areas where they have concern with respect to 
the national security. They do that. The process has to be balanced, 
however. There are other concerns. And there is, finally, the un- 
derstanuing as to what level you can actually sensibly impose con 
trol. It appears to me sometimes good value judgments are not 
made on that particular issue.

Senator NUNN. By which institution?
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Dr. BRENNER. The Department of Defense, in particular, who 
would like to control as much as possible.

Senator NUNN. You are saying the Department of Defense by 
trying to control so mix'.h. is really not making it possible to control 
anything well?

Dr. BRENNER. I believe if you impose a policy which you cannot 
properly enforce, resulting in leakage all over the place, you have 
an unbelievable position. Consequently, along with minor leakages, 
larger items will also leak out. I believe if you focus on the impor 
tant issues, the important items, the important technologies, and 
pui all your efforts into cor.trolling those items which are truly im 
portant and often controllable, you will do a much more effective 
job.

Senator NUNN. I agree with that philosophy and as I said in 
hearings 2 years ago, the problem is who is going to make the judg 
ment as to what is important.

Dr. BP.ENNER. Well, it is clear that an interagency group must do 
that. I believe the process should work whereby the general policy 
guidelines are set at high levels. The technical details are then 
brought to bear on the problem at the lower working levels. The 
process trys to work this way, as I perceive it. The technical groups 
do work very hard, as we pointed out earlier, and do come close to 
a final value judgment as to where the cuts ought to be made. It is 
at that point in the process that the system breaks down.

At that point, a sensible way of proceeding, I believe, would be to 
bring the results of the technical studies to higher level policy 
people for them to finally make decisions as to where the cuts 
should be made.

That process doesn't seem to work well.
Senator NUNN. What in fact happens? It seems logical you pro 

pose to bring up the technical people when you get to the value 
judgment stage. Bring; them up to consult with the high-level 
people who are going to make the decision. That seems to be com- 
monsense. What does in fact happen?

Dr. BRENNER. For one tiling, frequently the technical people have 
widely varying abilities and frequently the people participating in 
the meetings, I believe, are not broadly enough based to carry back 
the essence of the technical decisions, to their more senior policy- 
makers. Furthermore, the policy people tend not to appear at such 
meetings. In the past at various times, very senior technical people 
have attended the technical meetings and have listened directly to 
the technical discussions so that they could carry back to high 
levels the essence of the usually complex discussions. This has hap 
pened in the past. It hasn't happened in recent years, not in the 
last 2 or 3 years.

Senator NUNN. Why not? Whose fault is it?
Dr. BRENNER. Clearly the people who have the responsibility to 

make those decisions. I think if I were in their position I would do 
that. I think the people who have the responsibility to make the 
final policy decisions, are at fault if they have not properly found a 
mechanism whereby they can be educated in this very technical 
complicated area.

Senator NUNN. Are you saying philosophical decisions are in the 
final ruling in this area rather tnen theoretical judgment?
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Dr. BRENNER. It seems to me Government policy should be made 
at high levels and one has no problems with that. However, at 
some point when you want to implement certain policy, you must 
check to see whether it will sink or float. I believe possibly blinded 
by the demands of policy, there is a failure, to understand what 
will sink and what will float.

Senator RUDMAN. I have one question.
Senator NUNN. Go ahead.
Senator RUDMAN. If I understand what you are saying, and I 

think I do, people who make these policy/value judgments, they in 
many cases don't possess the kind of technical knowledge and ex 
pertise to make them in a forthright way. You are saying that?

Dr. BRENNER. That is correct.
Senator NUNN. Are you also saying that because of that feeling 

that what they tend to do, if we can have an analogy, they can 
make a fine screen and the screen is so fine very little passes 
through it and they place it over one area of transit rather than 
taking a screen more reasonably constructed and putting it over 
the whole area?

Dr. BRENNER. A better analogy may be if you want to catch 
salmon going up the river to spawn, if you put a screen over the 
whole river you might get fish that year but next year you will get 
no fish at all.

Senator RUDMAN. I understand that kind of language. Thank 
you.

Dr. BRENNER. In fact, if I may give some examples of how the 
process has worked well in the past, the first major export case to 
the Soviet Union was the sale in 1971 by an English firm of a $20 
million computer system to a research laboratory outside of 
Moscow. The Office of Science and Technology participated in the 
interagency technical discussions that led to the necessary arrange 
ments to make that sale possible and at the same time to safeguard 
against the diversion of that system. Also, during the middle 1970's 
when a number of rather large computers were licensed for the 
Soviet Union, including those exported to the well-known Kama 
River truck plant, a knowledgeable observer from the NSC was 
present at critical technical discussion meetings. It is my observa 
tion that such involvement made it possible for effective decisions 
to be made consistent both with the national policy at that time 
and with all the relevant technical factors. I am not aware of any 
similar mechanism that is in place at the present time.

I would like to remark on these two computer export cases. The 
British Government, by agreement, tracked the use of the comput 
er to Serpukhov in great detail for a number of years. No substan 
tive diversion of that computer occurred. With respect to the Kama 
River computer, although some of the trucks produced at that 
plant have been used for military purposes a possibility carefully 
studied before the license was granted to the best of my knowl 
edge there is no evidence that the computer itself has been divert 
ed from functions specified in the license.

I believe that some mechanism, similar to those that have been 
used in the past, would help alleviate some of the difficulty in the 
mechanics of the control of the export of high-technology items. 
The lack of such a mechanism, coupled with our overzealous desire
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to tightly control the export of hardware and software, without 
sensible regard to the foreign availability of these items and the 
depth to which these same items have become embedded in the 
fabric of our business and everyday society, is the primary cause of 
the problem.

Senator NUNN. When you say the lack of mechanism, I think I 
grasp what you are talking about in terms of mechanism. Are you 
saying the mechanism that is missing now is bringing together the 
technical expertise from those people that can tell you about the 
feasibility, availability, and the importance of these particular 
items; bringing those people together with high-level people?

Dr. BRENNER. That is my observation. That symbiotic relation 
ship whereby the technical people, after the details have been 
worked out at the technical level, transmit the essence of those dis 
cussions to a high enough policy level, appears not to exist.

Senator NUNN. Dr. Brenner, I appreciate your testimony. I am 
going to get Dr. DeLauer in a minute. I am going to come back to 
you. If you have time, we will have you come up with Dr. Baker for 
further questioning.

Senator Bingaman, do you have any questions at this time?
Senator BINGAMAN. Let me ask one question.
As I understand the problem with the present procedure, the De 

partment of Defense essentially has a veto over all these other 
agencies in these decisions and, therefore, this involvement is 
somewhat stiffling to the other agencies. Is that an understate 
ment?

Dr. BRENNER. I don't think veto is the correct statement. At the 
working level, technical working level, the Department of Defense 
typically has both their own people from the Pentagon and fre 
quently also contract participants. The contract participants are 
usually at high level, technically speaking. The Department of De 
fense appears to have difficulty in obtaining highly competent tech 
nical people to appear in these meetings from within their own 
ranks. Typically their people are narrow in approach, they will 
have concerns about a particular area in which they are knowl 
edgeable and seem unable to look at the situation more broadly.

In any case, at some point policy has to be made, and, as Mr. 
Root has testified, that becomes difficult because frequently the De 
fense Department on a large number of important concerns, cannot 
get their own act together.

Senator BINGAMAN. Thank you very much, Mr. Chairman.
Senator NUNN. Thank you very much.
If you don't mind, we will bring you back.
Dr. DeLauer, we are ready for you.
We appreciate your being here today. We in the subcommittee 

swear in our witnesses, so I will swear you in.
Do you swear the testimony you are about to give, will be the 

truth, the whole truth, and nothing but the truth, so help you God?
Dr. DELAUER. I do.
Senator NUNN. Dr. DeLauer, I know that you don't have  
Dr. DELAUER. I have plenty of time.
Senator NUNN. Thank you very nuch for being here. We wel 

come your statement this morning. Why don't you proceed as you 
see fit and then we will have questions for you.
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TESTIMONY OF DR. RICHARD D. DeLAUER, UNDER SECRETARY 
OF DEFENSE FOR RESEARCH AND ENGINEERING, DEPART 
MENT OF DEFENSE
Dr. DELAUER. I would like to have my statement submitted for 

the record, Mr. Chairman. If that is agreeable, then I will summa 
rize it and then we can go on to the questions. 1

Senator NUNN. That will be fine.
If I can get staff to pull the mike up. I think Dr. DeLauer needs 

a glass of water.
Dr. DELAUER. I really am very happy to be here. I think it is an 

important topic. I think it is very timely and germane to many of 
the things that we are trying to do with increased cooperation, par 
ticularly with pur allies in Europe. As a consequence, I think that 
to examine critically both the problems that go with technology 
transfer as well as the advantages, will serve us all well.

From my standpoint, I believe that anything we can do to in 
crease the investment by the alliance will contribute to the securi 
ty of the United States. Consequently, I have been taking the initi 
ative at every opportunity to be sure that we can convince our 
allies to increase their investment. It is clear that they are not 
going to invest unless it means jobs and it is clear that jobs in 
many cases means not some of the old same things but things that 
are new and have some long-term objectives for them.

We loosely call this area of technology the emerging technology. 
But don't let semantics limit us to the fact that we are also talking 
about emerged technology, things we already have in our hand, al 
ready demonstrated and could, indeed, contribute to our security 
and to increase the investment by the alliance.

Now, the problem with technology transfer as an isolated issue is 
that it can get controversial because it means different things to 
different people. I think the objectives are clear. The objective is 
that we would like to increase our security, both at home and 
abroad, in conjunction with our allies, with the most advanced ca 
pability that we can produce, at a price we can afford, and at the 
same time not injuring our trade opportunities, trade relationships 
and certainly not without having that technology get into the 
hands of people who we would not like to have their hands on it.

This is a multifaceted objective and if looked at too narrowly or 
at only one of the facets instead of the others, solutions that are 
arrived at during that examination can indeed impact trade, secu 
rity, and linkage to the Eastern bloc.

On the other hand, hi my view, technology has a half 1'fe, it has 
a value and that value will decrease with time. And the best time 
that we should transfer technology, either by trade or by agreed 
upon agreements, bilaterally or multilaterally, is when we can get 
the most return on that technology transfer, at the same time pro 
viding an increased capability from the Defense Department's 
standpoint increased security. To lock it away for the purposes of 
protecting it, I think, is counterproductive, it will slowly disappear. 
When you open the safe some years later, you will find it is no

1 See p. 248 for the prepared statement of Dr. Richard D. DeLauer.
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longer there, it is dust, and as a consequence you kept it from 
being utilized in the most optimum fashion.

From my own personal experience, the example we did in the 
communications satellite area is one that 1 think can and should be 
followed in most other areas. Early in the 1960's, as a consequence 
of some work being done by the Defense Department in satellites, 
not so much in communications, it became clear that satellite com 
munications held great promise. Very early in the game those who 
participated in satellite communications in the United States pro 
ceeded to have industry-to-industry relationships established in 
Europe and then later in the Far East for the purposes of being 
able to sell our near-term products to them; at the same time, they 
in turn agreed to do that and pay us royalties if we would transfer 
the technology.

My own personal opinion is that satellite communications and 
Internal itself would not have been formed without those partner 
ships established, and they are partnerships that were established 
by essentially the prime satellite contractors. My organization, 
TRW, as well as Hughes, and Ford Aerospace, and GE formed a 
consortium that created a capability within those countries that 
provided the initiative and impetus to those countries participating 
in the Intelsat consortium itself and the growth of satellite commu 
nications.

That is a positive way it can be done and we did it within the 
ground rules of security; we did it within the ground rules of trade 
relationships, and as a consequence we got our royalties for the ef 
forts we did and we used those royalties to upgrade the state of the 
art and we kept always ahead of them. And that turned out to be a 
proper way to do it.

I keep looking for those analogs to that approach even now in 
our other activities. The whole question of the loss of technology 
and whether or not we are providing opposition more than we 
should is a debate that will be raised as long as someone reads in 
telligence reports in different fashions or reads between the lines.

I think, however, that fundamentally, based on all we know, 
about half the technology losses are in two ways: Half espionage 
and half th rough normal trade activity. I think in the case of espio 
nage we he ve to jack up industrial security. That is where we lose 
it. And we are in the process of strengthening our own internal in 
dustrial security as a consequence of being targeted; and, with our 
allies and friends, we have proceeded to counsel them, threaten 
them, do all the things that are necessary to get them to pay atten 
tion, and we are slowly making progress with regard to industrial 
security.

As far as trade is concerned, I think the steps being taken there 
are proper. The one organization that we all pretty much remem 
ber is Cocom. By strengthening Cocom relationships and Cocom 
Krocedures, I think we can turn that faucet maybe down to a trick- 

s, and as a consequence, feel reasonably secure we have done the 
best we can to keep them from obtaining much of our technology 
through the trade route.

Those are the two parts of the problem that I think we are work 
ing seriously on and are getting some results.

37-784 0-M——3
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Now, Mr. Chairman, that is about where I think I ought to stop 
and let you ask questions that are on your mind. I think it gives 
you a flavor of my philosophy. It has value and we ought to trans 
fer it to our friends for the purposes of increasing the collective se 
curity.

Senator NUNN. You are saying to lock up technology rather than 
try to protect the leading edges of it is counterproductive, we must 
have technology transfer with allies and friends?

Dr. DELAUER. That is absolutely correct. Not for this subcommit 
tee but another we interact with, it is clear that we are never 
going to be able to outproduce the opposition, particularly with the 
amount of resources that we and our allies have to devote to this 
particular thing. The numbers are going to be on their side. What 
we have to do is take advantage of the capability that resides in 
our research and development and to mitigate that numerical dis 
advantage by increased effectiveness. And that is the direction we 
are going and I think in the next decade we will have a great op 
portunity to really make that concept come to fruition, if we can 
get the alliance to invest.

Senator NUNN. Dr. DeLauer, under current procedure, how does 
the Defense Department arrive at the position of technology trans 
fer? Your office is that of Research and Engineering, the other 
office is the Office of International Security Policy. How does that 
procedure work today?

Dr. DELAUER. Well, it works at times like a well-oiled machine 
and at other times like one that is about to self-destruct.

Basically, the method in which we operate now is that described 
in DOD Directive 2040.2, which was signed by the Secretary early 
this year. That came after almost a year of negotiating between all 
the players in this situation. You know, it is not a Defense Depart 
ment issue by itself. I think this is one set of activities we do that 
has so many different players. One, you have the Defense Depart 
ment itself; you have the Commerce Department that handles 
many of the Commerce aspects; you have the Trade Ambassador, 
Mr. Brock, who has a stake in this game, and you even have Treas 
ury now in the act because of some of the offset activities that go 
along with technology transfer and, of course the State Depart 
ment. So, it is a very, very complicated set of procedures. -

Now, within the Defense Department we have really two prob 
lems to handle: One is just the processing of what we call muni 
tions cases munitions cases are those on the munitions list and 
we have to process applications for trade issues and technology 
issues that come up via the munitions list. On that point, the mail 
box for the munitions list, up until the final version of Directive 
2040.2, was in Research and Engineering and we had been the re 
cipient of all the munitions cases. We immediately started working 
there, which was a technical review.

Policy was involved because of my relationship in the Defense 
Department with Fred Ikle, my counterpart on Policy. He deals 
with State, with the White House, with the other Departments, 
and I stay away from them. He stays away from my contractors. It 
is the only way we can make it work, so we agreed to do that be 
forehand. When we get to the technology transfer issues there is 
combination of both of those activities. Consequently, for interac-
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tion with Commerce, with the State Department and so forth  
those things are handled by Policy with support from us. When it 
comes down to writing the MOU's and writing the specifics of the 
acquisition process, they come back into R&E and we are the ones 
responsible for that.

Senator NUNN. Senator Rudman, I know you have to leave. Why 
don't you go ahead with your questions and I will come back.

Senator RUDMAN. Thank you very much, Mr. Chairman. I have 
only one. I am going to have to leave. I know that the chairman is 
going to follow this up.

I am pleased to have you before this subcommittee. We see you a 
great deal before our Defense Subcommittee. I know that Under 
Secretaries of Defense are not awarded Purple Hearts for their 
wounds but from what I have been hearing and reading recently, 
the battle over Directive 2040 has reached epic proportions. Who is 
winning?

Dr. DELAUER. I think there are no winners or losers. It has been 
signed by the Secretary, it is now a fait accompli.

Senator RUDMAN. That is done.
Dr. DELAUER. That is done. It is out. Without going into all the 

details  
Senator RUDMAN. I imagine we would like to hear the details. It 

is obvious on reexamination of the draft 2040 which was out for 
the year and the final version of 2040, as it came out, that, at 
least in my view, the direction was toward cooperation and less 
control. In the original draft version of 2040, if you will read the 
semantics, it was control, control, control. If you read the final ver 
sion you will find that much of the push is for cooperation, coop 
eration, cooperation with safeguards. Now, one guy's cooperation 
with safeguards is another fellow's control, but the real issue is the 
perceptions of the people who read it.

I think we have indeed made what I would term a softening of a 
harder line that was contained in the draft document to start with.

Are there any serious changes in jurisdiction that have now 
come out? Can you tell us about those?

Dr. DELAUER. The biggest change was the change of where the 
entry point of the munitions cases resides. R&E had that responsi 
bility before and we were the mailmen, it took a lot of people. It 
turned out that it was indeed true that Policy wanted to be that 
point of entry. We were both short of people. You will find that 2 
years ago, through the good offices of Senator Jackson, additional 
people were authorized to be put in the Defense Department; but 
not only were they authorized, they were directed to be in Policy. 
At that time, Frank Carlucci was the Deputy Secretary. I objected 
to all those people going up there when I had the task of doing the 
job, without the people. At that time Frank Carlucci, Richard 
Perle, and myself sat down and reallocated those slots. There were 
44 people authorized, we reallocated them to about 34 and 10 10 
came down to R&E and 34 stayed on the Policy side. We had back 
enough people and we did the work together. When 2040 was being 
negotiated, and there really was negotiation, that issue was at the 
forefront of some of it. There were many others that were just as 
important, but that was one. Paul Thayer, as the Deputy Secretary, 
said I could keep the assignment, but he couldn t transfer any
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people to me. That is a bum way to do business and I said I would 
rather get rid of the function if I couldn't have the resources to do 
it. Let somebody else do it that claimed he had the resources and 
didn't need any more resources. In fact, that is in print. In fact, 
Policy and R&E work together. They are over at 400 Army/Navy 
Drive with all the computer displays and the data banks of all the 
things we need to do to process munitions cases and they are proc 
essed just like they were before-^-only somebody mails them to the 
Department of Defense, Policy instead of Department of Defense, 
Research and Engineering.

Senator RUDMAN. You are satisfied that this final implementa 
tion, as decided by the Secretary of Defense, is going to enhance 
this process rather than further restrict it?

Dr. PELAUER. I believe so. I think it deserves a solid examination 
and trial, which we are doing. I think the problem is we've got a 
lot of cases, we've got almost 8,000 munitions cases a year; that is a 
lot of cases.

Senator RUDMAN. Just before you testifed we had some excellent 
testimony from Dr. Brenner, Director of the Computing Depart 
ment at the Fermi National Accelerator Laboratory, who is going 
to be back in the panel. The thrust of Dr. Brenner's testimony, 
both in answer to questions and in his principal statement, was 
that one of the problems that he sees is that as the decisions 
reached the very end of the process and they become policy there 
is not enough input, not enough consultation by people who really 
understand the technical issues that are being presented by the 
particular decisions to be made.

Do you agree with that?
Dr. DELAUER. I believe in certain cases he has to be absolutely 

correct.
Senator RUDMAN. Are we going to fix that?
Dr. DELAUER. We are trying to; but again, that is somebody's 

view. In some cases, how much is enough? On the other hand, a 
technical assessment of any particular case is the responsibility  
most munitions cases that come into the Department of Defense 
are the responsibility of Research and Engineering. If you read the 
2040 in detail, you find there is an appeal process. If we can't have 
agreement, things can be reviewed cy a review oversight appara 
tus. The final oversight function, the top group that makes the 
final recommendation to the Secretary of Defense. Remember, all 
of this goes to him. We recommend to him and he is the one that 
sands it back to the State Department. That appeal group is 
chaired by Richard Perle and vice chaired by Jim Wade who is my 
deputy. That was part of the change we made.

Now, we also included in the rewrite that if neither one of those 
two people are there, that committee does not meet. We will not 
delegate that committee's functions to any lower echelon of man 
agement. The old thing, that was changed had a Deputy Assistant 
Secretary of Defense comanage the whole process and if other 
people were out of town or unavailable, he moved up the ladder. 
That is no longer the case.

Senator RUDMAN. Isn't that really the critical point in the proc 
ess, if it has the right kind of technical information at that point,
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then you might have some sound decisions made; if it doesn't, you 
might have ideological or philosophical decisions?

Dr. DEL.AUER. Absolutely. If that group still thinks there is a 
problem, and, for instance, if Perle and Wade decide they have to 
agree to disagree, they come to Fred or myself and we are supposed 
to work it together and if we can't make the agreement we finally 
go to the guy responsible for the whole thing, the Deputy Secretary 
or the Secretary. We have not had but one or two cases like that, 
one just recently. We had this and that is exactly the way it hap 
pened.

Now, below that group there are two subgroups which I think 
are very important to your comments in regard to review being 
done; one subgroup is concerned with the question of an estab 
lished piece of equipment in munitions say an already built com 
puter and that group is chaired by Steve Bryen and cochaired by 
my counterpart to Steve Bryen, Tal Lindstrom. The other subgroup 
is chaired by R&E and considers the relationship with the universi 
ties and scientific community. That subgroup is chaired by Edith 
Martin and is vice chaired by Bryen. You can see that Edith 
Martin is in this thing in quite a few places. I split it up because I 
think there are different responsibility areas. I have not only inter 
national programs but technology; they have primarily internation 
al programs.

Senator NUNN. The interesting thing here, what Senator 
Rudman, you are getting at, and I think the key to the hearing is 
that the reason Congress, as I remember the legislative debate, 
wanted Defense to play such an important role in this area was be 
cause Defense was looked on as having the technical expertise. We 
were looking for the technical judgment from Defense, not ideologi 
cal or political views. We felt that those views, while legitimate, 
would primarily come from the State Department and that the eco 
nomic views from the Commerce Department. But, in effect, when 
we involved Defense in such a big way and I remember Senator 
Jackson's amendment on it, and I in fact voted for that amend 
ment our intent was to get these decisions not only from pure eco 
nomic and pure political and idealogical view but also from the 
technical experts.

And now it seems that it involved a royal battle in the Defense 
Department, which you are now saying we have something we can 
work toward now, compromise where the ideological was challeng 
ing and vice versa the technical. You are representing the techni 
cal side and that is the interesting history of this because that was 
not the original intent. We wanted a technical judgment on how it 
affected our security out of the Department of Defense.

Let me read one thing and then, Dr. DeLauer, I will get you to 
comment.

We have a statement in our record, which is incorporated today, 
from Larry Sumney, the executive director of the Semiconductor 
Research Institute. He was formerly head of the Navy VHSIC pro 
gram, which is very high speed integrated circuit technology. And 
this goes to the point. I quote him:

The classification group is genuinely concerned with keeping our technology out 
of adversary hands. They tend to come from the fields of international affairs, for 
eign affaire, economics and law. They are in no position to assess the technology or
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the effects of their suggestions on the work of technologists, manufacturers and the 
technical community. They argue from an ideology.

Now, this, I think, is the relevant point here and I guess the 
bottom line of our question. Is the Defense Department technically 
in command in terms of Defense decisions or are you in effect 
either being overruled or are you in a partnership with people who 
are not bringing in technical judgment?

Dr. DELAUER. In the case of the technical assessment of any par 
ticular situation, the same degree of technical expertise that you, 
the Congress, desired to have the Defense Department participate 
in is being carried out and, in some cases, even more so. I think the 
difference that exists in this administration, and one of the recent 
past, is the role that Policy plays in the technology transfer issue. 
There are just different people in there. That was not an agenda 
that the Policy people in the previous administration wanted to 
play. As a matter of fact, toward the end of the administration, the 
Under Secretary for Policy did not want to work the arms transfer 
issue at the bottom of the acquisition level or the technology trans 
fer level, and as a consequence my predecessor played a much 
more important part making the final decision. As a matter of fact, 
there was an agreement that even the Defense Security Adminis 
tration Agency, which is DSAA, which is now in policy, would 
move down to R&E. That happens to be a recommendation that the 
Committee of the Defense Science Board has recommended and we 
are in the process of trying to make that happen. That is going to 
be as big a fight as 2040 when we are all through. But, that is an 
acquisition process that properly belonged under the acquisition ex 
ecutive, which is me.

Senator RUDMAN. If I may, Senator, I am going to have to leave. 
I want to say that I guess the only way we are really going to find 
out is to see how this works. Obviously, there is not going to be 
much chance for any legislative changes, nor do I think there 
ought to be at this particular point. But I suppose someone here in 
Congress is going to have to review what the results of all this 
have been, whether or not what Dr. Brenner has said has hap 
pened not just in this administration; we go back to really 1974  
whether or not the problem is getting better, or whether there are 
legitimate differences as to the kind of decisions that are reached. 
Only time is going to tell that.

Dr. DELAUER. Before you go, Senator Rudman, since you focus on 
this, my own view is that Congress ought to listen to the people 
that put the Corson Report together for the National Academy of 
Science. That is a good report. I have sent a letter to Congress, co- 
signed by Don Kennedy who is my cochairman of the University 
Forum, because not only is this a trade issue, it is a question of 
university research a basic portion is in publishing papers.

Senator RUDMAN. I think that is an excellent suggestion.
Dr. DELAUER. As a matter of fact, we have argued that and 

signed the letter saying that the Corson Report should be the basis 
for technology transfer substance in the Export Administration Act 
extension because, to me, the problem of transferring munitions 
cases and working them are much easier than the very first portion 
of the problem: Where does the basic research get done,
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who publishes it, how is it published, and whether or not the hard 
line is going to be focused on that.

Now, I have given you this gratis, you have not asked. I think 
technology and knowledge have half life if you wait long enough. I 
sold pumps to the Soviets for 10 years during the period of detente. 
The pump happened to be designed by a Russian Artunov. The 
Soviets had the pump since 1972 and they have never been able to 
replicate it. It is not complicated but a well-designed combination 
of electromechanical devices. They seem to dp things mechanically 
and we do things electrically but they have, in their civilian capa 
bility, a tough time putting electromechanical things together  
that is not the case in the military. They do a pretty good system 
job in that part of the spectrum. But in the first part of the spec 
trum we try to do a good job in diffusing a very, very sticky thing 
with the academic community.

This whole question of the prior review and that sort of thing, I 
think we have done a lot to quiet that down.

Senator RUDMAN. I want to thank you very much. I want to 
thank Senator Nunn for his leadership in these things. I don't 
think that any single issue impinges on so many things trade, em 
ployment, national security. All of these things are important and I 
believe that these hearings will serve a very useful purpose.

Senator NUNN. Senator Rudman, I know you have to leave, but 
one other thing before you do. Dr. DeLauer alluded that if we are 
ever going to have cooperative efforts toward a viable defense in 
NATO, then we must have cooperation and you can't get so defen 
sive about this subject. We want to defend everything that we can 
that is important. We do not want to lose sight of the cooperative 
effort with the Alliance that is indispensable to any kind of reason 
able NATO defense.

Dr. DELAUER. We are faced right now with it. We have platforms 
you can't see, delivery weapons that don't miss, all using informa 
tion that is being generated in real time. The United States can do 
these things now. The whole Alliance can't do this yet; but a few 
selected countries can do portions. We ought to be sure we get that 
technology to our friends. I think we are making progress, we are 
making some progress.

Senator NUNN. Senator Bingaman.
Senator BINGAMAN. Let me ask a few questions.
How have our Allies reacted to greater control by the Policy 

Office of DOD? What kind of reaction have you received?
Dr. DELAUER. I think you get a mix. However, when you deal 

with the Allies it is not monolithic either. Right now the terms are 
pretty much that the Allies don't want to invest in anything that is 
going to upset their budget. In many cases they will use excuses 
such as, "you won't give it to us, you can't get it out of the system; 
therefore, we are not going to invest." This is an excuse more than 
a reason for not providing investment.

Congress itself has contributed to the problem in some of these 
areas by placing some restrictions on technology transfer relating 
to our weapons systems. For example, sonar arrays, and some of 
the restrictions on speciality metals. The Allies, in general, will 
support us if we are really cooperative. In many respects they 
think that we tend to use technology as a primary excuse not to do



34

something that is really a secondary or tertiary objective. In order 
to tighten up Cocom, we might want, to say we are holding back 
and not be totally cooperative in order to make a point on this.

Just as Senator Nunn pointed out, you can't separate geopolitical 
from technological. My view has been that I will give you the best 
technical judgment I can. If, for other reasons, you do not wish to 
proceed with that transaction, so state up front.

Senator NUNN. The question there, is the role of the Defense 
within the Defense Department to override the technical part and 
come out with a Defense position based on policy rather than tech 
nical? It seems to me what I thought we are doing was trying to 
get the very best technical judgment we could from Defense, which 
is your judgment, and then blend that in with the policy judgment, 
coming from the other agencies. But, if we don't have Defense tech 
nical assessments coming out as a Defense position with clarity to 
the other agencies and to the President, then eventually, where is 
the technical coming from? You have policy coming from State, 
you have economics coming from Commerce and hopefully the 
technical coming from Defense. But we are hearing it is not neces 
sarily technical coming from Defense.

Dr. DELAUER. You are correct. The Defense position is not limit 
ed to technology. That is the situation as it now exists in the De 
fense Department. But I can't look at anybody but you. You and 
Senator Jackson had a lot to do with how we are where we are now 
because the policy considerations were not explicitly examined. 
The Defense Department still provides the technical input. State 
does not go elsewhere for technical input, Commerce does not. Basi 
cally within the administration we are the ones that provide the 
technical input.

Senator NUNN. What I thought we were doing was basically get 
ting the technical from Defense and letting that be blended in. Is it 
the law that is doing that or policy decisions? You said in the pre 
vious administration it was primarily the technical end. But you 
are saying under this administration is is not the technical, that is 
part of it but not the whole thing, but the law has not changed in 
the meantime.

Dr. DEL.AUER. I think that it is how the leacership has decided to 
manage their affairs.

Senator NUNN. But the law doesn't require that. You could have 
this judgment set up under your shop in the Department of De 
fense and not have the law changed, right?

Dr. DELAUER. That is right. That can be a decision by the Secre 
tary. Absolutely right.

Senator NUNN. I don't know precisely what everybody had in 
mind in this area, but it was my view that the Defense was being 
looked at for the technical judgments in this area.

Dr. DELAUER. The model of the Defense Department has 
changed.

Senator NUNN. Within the same law?
Dr. DELAUER. Within the same law.
Senator NUNN. Where the law is broad enough to accommodate 

either of those, that is what you are saying?
Dr. DELAUER. Yes.
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Senator BINGAMAN. Let me explore this. You folks have been 
over this ground a few times, I haven't. The input from Defense is 
supposed to come together with the input from State and other 
agencies and who makes the policy judgment?

Dr. DELAUER. Everybody is in the act to a certain degree. What 
we do is make a recommendation.

Senator BINGAMAN. The White House makes the final decision?
Dr. DELAUER. If it has to. If decisions have to be sent there for 

resolution. There is an interagency group that handles some of 
this. In munitions cases, the final promulgation is from the State 
Department. In trade cases, it is the Commerce Department by 
law. There are things listed as munitions cases as opposed *.rade 
cases. There is not much argument about jurisdiction over those 
things. The consequences, in many cases tend to get controversial; 
particularly when you consider inputs from the Trade Ambassador 
who is trying to determine, for example, how we will deal with 
PRC; the White House initiatives, and so forth the whole gamut  
and they are all going to be involved.

Senator BINGAMAN. Let me ask you about the PRC. I gather we 
did have a liberalization of our policy. How did that come about? 
Can you take that as a case example?

Dr. DELAUER. I think you had better ask the administration, 
either the Trade Ambassador or the security folks. I became in 
volved only when they wanted to change the code we used to deter 
mine how we dealt with them. It was a Presidential initiative tv 
have a more liberal policy with PRC. The change of status permit 
ted many actions that were not permitted before, including discus 
sions at the working level in sufficient detail that to look at specif 
ics and start processing munitions cases in a way that was difficult, 
less restrictive, although we did have some munitions cases with 
the People's Republic of China before the change in policy.

Senator BINGAMAN. But the Defense Department was not in 
volved in the policy decision prior to the President deciding  

Dr. DELAUSR. I think the Secretary was.
Senator BINGAMAN. But you are not familiar how that was done?
Dr. DELAUER. No.
Senator BINGAMAN. That is all I have Mr. Chairman.
Senator NUNN. Dr. DeLauer, getting to some of the specifics  

and some of this may have been solved by the Secretary's recent 
order. But, I would like to get your understanding where we are 
now.

Looking back at Policy and Technical differences of opinion 
within the Department of Defense, I make reference to an article 
in Aviation Week & Space Technology, dated December 19, 1983, 
entitled "Export Policy Triggers Dispute." We do not have the 
memorandum that that article was based on. We have asked for it 
from the Department of Defense and we have not received it and 
that is the subject of another set of questions but I won't involve 
you with those today because I think that would have to be ad 
dressed with Secretary Weinberger or Secretary Taft, one or the 
other.

The article states that in a December 13, 1983, memo to Richard 
Perle, you suggested that Mr. Perle and his subordinates circum 
vented Deputy Secretary W. Paul Thayer in their efforts to make
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2040 an official DOD policy. You also suggested they were taking 
unilateral and uncoordinated actions detrimental to DOT) interests 
and of ignoring Research and Engineering expertise in technology 
transfer matters.

Was this an accurate portrayal of your view at that time?
Dr. DELAUER. Yes, sir; that is why we changed. 
Senator NUNN. Would that still be your view or has that 

changed?
Dr. DELAUER. What happened was that 2040 was going to be put 

out essentially in the same form as the interim policy, and I object 
ed. It was being sent to the Secretary's office to be signed off. I re 
ceived a copy and said: "I don't agree with this. We are supposed to 
finish the coordination on this." As a consequence of my interjec 
tion those things I mentioned in the meeting were changed. In a 
detailed examination of the two versions which are both public, 
you can see the changes. For example, in the review structure, 
committees were changed. There were certain of my responsibil 
ities that were straightened out as a consequence of the coordina 
tion. The tone was softened more toward cooperation than control. 
This all came as a consequence of my involvement.

If you were to ask me if I feel that I got everything that I 
thought was important enough to fight for, I would say that the 
only thing I didn't get was the munitions mail box function. I earli 
er recited that I wanted that function, but I couldn't get the people 
tc do it. I am not going to fight that problem. Let's try it the other 
way and see how it works out. That was the compromise on my 
part.

Senator NUNN. Now, when you look at the International Securi 
ty Policy Office, is that office structured with a kind of technical 
expertise? Are they making technical judgments or is this strictly a 
policy office?

Dr. DELAUER. They are not supposed to make technical judg 
ments.

Senator NUNN, What about all the people transferred there?
Dr. DELAUER. Of the people that they put in their organization, 

some have technical background, but their function is not to pro 
vide the technical input to it.

Senator, let me make it clear. Even the Department of Defense, 
including all the R&E people, do not have on board the necessary 
technical expertise to adjudicate many of these cases. What is in 
R&E is the technical leadership to get the right points of view 
either out of the services or from industry or from wherever.

Senator NUNN. But you are structured where the people at the 
top, including you, as this information flows up, both internal or 
external, people at the top are people who are technically trying 
to  

Dr. DELAUER. They are technical, Edith Martin, myself, Tal 
Liudstrom.

Senator NUNN. The Office of International Security that is not 
technical policy?

Dr. DELAUER. It wasn't intended to be.
Senator NUNN. Let me get on to the article.
The article says that you stated that Mr. Perle and Dr. Stephen 

Bryen, Mr. Perle's Deputy Assistant Secretary for International
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Economic, Trade and Security Policy had made "a serious misallo- 
cation of scarce resources."

Is this the resource problem you were referring to a minute ago?
Dr. DELAUER. That is the one I was talking about.
Senator NUNN. And that has been compromised, is that right?
Dr. DELAUER. When I had my discussions with Frank Carlucci, I 

would have liked to have had more out of the 44 than 11 to do the 
job, and that was really part of the problem I had with Paul 
Thayer. The fact is he would not give us people for the processing 
of munitions cases, which isn't just necessarily providing a techni 
cal answer to a problem. That effort is included but that total is 
not sufficient. There have to be others. The whole question of avail 
ability of resources, what systems do we have them in, what does it 
mean to us to do it, talking to the services and finding out what 
their views are on these things. It is a management function, and 
you need people to do the management function. I didn't have 
enough people.

Senator NUNN. And you still don't?
Dr. DELAUER. I have enough people to do the technical assess 

ment because I can reach out to as many people as I want. But to 
manage the function, I did not have enough people.

Senator NUNN. And still don't?
Dr. DELAUER. And still don't, and I don't think they have enough 

people, to tell you the truth. I think we both are understaffed with 
the amount of cases we have.

Senator NUNN. That same article indicated that Research and 
Engineering recommendations regarding technical parameters and 
departmental positions to be used in negotiating Cocom's multilat 
eral export controls on computer hardware and software, radars, 
robotics and telecommunications switching were ignored. You were 
quoted as saying, "This has resulted in politicizing the Cocom tech 
nical discussions and has raised serious questions as to the techni 
cal credibility of representatives to the negotiations and has given 
an inconsistent and thus confusing message to both U.S. and allied 
industry."

Dr. DELAUER. I think that is an overstatement. Some of the ele 
ments of that are, indeed, my concern. What has happened since 
that time is that as a consequence of the negotiations and agree 
ment on 2040.2, we have had some handshakes on who is to partici 
pate in the Cocom meeting. We will have the technical representa 
tives there as well as the policy side. Cocom in many cases is not 
really the responsibility of the Defense Department. We just pro 
vide technical support primarily to the State Department. So, I 
wanted to be sure that we had our technical support people repre 
senting our side.

Senator NUNN. Was this all in writing, this policy now?
Dr. DELAUER. Yes, I thought I had a copy.
Senator NUNN. You can supply that for the record.
Dr. DELAUER. I will send you the old one too.
[The material referred to was marked "Exhibit Nos. 1 and 1A," 

for reference. Exhibit No. 1 follows. Exhibit No. 1A may be found 
in the files of the subcommittee.]
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EXHIBIT NO. 1

January 
NUMBER 1040.2

Department of Defense DirectiTe

UECT: International Tranafare of Tachnology, Cooda, Servlcea, and 
Hunitiona

Referencea: (a) Public Lav 96-72, "The Export Admlniatratlon Act 
of 1979," aa amended (50 U.S.C. 2401 at aeq.)

(b) Public La« 94-329, "The Ana Export Control Act," 
aa amended (22 U.S.C. 2751 at aeq.)

(c) National Security Declalon Directive Number 5,
'Conventional Ana Tranafer Policy,' July 8, 1981

(d) through (q), aee encloaura 1

A. PURPOSE

Tola Directive:

1. Implementa relevant portlona of referencea (a) through (c) by 
aatabllahing policy, aaalgnlng reeponaibiliciea, and prescribing pro 
cedure! for international tranafar of defenee-related technology, goode, 
aervlcee, and munitlone.

2. Eatabllabaa tha DoD International Technology Tranafar (IT2 ) 
Panel and Subpaneli, vhoee charter! are at encloeure 2.

3. Cancela DoD Directive 2CJ0.4, DoD Directive 5030.28, and the 
Secretary of Defenae Memorandum of December 29, 1983 (raferencea (d), 
(a), and'(f)).

B. APPLICABILITY AKP SCOPE

1. Thla Directive appllea to the Office of the Secretary of Defenae, 
the Organiiation of the Joint Chief a of Staff (OJCS), the Military Depart- 
aante, and the Defence Ageoclaa (hereafter referred to collectively ea 
*DoD Componenta-).

2. Ihla Directive appliea to all technology tranafer mechaniama and 
ahej.1 be Implemented through auch procaaaea aa atrategic trade llcenaing, 
eunltlona licanaing, aecurity aaaiatanca, and DoD reeearch, development, 
aad acquieltlon activltlee.

3. The policlaa, proceduraa, and reaponalbllitiea contained In HDP-1 
and DoD Directive 5230.11 (referencea (g) end (h» concerning dlecloeuraa 
of claaaified military Information are not affected, by thia Directive.
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C. DtnMITIOBS

The terms uaed in thla Directive ara defined in encloeura 3. 

D» POLICY

It ahnll ba DoD policy to traat defanae-related technology aa a valuable, 
limited national aacurity raaourca, to ba huabanded and Invested In pursuit 
of national aacurity objective*. Cooalateot with thia policy and In recog- 
nitlon of the Importance of international trada to a atrong O.S. dafanaa 
Industrial base, tha Department of Defene 4hall apply export control* In a 
vay that minimally Intarfaraa with tha conduct of legitimate trada and acien- 
tiflc endeavor* Accordingly, DoD Coejpooenta ahall:

1. Hanaga tranafara of technology, gooda, service*, and aunltlona con- 
ilatant with U.S. foreign policy and national *ecurlty objectivea.

2. Control tha azport of tachnology, good*, aervlcea, and Munition* that 
contribute to that military potantlal of any country or combination of countrlac 
that could proTa detrimental to U.S. aacurity intaraata.

3. Limit th* tranafar to any country or iutarnatlonal organlaatlon of 
advanced daaign and manufacturing know how regarding tachnology, good*,
 ervlcec, and nunltiona to thoaa tranafara that aupport apaciflc national 
aacurity or foralgn policy objectlvee.

4. Facilitate tba abarlng of military tachnology only with alliaa and 
othar nation* that cooparata effectively in aafaguarding tachnology. good*,
 arvlca» ( and aunltlona from tranafar to nation* whoaa Intaraata ara inimical 
to tha United Stataa.

5* Civ* apaclal attention to rapidly emerging and changing technologies 
to protact againat tba poa*lblllty that allltarlly uaeful tachnology might ba 
conveyed to potential adranarlea before adequate aafaguard* can be Implemented.

6. Seek, through Improved international cooperation, to  trengthen 
foreign procedurea for protecting aeneitive and defence-re la ttd technology*

7. Strive, before tranaferring valuable dafanae-related tachnalogy, to 
enaure chat auch technology 1* thared reciprocally.

1. In all tachnology tranafar caaa* referred for review, the DoD Compo- 
nanta concernad ahall:

a. Coulder proposed tranafera of technology, goods, *ervice*, and 
 unitloo* on * caae-by-caa* baala.

b. Conduct policy reviewa, tachnical evaluation*, operational end 
military miaalon impact aa*e*amaut*, and intelligence aaaaaamtnta of 
propoeed tranvfara.

c. Intuie that tranefer* of technolog. , food*, aarvlce*. end euoitionat

(1) Are conaliteot with U.S. national iecurlty end foralgn policy 
objective*.

(2) Do not constitute an unreeeoaeble ri*k to U.S. security in the 
degree to which they reduce technological leedtiM.

(3) Receive positive consideration when such tranafers will result 
lo tenflble and direct benefits to the defense objective* of the United State* 
sod its allle* or to the defense Industrial baaa. Such benefits should be et 
leaet equivalent to the value of the technology transferred.

d. Make *eu*ltive transfers conditional upon agreements with allied 
sod other nations that reatrlct the tranafar of technology, goods, services, 
snd munitions that her* or asy barm the security of the United Stetea and the 
security of O.S. allies and other friendly nstlons.

e. Oppose transfers of sensitive technology, good*, services, and 
eunitims through multinational organisations In vblch potential Adversaries 
participate.
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f. Assess whsther recipient ritlons:

(1) teetrlct their trenafer or «port of U.S. technology, geode, 
eervlces, *ad munitions to other tut loot who UK, or may us«, euch technology, 
goods, services, and munitions egslnet the beet Intereate of the United Statee.

(2) Secure written U.S. Government agreement before reexportlng 
U.S. technology, good!, eervlces, and munitions.

(3) Maintain control over U.S. technology, goods, services, and 
munitions.

(*) Import promptly and fully to tht U.S. Government anr known or 
suspected tranifere of U.S. technology, gooda, services, and munltlona that do 
not have U.S. Government approval.

(5) Transfer non-U.S. critical technology, foods, aervlcea, and 
munitions harmful to U.S. aecurlty.

g. Aaiaaa annually the total affect of tranafere of technology, goode, 
eervlcea, and aunltloni on 3.S. tacurlty, regardleaa of Ihe tranefar  echanllaa 
Involved.

h. Support approved DoD prograu deilgnad to Infon govement, Congreaa, 
Induatry, acadeila, and the public on the danger* of the Ion of Weitarn tech 
nological leadership.

2. In strategic trade caaea, the DoD Components concerned ahallt

a. Assess vhsther proposed tranafara of technology and goods through 
actual or potential Military use could threaten U.S. security, regardless of 
the stated end use or end uaer of such technology and goods.

b. Ensure that potential transfers of technology and good* are aaseeeed 
with a prlBarv cooalderatlon to control of critical technology as described by 
Pub. L. 96-72 and the "DoD Militarily Critical Technologies List* (references 
(a) and <!)>.

c. Disapprove exception! to the Coordinating CoeaUttee of the Consul 
tative Group (COCOH) Hats that are dlaadvantageous to ths aecurlty of the 
United Stataa and ita alllea.

d. Support North Atlantic Treaty Organization (NATO) efforts to control 
technology and goods.

a. Provide support to, and cooperate with, aoa-COCOM countriea to con 
trol the transfer of illlterlly relevant technology and good* to the Warsaw Pact 
nations.

f. Assess whether recipient nations support U.S. objective* in COCOM 
and the COCOH embargo.

3. In munltlona licensing cases, the DoD Components concerned ahall:

a. Give favorable conalderatJcu to transfers of services and munition* 
to U.S. allies and friendly natior.a that are Intended to achieve specific U.S. 
defense objectives.

b. Ensure Chat tranafers of eunltlons and services involving critical 
technology receive apecial scrutiny, taking into account the importance of ana 
cooperation with NATO and other cloae friendly nations and allies, potential 
third-party tranafers, and the protection of edvanced military operational cap 
abilities and associated technology.

c. Ensure that decisions on munitions license application that involve 
or may lead to the disclosure of classified military Information are in compli 
ance with KDP-1 and DoD Directive 5230.11 (references (g) and (h)).

4. The DoD Components concerned shall submit unreeolved technology security 
ceaes and laaues to the appropriate DoD IT2 Subpanel for resolution.

5. Two subcommittee reports to the DoD Steering Committee on Netlonal 
Security and Technology Iranafer (references (j) and (k)), when approved, may 
provide additional procedural guidance affecting publications end technology 
monitoring.



41

F. COOMII1ATIHC COMMITTtt OF THE COHSULTATIVI ClOBF (COCOM)

1. COCOM, founded In 1949, It an Inform*! multinational organisation made 
up of the NATO nations (except Iceland and Spain) and Japan. COCOM 'S mission 
1> to maintain a uniform export control system among Itt member nation* In 
order to protect Ueetern security.

2. DoD Component* concerned with errstegic trade policy ahall seek to 
strengthen COCOM by:

a. Promoting the development of a profeialonal *ecretarlet.

b. Promotlnf the tightening of the Btrateglc control ll*t.

e. Encouraging enforcement of COCOM control*.

d. Promoting a threshold on the COCOK Hat beyond which technology and 
good* cannot be transferred to potential adveraerle*.

e. Promoting broader msaberahlp of free-world nation* In COCOK and 
associate agreement* with COCOM for edvanced, industrialized natlona.

f . Promoting the eetablUhmant of a military committee to consider 
strategic l**ue* releted to the control program*.

g. Providing full-tie* DoD policy representation to COCOM.

h. Supporting and promoting other meeeure* that etrengthen the COCOM 
organicetlon and function ami that support U.S. objectives.

1. The Under Secretary of Dsfenee for Policy («SD(P)) *h*ll:

a. Develop, coordinate, and l**ue pollcle* relating to technology 
nsfer control in accordance with DoD Directive 5111.1 (reference (D).

b. Prepare technology transfer control and enforcement policy guidance 
end coordinate overall epplicetion of DoD policy.

c. Repreaent the Department of Defense in Interegency, national, and 
International forum* concerning policy for technology trenafer control and 
enforcement matter*.

d. For technology tren*far policy mattera, *«rve a* DoD point of con 
tact for foreign government*, interactional agencies, other federal agencle*, 
intaragency groups, Industry, and DoD Components.

e. Act aa the DoD receiving point for all strategic trade, COCOM, and 
munltlona llcenae cases.

f. Conduct policy revlewe on technology, goods, services, snd munitions 
transfer c**a*.

g. Prepere the coordinated DoD poaltlon for atrateglc trade, COCOM, 
end munition* llcenie ca*ea. If the projected recommendation differ* from ncom- 
mendationa of the DoD Componenta concerned, advia* the DoD Componenta of the 
recoamandetlon and aupporting rationale in aufflclent time to permit submission 
of the issue to the DoD IT2 Subpanal A before iaaulng the podtlon.

h. I**ue coordinated DoD recosewndetlona oc stretegic trade, COCOM, 
and munitions tranafar casee to the Commerce end State Department*.

1. Develop and maintain comprahenelve reference deta be*** on tech 
nology, gools, urvlces, and munition* tranafer matter* that are accaedbl* to 
ell DoD Componenta.

J. Provide to DoD Componeuts e weekly update of the disposition of 
significant transfer caae*.

k. Provide executive direction of the DoD IT2 Panel in accordance with 
enclosure 2.

1. Develop, review, and negotiate international agreement* under this 
Directive, DoD Directive 5530,3, end DoD Instruction 2050.1 (referencea (m) uod
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 . Assess, with the aupport ot the Director, Defense Intelligence 
Agency (DIA), and the Chairman, Mat local Dlscloeurs Policy Committee, recipient 
nation*':

(1) Law*, regulation*, and internal operating procedurea to deter 
mine their ability to enforce technology security and control provision* of 
applicable U.S. export license a'lpulatlon*, specific cooperative program 
agreementa with the U.S. Government, COCOM embargoes, and other Industrial and 
government agreement*.

(2) Reliability in maintaining control over technology, good*, 
services, and munition* that originate In the United States and whose trans 
fer co other nations may be against the b**t interests of th« United States.

(3) Reliability in securing prior written U.S. Government approval
bufors exporting technology, goods, services, *nd munitions originating in the
United State* to other nation*.

(4) Reliability and promptness in reporting known or *uspact«d 
transfers of U.S. technology, good*, service*, and eunitlone that were not 
approved by the U.S. Government.

(5) Support of U.S. objective* In COCOM and th* COCOM embargo.

(6) Cooperation and aupport for the principle of  haring technology 
of comparable value with the United State*.

(7) Reliability in preventing transfer to potential adversaries 
of non-U.F. critical technology, good*, aervice*, and munition* harmful to the 
U.S. security.

n. Request the Under Secretary of Defence for Research and Engineering 
(USDUE) to provide technical advisor* and consultants n*ce*cary to support 
development of DoD technology transfer policy.

o. Assees annually the total effect of technology, good*, service*, 
and munitions transfers on the security of the United States, regardless of 
the transfer mechanism involved.

p. Support the U*S. intelligence and enforcement communities in their 
efforts to halt or control the flow of technology, goods, services, and munition* 
to potential adversaria*.

q. Establish, through the appropriate DoD IT2 Subpancl, working group* 
and task forces to develop way* and mean* to protect technology from exploitation 
by potential adversaries.

2. The Under Secretary of Defense for Reseercb snd Engineering shall;

a. Hsnag* overall DoD technical and acquisition sffort* related to 
technology, goods, services, and munitions transfer In accordance with DoD 
Directive 5129*1 (rsferance (o)).

b. Overa«« implementation of DoD technology transfer policy for nil 
research, development, and acquisition matters.

c. for research, development, and acquisition matters, act as Dol" 
point of contact with induatry, other federal agencies, interagency groups, 
DoD Components, academia, and appropriate international forums.

d. Coordinate the technical review of strategic trade, COCOM, and 
munitions casae and estsbllsh th* DoD technical poiulona, with aupportlng 
rationale*, regarding the proposed transfer of technology, good*, *ervic*s, 
and munitions.

e. Develop and administer programs to identify and define lists of 
militarily :riclcal technologic! chat should be controlled for export, includ 
ing nacescury guideline*.

f. Hanag* technical effort* in support of DoD participation in and 
implementation of studies and analyae* of COO^M, U.S. export control*, and 
relatsd technology, goods, services, and munitions tranafer matters.

g. Develop the DoD technical portion for th* "DoD Militarily Critical 
Technologies List* (reference (1)) revisions an* COCOM negotiations.
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h. Provide technical adviaore and consultants «  needed to support 
th* USD(P) in the development of DoD technology trensfer policy.

1. Provide technical support of DoD vlewa in interagency, national, 
and international forums of technology, good*, services, and munitions

J. Provide technical support for USD(P) assessments of the foreign 
availability of technology, good*, services, and munitions.

k. Develop, review, and negotiate International agreement* in accor 
dance with thla Directive, DoD Directive 5530.3, and DoD Initruction 2050,1 
(reference* (m) and (»)).

1. Develop and maintain a comprehensive technical data baae for tech 
nology, goode, eervicee, and munitlone transfer cases.

 . Participate on the DoD IT2 Panel and Subpanels in accordance with 
enclosure 2.

n. Support the U.S. intelligence and enforcement communities In their 
efforta to halt or control the flow of technology, technical data, goode, 
service*, ind munition* to potential adversaria*,.

o. For technology tranefer reaearcb ca»e«:

(1) Serve as th» receiving point In the Department of Defense.

(2) Obtain   policy poaltlon from the DSD(P).

(3) Conduct review and prepare coordinated DoD recommendations, 
with eupport ing rationalee.

(4) Advlae DoD Component* If the projected recommendation differ* 
from their recommendation* and provide an opportunity for the DoD Componenta 
to eubetic the iMua to the DoD IT2 Subpanel B before issuing a DoD position. 
If a cae« IP appealed, within 15 daya the case shall be decided and ell inter 
ested parties notified or the c4se shall be referred to the Deputy Secretary 
of Defense or Secretary of Defense for a final decision.

(5) Isaue, after the appeal proces* la completed, the coordi 
nated DoD recommendation.

3. The Assistant Secretary of Defanae (International Security Policy) 
(ASD(ISP)) shall:

a. Monitor compliance with this Directive through the Deputy Aisietant 
Secretary of Defense (International Economic, Trade, and Security Policy) 
(DASD(IETSP)).

b. Chair the DoD IT 2 Panel and participate on the DoD XT^ Subpanela 
In accordance with enclosure 2.

4. The Chairman of the Joint Chiefs of Staff shall:

a. Conduct and provide operational and military mission Impact assess 
ment! on technology, goods, services, and munitions transfer issues, as requested.

t>. Provide operational expertise and military judgment in interegency, 
national, and International forums on technology, goode, services, and munitions 
transfer matters.

c. Participete on the DoD IT^ Panel and Subpanel« in accordance vith 
enclosure 2.

5. The Director f Defense Intelligence Agency, shall:

a. Formulate DoD coordinated intelligence assessments concerning the 
types and numbers of Illegal tranafer of technology, goods, eervicee, and 
munitions and the associated transfer mechanisms.

b. Dealgo*te a point of contact to represent the DIA on technology, 
goods, services, »nd munition* transfer matters.

c. Conduct and provide intelligence revlava on technology, goods, 
services, end munitions tranafer cases.

d. Asset! foreign availability of technology, goods, services, 
and munitions proposed for transfer.

37-784 0-84——4
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a* Conduct and uaar ehacka oo tha daclarad ultlaata conalgnaa on tach- 
nolofy, foodi, aarrlcaa. and  mlttoni traaafar caaaa.

f. Provide Intalllganea axpartlaa 1» Intaragancy, national. and Intar- 
Mtloaal forua* on tachnelofy, gooda. earrlcea, and amltlona tranafar a«tt«r*.

f . Provide Intalllfanca concarnlnf tha total affect of traoafan of 
tacbaolojjr, goodi, aarvleaa, and  mltlou on 0.8. Mcurltjr.

h. Partlclpata oo tha DoO IT2 Paoal aad gubpaoali in accordance ulth 
ancloaura 2.

i. Aaalat In Idantlfylnf and aaaaialnf critical tacbnolof;. 

6. Tha Haada of DoD Coaponanti ahalli

a. DaalfBita a point of contact In thalr raapactlTa Coavonant for 
tachnology, gooda, aarrlcat, and annltlona tranafar nattara.

b. Conduct aaaaaaaanta of propoaad tacbnolofy. fooda t aarvlcaa, and 
aunltlona tranafar caaaa aa raqulrad and pro»laa coordtaatad poaltlona.

c. Aaalat in Identifying and aaaaaalnf critical tacbooloaj and In 
aupportlnf DoD participation In axport control llat carlm.

d. Partlclpata on tha DoD IT2 Paaal and Sobpanala In accordant* irtth 
ancloaura 2.

a. Conalltant with thla Dlractlva, DoD Hractlva 5530.3, and DoD 
Inatroetlon 2050.1 (rafarancaa ( ) and (a)), coordlnata tha daralopnmt and 
nafotlatlon of Intanutlonal afraananta partalnlnf 10 tacbnolofr, fooda, 
aanrlcaa, and Haaltlona tranafara.

f . aaaara tba calculation of nonracurrlnf coat racoupnant charjaa In 
accordance vlth DoD Dlractlra 2140.2 (rafaranca (p».

B. EFriCTlVt DATI UO>

Thla DlractlTa la affactlTa l«Mdlatalr< Ponnrd tm eoplaa of lanilanant- 
la( docunanta to tha aaalltant Sacratary of Dafanaa (Intarnatlonal Sacurlty 
Policy) «lth5n 120 daya.

Caapar H. Halnbargar 
Sacratary of Dafanaa

Incloturt* - 3
1. Kef erencea
2. DoD International Technology Transfer (IT2 ) Panel and Subpanale
3. Dtfloltlon*
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(REFERENCES continued from page 1)
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Liet Export License Application* Referred to DoD by Department of State," 
March 10, 1970 (hereby canceled)

(f) Secretary of Defense Memorandum, "DoD Directive 2040.2, "International
Transfsrs of Technology, Good*, Services, and Munitions," December 29, 1983 
(hereby canceled)

(g) "National Policy and Procedures for the Disclosure of Clssslfled Military
Information to Foreign Governments and Intsrnatlonal Orgsalsatlona"
(NDP-1), September 9, 1981 

(h) DoD Directive 5230.11, "Disclosure of Classified Military Information
to Foreign Governments and International Organization*," Harch 2, 1979 

(1) Under Secretary of Defena* for Research and Engineering, "DoD Militarily
Critical Technologies List (U)" (Sscrat HoJorn), October 1, 1982 

(J) Report "hen approved of the Subcommittee on Publications to the DoD
Steering Committee on Rational Security and Technology Transfer,
November 9, 1983 

(k) Report when approved of the Subcommittee on Technology Monitoring to
the DoD Steering Committee on National Security and Technology Transfer,
September 19, 1983

(1) DoD Directive 5111.1, "Under Secretary for Policy," October 27, 1978 
(m) DoD Directive 5530.3, "International Agreements,* December 6, 1979 
(n) DoD Instruction 2050.1, "Delegeted Approval Authority to Negotiate

and Conclude International Agreements," July 6, 1977 
(o) DoD Directive 5129.1, "Under Secretary of Defenm* for tmsearch and

Engineering,' November 29, 1978 
(p) DoD Directive 21*0.2, "Recoupment of Nonrecurring Colts on Sales of

USG Products and Technology," January 5. 1977 
(q) DoD Directive 5400.7, "DoD Freedom of Information Act Program,"

March 24, 1980

DOD IIITERIIATIOMAI. TECmtOLOCT TRANSFER (IT2 ) PAMEL MID SU1PAHELS

A. THE DOD IT2 PANEL

1. Functions. The DoD IT 2 Panel shall:

a. Identify and address technology transfer policy issues.

b. Resolve difference* within the Department of Defense concerning 
pi^gram administration, intersgency Issues, and coordinated DoD recommendations 
on transfer cases referred by the DoD IT2 Subpanelt.

2. Organisation and Management

a. The DoD IT 2 Panel shall be chaired by the ASD(ISP) or, In hll 
absence, by the vice-chair.

b. The vice-chair shall be the Principal Deputy USDR4E (PDUSDR&C) or. 
In hie absence, s person deslgnsted by the ASD(ISP) shall ferve as chsir.

c. In sddltion to the chair and the vice-chair, the Pmnel consists of 
representatives of the Office of the Deputy USD(P) (OuUSD(P)). the Office of 
the ASD(ISP) (OASD(ISP)). the Office of the USDUE (OUSDR4B), the OJCS, the 
Defenae Security Assistance Agency (DSAA), the DIA, the National Security 
Agency (NSA), the Defense Advanced Research Projects Agency (DARPA), end the 
Military Departments.

d. Panel members, excluding representstivei of the USA, DSAA, DAXPA, 
and DIA,-shall have one vote, and all voting members shall be polled on any 
decision. The NSA shall vote on matters having a potential impact on the crypto- 
loglc (communications security (COMSEC) end signals Intelligence (SICINT)), 
computer security, and electronic warfare (EW) mission areas. The DSAA shall 
vote on matters concerning security ssslstsnce. The DIA end DAJtPA shall serve 
in an advieory capacity.

a. Other DoD Componenta and other egenclas and individuals may be 
Invited to participate as necessary, but vlll have no vats.
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f. limit! may bt referred to the Panel on the recommendation of any 
voting Maber or fro* the DoD IT* Subpanela.

g. The Pantl ahall meat quarterly and at other timea subject to the 
call ot the chair.

h. On mattera not concerning the raaolutlon of DoD poeltlona on  pa 
cific transfer cases, a two-third* majority vote ahall reaolve eny differences.

1. In resolving differencea concerning coordinated DoD recommendations 
on tranafer caeca* a unanimous vote la required to recommend approval of a pro- 
poaed transfer.

jt Appeals  hall be resolved by the Secretary of Defense or Deputy 
Secretary of Defense and awy be mad* by *>ny voting member of the Panel.

B. DOD IT2 SOBPAMEL A, EXPORT COMTEOL POLICY

1. Functlont. The DoD IT2 Subpanel A shtll:

a. Reeolvs d If ft reacts within the Department of Defense on matttm 
referred to It concerning the tranafer of technology, gooda, servicea, and
 unitions; IT2 program adminlii tret ion and interagency technology tranafer 
issues; and tranafer cases requiring a coordinated DoD recommendation.

b. Identify and recotJSMtnd solutions to technology tranafer policy 
issues.

c* Aa required, fora working groups drawn frosi amber organization* 
and agenclea to address specific iaaues ralaed by the DoD IT2 Panel, by unbar 
organlcationa or agencies* or as deemed appropriate by the chair to addreaa 
high-priority technology transfer policy issues.

2. Orftaniaation and Management

a. The DoD IT2 Subpantl A ahall be chaired by the DASD(IETSP), 
OASD(ISP).

b. The vice-chair ahall be the Deputy Under Secretary of Defense 
(International Program* and Technology) (DUSDUP4T)), OUSDRAK.

c. In addition to the chair and vice-chair, the Subpanel conaiata 
of repraaentatlves of the ODUSD(P); the ODASD(IETSP), OASD(ISP); the 
ODUSDCIP&T). OUSDUE; the OJCS; the DSAA; the NSA; the DIA; DARPA; and the 
Military Departments.

d. Each member, excluding representative* of the DSAA, NSA, DIA, and 
DARPA, ehall have on* vote* All voting members shall be polled on any decision. 
The DSAA shall vote on utter* concerning security assistance. The NSA shall 
vote on matters having a potential impact on the cryptologic (COHSEC and SIGINT), 
computer security, and EU mission areas. The DIA and DARPA ahall aerve in an 
advisory capacity.

e. Other DoD Components and other agenclea and individuals may be 
invited to participate as necessary, but will have no vote.

f. Technology tranafer issuea may be referred to the Subpanel by any 
member when the Issue requires resolution by eatabllahlng a precedent for 
critical or aenaitive technology or when intelligence or political information 
dictate* a policy review for specified countries.

g. On issuea not concerning the resolution of DoD positions on trans 
fer caeca, a two-thirds majority vote ahall resolve any differencea. When a 
two-thirds majority decision cannot be reached, the matter under consideration
 hall be referred to the DoD IT2 Panel for disposition.
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h. lesuef concerning coordinated DoD recommendations on transfer cases 
 hill b« referred to the Subpanel only after u attempt baa been made to resolve 
the differences it the vorking level or If   DoD petition on a cue nut be 
issued wltbln 15 working deys snd the differences hsvs, not bMn resolved.

1. In revolving differences concerning coordinated DoD recommendations 
on tranafar cases,   unanimous vote ii required to recommend Approval of   
proposed trinafer. Appeals on the cases under consideration may be wade by 
any DoD Component having a voting member. The chair shall refer the casee to 
the DoD IT2 Panel for review.

J. The chair of the Subpancl A shall chair the DoD IT2 Panel If the 
Panel chair and vice-chair are unable to attend the P«n«l Meting.

V. Subpsnel A shall meet monthly and at other times oubject to the 
call of the chair. When a specific transfer case U appealed to Subpanel A, 
the Subpanel shall swat to resolve the case within 10 vorking days.

1. Administrative support for Subpanel A (hall be provided by the 
Office of the DASD(IETSP). OASD(ISP).

C. DOD n2 S1HPANEL t, RESEARCH AND DEVELOPMENT

1. Functions. The DoD IT2 Subpsnel » shall:

a. Address Issues and resolve differences In the Department of Defense 
regsrdlng tschnlesl standards end definitions and the disiednatlon and exchange 
of technical Information.

b. Consider appeals on recommendations In technology transfer research 
esses*

c. As required* form vorking groups drawn fro* member organisations 
and agetncles to address specific Issues rslsed by the DoD IT? Panel, by member 
organisations or sgencies, or ss deemed appropriate by the chair to addreee 
high-priority technology transfer research cases.

2. Organisation and Management

s. The) chair shall be the Deputy Under Secretary of Defense for Research 
and Advanced Technology (DUSD(UAT)), OUSDR4E.

b. The vlca-chalr shall be the DASD(IITSP), OASD(ISP).

c. Other meaibers of Subpanel B shall bm rapresemtatlvaa from the 
ODDSD(P), USD(P); OOASD(IETSP), OASD(ISP); ODUSD(UAT). OUSDUE; tlw Assistant 
Secretaries of the Artty (Research, Development* and Acquisition), the Navy 
(Basearch, Engineering, and Systems), snd the Air Porcm (Research, Development, 
and Logistics); the DSAAi tht DIA; DAIFA; and the USA.

d. Each  ember, excluding repreMtttetivma of the DSAA, DIA, DARPA, end 
USA, shall have nee vote, and all voting members shall be polled on a decision. 
The DSAA shsll vote on issums concerning security assistance. The DIA shall 
serve In ao Intelligence advi-ory capacity. DARPA shall vote on Issues effecting 
fulfillment of DaBPA'e miesion. Tns USA shall vote on issues concerning its 
missions in cryptology (COMSIC and SICINT), computer security, and EW.

e. Additional DoD Components and other sgencies and Individuals may be 
invlred by the chair or vice-chair to participate as necessary, but will have 
no vote.

f. Issues Bay be referred to the Subpanel by any scaber, including 
representatives of the DSAA, DIA, DARPA, and MSA.

g. A tvo-thlrde majority vote shall resolve differences. Any member 
voting on s particular Issue say appeal a decision to the DoD IT2 Panel.

h. Administrative support for Subpanel 1 shall be provided by the 
Office of the DUSD(RAAT), OUSDUE.

1. The Subpanel shall meet monthly end at other times ss determined by 
the chair, when e research technology transfer case is appealed to Subpanel B, 
the Subpanel shall mest within 10 working daye to reeolve the caae.
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DiriMITIOMS

1. Critic*! Technology. Technologies that consist of («) arrays of design 
and manufacturing know-how (including technical date); (b) keystone manufac 
turing, Inspection, and test equipment; (c) keystone materials; and (d) goods 
accompanied by sophisticated operation, application, or maintenance know-how 
thet would Mk« a significant contribution to the military potential of any 
country or combination of countries and that may provi detrimental to the 
security of the Unltad States (also referred to ae militarily critical tech 
nology).

2. Goods. Any articles, materials, supplies, or manufactured products, includ 
ing inspection and taat equipment. The term excludes technical data.

3. Items of Intrinsic Military Utility. End Ittma other than those identified 
in the *DoO Militarily Critical Technologies List" (reference (i)> whose trans- 
fer to potential adversaries shall be controlled for the following reasons:

a. The end product in queetlon could significantly enhance the recipient'a 
military or varmaklng capability either becauae of its tectmology content or 
because of the quantity to be sold; or

b. The product could be analysed to reveal U.S. system characteristics 
and thereby contribute to the development of countermeaaurea to equivalent 
U.S. equipment.

4. Keystone Equipment. Includes manufacturing, Inapection, or teat equip 
ment and is the required equipment for the effective application of technical 
Information and know-how. Keystone materials have the same significant 
application.

5« Know-how. Includes both the know-how of design and manufacturing and the 
know-how and related technical information that la needed to achieve c signifi 
cant development, production, or use. The term know-how includes services, 
processes, procedures, specifications, design data and criteria, and testing 
techniques.

6. Militarily Critical Technology. See critical technology.

7. Munitions. Includes:

a. Arms, ammunition, and other implements of war.

b. Any property, installation, commodity, material equipment, supply, or 
goods used to make military items.

c. Any machinery, facility, tool, material, supply, or other Item necessary 
for the manufacture, production, processing repair, servicing, storage, con- 
atructlon, traneporution, operation, ot use of any article listed above.

d. Technical data related Co State Department munitions list it erne.

*  Services. Includea any service, test, inspection, repair, training, publi 
cation, technical or other admittance, or defense information used to furnish 
military assistance, Including military education and training activities*

9. Strategic Trade Ca»es. Cases Involving technology and goods that are dual* 
use In nature, that is, capable of being used either for legitimate civilian 
purposes or capable of being used or diverted to incraaae a nation's military 
potential*

10. Technical Data, Classified or unclassified information of any bind that 
can be used, or adapted for use, in the deal go, production, manufacture, repair, 
overhaul, processing, engineering, development, operation, maintenance,, or 
reconstruction of goods or munition*; or any technology that advances the state 
of the art or sstabllebets a new art in an area of significant military appli 
cability In the United Statea* The data may be tangible, such as a nodal, 
prototype, blueprint, or an operating manual, or may be Intangible, such aa a 
technical service or oral or visual Interactions.

11. Technology. The technical information and know-how that can be ueed to 
design, produce, manufacture, tie, er reconstruct goods, including technical 
data end computer software. TU term does not include the r^oods themselves.
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U. Transfer Mechanisms. The means by which technology, goods, services, and 
munitions are traneferred, including but not limited to:

a. Commercial and government sales.

b. Scientist, engineer* student, and academic exchangea.

c. Consulting agreementa.

d. Licensing and other data exchange agreements.

e. Codevelopment and coproduction agreements.

f. Commercial proposala and associated bualneaa visitors.

g. Trade fairs, exhibits, and alrshovs.

h. Sales to third-party natlona.

1. Multinational corporation transfers.

j* Foreign technical missions-

k. International program* (such as fusion, space, and high-energy).

1. International meetings and symposia on advanced technology.

i. Patente.

n. Clandestine or Illegal acquisition of military or dual-use technolocr 
or equipment.

o. Dissemination of technical reports and technical data, whether publlahed 
or by oral or visual raleaae.

p. Dissemination of technical reports under DoD Directive 5*00.7 (reference 
(I)).

q. Diversion or evasion of control procedures.

r. Smuggling.

s. Dummy corporations,

tlons.'' Ac'ultln*  " interest in D.S. Industry, bualneas, and other organise-
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Senator NUNN. The article further stated that International Se 
curity Policy used contract technical advisers to support policy 
views on switching, computers and microelectronics, even though 
technical advice had already been provided by the office of the 
Under Secretary of Defense for Research and Engineering.

Is that accurate? And if so, can you explain?
Dr. DELAUER. This may have happened at one point when they 

were short of personnel. You might ask Richard Perle.
Senator NUNN. We will be hearing from Mr. Perle next week.
Dr. DELAUER. The best I can understand on that case, they did 

ask for some contractor help and they got some. On the other 
hand, we in R&E have, on occasion, gotten help.

Senator NUNN. Why should they be getting all the technical 
advice when you are supposed to be providing tltat?

Dr. DELAUER. It is a question you have to ask him.
Senator NUNN, You can't explain it?
Dr. DELAUER. The technical judgment is still going to come from 

my office. They think that they can have technical opinions that 
they want to consider. I think it is a waste of effort, but if they 
tried, they still can't override the technical input put in by R&E 
because it has to go up our daisy chain of review and we won't let 
bad technical input happen. So, as a consequence of differences, 
they do have some problems. There is a difference, Senator, from a 
giving of opinion in a technical issue and some of the things they 
are doing generically. Cocom negotiations is one issue that is pretty 
involved and there is never going to be a list in Cocom that is going 
to say the following 4,000 items are prohibited. They are going to 
have generic class* -s that are going to have certain technical char 
acteristics and, in jome cases, to write that they need some techni 
cally trained people who might not necessarily be my people.

Senator NUNN. In the Aviation Week article you reportedly indi 
cated you now want to have the licensing responsibility to be re 
turned to Defense Research and Engineering, is that correct?

Dr. DELAUER. No; I didn't ask for that. The only thing that I 
have been advocating is implementation of the Corson report 
where DSAA comes back down to R&E. That is the acquisition side 
of it. They do a little bit more than that. They have to negotiate. 
But they are the ones that handle all the FMS cases.

Senator NUNN. You reportedly charged that Bryen and John R. 
Konfala of Bryen'q office have been dictating DOD positions in 
Cocom negotiations. Is that correct?

Dr. DELAUER. That is one of the concerns I had. That is why we 
were participating more and you will see it in this policy that we 
have to participate in Cocom.

Senator NUNN. And you think that hopefully has been corrected 
now?

Dr. DELAUER. It has by the directive. Now we have to see who 
implements it. I am keeping a very, very sharp eye on the imple 
mentation of 2040.2.

Senator NUNN. When they were making these DOD positions in 
Cocom negotiations, do these people have high technical back 
grounds?

Dr. DELAUER. Not anywhere near those of the people in R&E. I 
think they have some. I don't know what Steve Bryen s background
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is. He was over here on the Hill. You don't have any technical 
people over here, do you?

Senator NUNN. Let me close this up by getting your personal 
thought, not asking the Department of Defense's view or not speak 
ing for anyone else in answer mg my question. In your personal 
view, what is the appropriate role of the Department of Defense in 
this overall area? Should we in Congress be looking to you for both 
policy judgments and technical judgments or what should we be 
looking to? If you would write the lav/, what would you write?

Dr. DELAUER. I would make sure that the Department of Defense 
would give to the final decisipnmaker not only the best consider 
ation of the technical implications of any technology transfer issue; 
but also an opinion in regard to the security implications and I 
think that is something else that has to be done.

Senator NUNN. I consider that within the broader framework 
when I use the word technical.

Dr. DELAUER. I think it is different. For instance, let me give you 
an example of one that just happened whether or net we should 
transfer to an ally at this time the capability of being able to man 
ufacture what is called smokeless propellent.

My view, depending on the situation, is that technically it is not 
a big industry. It is going to take time. People are eventually going 
to get to it. If for security reasons and they may not be technical 
security reasons. For instance, we may want better defense rela 
tionships within the country we are talking about, all these sorts of 
things that the Secretary of Defense and the Services, represented 
by the Chairman of the Joint Chiefs, feel from a security military 
standpoint that we will be much better off if certain things could 
exist.

From my standpoint, even though you might argue that we don't 
want to transfer that technology, indeed we can engineer the tech 
nology transfer that would minimize the risk. There is always a 
risk assessment. That is why I kept arguing and I still do it, tech 
nology has a half life and there are times when you are convinced 
the risk is not that great and you have to take that risk for other 
than technical reasons.

From your view, technical reasons include the military impact or 
the consequences of doing this, and that is the Defense Depart 
ment's job and we ought to continue to do it.

Senator NUNN. I agree with that. I had that in mind, too. What I 
am really getting at, do we really need, within the Department of 
Defense, two groups of people feeding in on all this: One, Interna 
tional Security Policy; the other, Research and Engineering, or 
should it be put under the control of one group?

Dr. DELAUER. My own view is you ought to keep it separate. 
Whether or not everybody is doing what they should be doing at 
different times, that is a different issue on the margin arguing 
back and forth and I have given you some argument. I think it is 
important that the Secretary of Defense still has two people who 
are worried about this problem. If he only got one person's view 
without hearing from the other side, then I think we would be on 
dangerous ground. The statement that you read from the publica 
tion was a case in point. The fact that I had a responsibility for 
reviewing that document prohibited the Secretary from signing it
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when I objected. He said: "I thought it was all taken care of." No, 
it wasn't all taken care of. Here is my view and he brought it back 
to us and he said: "You get me a document you people can agree to."

That was checks and balances where I +hink it was absolutely 
necessary to do the job and I think we ought to continue to have 
that kind of capability. If you don't do that, then, he can be cap 
tured to a point where he is not getting the best broad advice on 
these issues.

Senator NUNN. Could you capsulate for us your current proce 
dure as you interpret it, what your office will be doing and what 
the office that is under Richard Perle would be doing?

Dr. DELAUER. They will be dealing with the State Department, 
Commerce Department, with foreign governments, embassies, for 
the purposes of settling the question of whether we have a shorable 
technology, or whether certain technology will be transferred in a 
particular way.

My organization will be responsible for the technical assessment 
that permits them to go have that conversation in the first place. 
Once that conversation is done, then the details of that of the ac 
quisition that results from that or the activity that results from 
that as it affects the product or the technology or the details, are 
handled by my people.

Senator NUNN. As to the effect on security you mentioned a 
while ago, you separated that from the technical assessment. Who 
will be responsible for assessing and giving the Secretary of De 
fense the assessment how this kind of transfer could affect our se 
curity?

Dr. DELAUER. Both of us.
Senator NUNN. That is a dual function?
Dr. DELAUER. And the military; they review this also.
Senator NUNN. Does that input go directly to the Secretary?
Dr. DELAUER. It does go directly to the Secretary.
Senator NUNN. Three prongs.
Dr. DELAUER. Also the problem we have with the military, it is 

hard for them to assess the risk, they tell you go or no-go. They 
normally don't have enough capability.

Senator NUNN. Who is going to assess the risk?
Dr. DELAUER. What we are trying to do is provide more support, 

technical support to JCS to the analysis end to see what kind of 
risk. We are using IDA to do that. Then the Secretary has to make 
the decision. We nave done that in the propellent case. The Army 
and myself thought we ought to transfer it, felt it was better to do 
it. We would control it. The Navy, the JCS, and the ISP office 
thought we should not and it finally got on Will Taft's desk, he 
said no.

Senator NUNN. You think from a governmental point of view 
that process in that case worked properly?

Dr. DELAUER. Yes; it did, even though I didn't like the answer 
but it worked properly. It was coordinated and a decision was 
made. And I think that exists within the structure and if properly 
implemented should be able to work very, very well.

Senator NUNN. Do you think, looking at it from the Governmen 
tal point of view, that Defense should be given what some have
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said is virtually a veto over the final aspects. Once the Secretary 
makes his decision, the law apparently reads if the President over 
rides a Defense decision, that he has to explain to Congress. He has 
the right to override but we had a witness this morning that felt 
very strongly that Defense view should not be given that kind of 
disproportionate weight. How do you feel about that?

Dr. DELAUER. I am in the Defense Department. I am not too 
against having that kind of prerogative. I think it is not too bad. I 
think from a security standpoint, when I was in the industry and 
trying to peddle things around the world, I might have taken a dif 
ferent point of view. I don't think this is a hard position. When you 
start writing laws about the President making a decision, you have 
to administer. Now he is administering through the Security Coun 
cil, my recollection is that with this new Export Administration 
Act activity going on in the Congress right now, with the argu 
ments going back and forth about how stringent that act should be 
written, I think the President has taken on a view that there ought 
to be a coordination process below him where the divergent views 
are thrashed out and essentially a Cabinet level review is taken of 
the sticky cases and not have it exactly equal among equals when 
one guy is more equal than the other. But, I think you ought to ask 
that of my boss.

Senator NUNN. Than you very much, Dr. DeLauer. We appreci 
ate your being here and we appreciate your comments. As we con 
tinue to go through these hearings, we may want to call you for 
your advice again.

Dr. DELAUER. Senator, I think these are important. I think if you 
try to get out of these hearings what is good and what is poor 
about the way we are doing business and accent the good and sug 
gest how we can improve the process, I think we will be well- 
served.

If, on the other hand, all you are going to do is point out the dis 
agreements and things, then I think we are not going to get any 
further. I want the technology transfer to or allies so they will 
make investments so we will be strong, that is my objective. I will 
do everything I can to make this happen at the same time keep it 
out of the hands of the opposition.

Senator NUNN. Thank you very much, we appreciate it.
Dr. Baker, I don't think you have been sworn.
Do you swear that the testimony you are about to give will be 

the truth, the whole truth, and nothing but the truth, so help you 
God?

Dr. BAKER. Yes, sir, I do.

TESTIMONY OF DR. LARA H. BAKER, JR., OPERATIONAL SECURI 
TY/SAFEGUARD DIVISION, LOS ALAMOS NATIONAL LABORA 
TORY, UNIVERSITY OF CALIFORNIA
Senator NUNN. Dr. Baker, before I ask Dr. Brenner some other 

questions and then ask you some questions, do you have any open 
ing statements you would like to make? We appreciate your being 
here and your continuous cooperation with the subcommittee in 
this area and other areas.

Dr. BAKER. Thank you, Mr. Chairman.
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My current job assignment at the Los Alamos National Laborato 
ry is as a project manager responsible for the Department of 
Energy-sponsored computer security research and operations secu 
rity research at the laboratory. In my current position, I am not 
actively involved with the export control community.

My work in the export control community started in 1975 when I 
was called in by the Department of Energy, then the Atomic 
Energy Commission, to advise them on a specific case involving a 
supercomputer. From 1975 to 1980, I served on various committees 
and technical task groups involving computer exports.

Early in 1980,1 was asked by the Department of Defense to chair 
Technical Task Group-I, which had the responsibility for develop 
ing a draft position on Cocom item 1565, computers, for the 1982 
Cocom list review. In late 1981, Mr. John Boidock of the U.S. De 
partment of Commerce joined me as cochair. As this TTG met 
every 3 to 4 weeks, there was considerable staff work necessary. 
That work was managed by Mr. Duane Harder of the Ixw Alamos 
National Laboratory. All in all, TTG-I went through about 23 
working drafts, each about 70 single-spaced pages, before complet 
ing its efforts in March 1982.

As a follow-on to my work as chairman of TTG-I, I was asked to 
attend the next Cocom negotiations. At the Cocom list-review meet 
ings in October-November 1982, Dr. Ronald A. Finkler, Institute 
for Defense Analyses, had the U.S. technical lead for item 1565, as 
sisted by Mr. Harder and me. During the computer working group 
meeting at Cocom in April-May 1983,1 had the U.S. technical lead 
for most of the item 15b5, again assisted by Mr. Harder.

Senator NUNN. Thank you, Dr. Baker. I am going to direct these 
questions to each of you individually but if either o l" you want to 
comment as we get into areas yd are interested in, I hope you will 
feel free to do so.

Do either of you have a time problem here? I anticipate about 
another 30 or 40 minutes.

Dr. BAKER. No problem, sir.
Dr. BRENNER. No problem.
Senator NUNN. Dr. Brenner, it ia my understanding that United 

States controls the export and reexport of all computer technology 
by use of the validated license approach, is that correct?

Dr. BRENNER. That is correct, to the best of my knowledge.
Senator NUNN. Are there flaws in this approach that you have 

observed?
Dr. BRENNER. Well, the process is very complicated and the ap 

proach is fine. The system fails to work well because of the details 
of the mechanism and the levels at which the limits have bean set. 
When one sets the limits too low, one then is emersed in a large 
number of cases. Dr. DeLauer told you earlier that there were 
9,000 cases floating through the system and there is not enough 
staff to handle that load. The same is true for other agencies as 
well.

I believe if one is more relaxed on where one sets the limits, one 
would be able to focus attention on the more important items.

Senator NUNN. The Cocom list of review process begins, as I un 
derstand it, with meeting of the technical advisory committees 
managed by Commerce. These technical advisory committees are
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comprised of technical representatives from industry and Govern 
ment. How do you rate the effectiveness of these technical advisory 
committees?

Dr. BRENNER. The technical advisory committees [TAC's] serve as 
a good forum between industry and the Government. My observa 
tions over the years are that sometimes they do and sometimes 
they don't work very well. Industry discusses the problems and pre 
sents their position. Frequently their positions are self-serving, 
sometimes not so self-serving, but after their comments are made 
the mechanism of passing these positions into the TTG's for their 
activities doesn't work well. I would guess the right way for that to 
happen would be that the Commerce representative would be the 
agent through which the information is passed from the TAC's to 
the TTG's. Frequently Commerce isn't technically strong enough so 
the mechanism doesn't work very well.

Another problem is that technical expertise at appropriate levels 
is very difficult to come by. It is very expensive ana even the high 
technology com pan .es are reluctant to assign their most competent 
technical people to such a task. The task is tedious and requires 
long drawn out discussions to air all of the issues. Most of these 
technical people are better off, as far as the companies and the in 
dividuals themselves are concerned, in making new products.

Even when industry does bring their best technical people into 
this process, which they occasionally do for particular problems, 
Commerce doesn't seem able to bring the information well into the 
TTG process.

Senator NUNN. You have been involved in the export control 
issue, particularly Cocom for a gr xi many years. We heard testimo 
ny this morning that Cocom ha not officially revised a computer 
list since 1974 and, of course, we all know there has been a revolu 
tion and a quantum jump in the whole technology computer field. 
How has this delayed revision by Cocom in the computer field af 
fected our national security, as you see it?

Dr. BRENNER. In the years during the mid seventies, lack of 
action in revising the regulations had the effect of actually inhibit 
ing transfer of technology. That is to say, industry moved along, 
the half life Mr. DeLauer told you about, and much of the controls 
was set much lower than would have been appropriate if one had 
renegotiated the controls, say, in the second half of the seventies 
decade.

That situation has changed in some sense because there are a 
number of items, such as software and microcomputer items which 
are not adequately handled in the existing controls. Those items 
which ought to be controlled at some level, but which are not prop 
erly addressed, we are allowing to leak at a higher level than if we 
would update the rules.

Senator NUNN. Dr. Baker.
Dr. BAKER. While Cocom is set up principally to unify and coordi 

nate export controls among the member nations, when something 
isn't explicitedly specified in the list, there are interpretation prob 
lems. Thus, export policy can vary from nation to nation. Software 
is the best example where that exists now. The control of software 
is implicit in the list now and in some cases, some particular kinds 
of software, is explicit.
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Part of the renegotiation process is the attempt to include soft 
ware explicitedly as an item and to work with it. That will result 
in significantly better controls than we have right now. The re 
negotiation, as several people have said, has not been completed.

Senator NUNN. You have read about the various disputes that 
have taken place and continue to take place between the govern 
mental agencies involved in this process. Do either of you have any 
suggestions as to how these disputes could be resolved in an expedi 
tious fashion?

Dr. BRENNER. Well, we have heard about some of the internal 
DOD problems. Certainly each agency internally ought to find a 
mechanism of better coordinating their technical and their policy 
people. The larger the agency the more difficult that problem be 
comes. When the agencies come to an impasse, as happens quite 
often, an appropriate technically competent person from a higher 
level, from the NSC or some other appropriate office of the Execu 
tive, might become involved to resolve the problem.

Senator NUNN. Dr. Baker, do you have any suggestion?
Dr. BAKER. When I *.<jstified in 1982, I suggested a technical as 

sessment center to solve some of the technical problems. In looking 
at that concept over the last couple of years, I still think it is a 
good idea.

Senator NUNN. That would be in lieu of Defense or would that be 
technical contribution that would flow through Defense for other 
observations?

Dr. BAKER. The intent I had when I originally suggested it would 
be a technical contribution that would flow through any involved 
agency, act more as a technically honest broker rather than for, or 
on behalf of, any specific agency. It would be intended to supple 
ment what is currently done in Defense and in Energy to allow 
them to concentrate more fully on the specific parts of the task 
that they are best qualified for, the military application or the nu 
clear application.

Senator NUNN. It would not be in lieu of what you are doing but 
it would be an assistance to them?

Dr. BAKER. That was the intent of the concept. In essence a tech 
nically honest broker kind of arrangement.

Senator NUNN. You heard the testimony of Defense on the dis 
pute in the Defense Department and how it involves both Interna 
tional Security Policy and Research and Engineering now having 
basically a dual role here. How do you react to the past and the 
present, so to speak? Do you have any observation, Dr. Brenner?

Dr. BRENNER. Again, I am probably not in a position to make a 
cogent remark on Defense, but I believe Dr. Delauer's comments 
were particularly cogent. 1 think it is too bad they lost that battle.

Senator NUNN. You see it as R&E having lost that battle?
Dr. BRENNER. That is my observation, yes.
Senator NUNN. What then would you do if you were the Secre 

tary of Defense? How would you structure the Defense input into 
the overall process?

Dr. BRENNER. I would accept the merging of the two separate 
lines of command, but I would certainly put a stronger command 
in DeLauer's office and not in the Policy office.
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Senator NUNN. By that you mean you would make it the domi 
nant rather than an equal partnership?

Dr. BRENNER. I would do it that way.
Senator NUNN. You don't perceive it as an equal partnership?
Dr. BRENNER. Not up until 2 or 3 months ago which is the last 

time I was able to observe the situation first hand.
Senator NUNN. But this new directive Dr. DeLauer described as 

a basically cochaired equal partnership  
Dr. BRENNER. We should watch it develop. I have reservations as 

to how well it will work. If it does, I would be pleased.
Senator NUNN. You are saying before this had not been the case?
Dr. BRENNER. That is correct.
Senator NUNN. And you basically think people in charge do not 

have the technical capability that you need to be in charge of this, 
is that right?

Dr. BRENNER. That is correct.
Let me make an additional comment on that concerning yet an 

other technical assessment center within Defense. The policy 
people went out and contracted for yet another set of technical 
evaluations. I believe one doesn't help the problem by setting up an 
additional center of technical advice. I would much rather see a 
better mechanism for amalgamating policy and technical assess 
ment than opening up yet another independent technical assess 
ment center.

Senator NUNN. You wouldn't agree with Dr. Baker's suggestion 
on that?

Dr. BRENNER. That is correct.
Senator NUNN. Dr. Baker, do you have any observation about 

Defense and what you heard this morning where they have been 
and where they are now? I am not asking you to speak for anyone 
other than yourself.

Dr. BAKER. I would only make the observation when I was sitting 
at the table at Cocom in the negotiations we continually heard the 
theme on any given issue: What is the technical rationale for that? 
How does it affect security? Other nation's representatives at the 
list review level, the working group level, were not at all interested 
in why policy required one thing or another, they wanted purely a 
technical document which would then be——

Senator NUNN. At Cocom?
Dr. BAKER. Yes, sir. Which would then have overlaid whatever 

policy decisions were made by the member government, but for 
purposes of negotiations, other delegations, I believe, unanimously, 
felt we should leave policy out of it and talk about technical mat 
ters. They were not discussing internal U.S. arrangements, what 
should be what in the Department of Defense, and so forth, but 
what should be in the proposal. They wanted purely technical rea 
sons, and no policy.

Senator NUNN. Does that mean that our Cocom hand would be 
strengthened if our judgment was based on the technical aspects 
rather than the philosophical aspects?

Dr. BAKER. I think our hand would definitely be strengthened, 
yes, sir.

Senator NUNN. Under the present arrangements, do either of 
you, or both of you, feel that we have a proper balance between the
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Department of Defense and the other agencies or do you see the 
balance tilting too far one way than the other?

Dr. BRENNER. I believe the discussion about the item 10(g) in the 
Export Administration Act focuses on a serious problem. I believe 
that clause paralyzes the system or at least strengthens the De 
fense Department's position to such an extent that they all but 
have a veto.

Dr. BAKER. It is my observation, if you are talking to people in 
the export control communities and other agencies other than De 
fense, that the Defense objections on any given case do indeed over 
ride and their is considerable perception that those objections occur 
more frequently then most other agencies think is appropriate.

Senator NUNN. Is it the perception that those objections are 
based on what, ideology or technology or what is the perception?

Dr. BAKER. The perception I get from talking to people is that 
they feel that the objections are based on ideology.

Senator NUNN. Dr. Brenner.
Dr. BRENNER. I believe the policy is set first based on ideology 

and then an attempt is made to rationalize the position with tech 
nology, even if the position is unsupportable.

Senator NUNN. Does the present export control and transfer of 
technology policy of the U.S. Government have an affect on the 
academic community, Dr. Brenner?

Dr. BRENNER. I agree with the comments that Richard DeLauer 
made concerning the Corson report and I would like to add my 
thoughts on that subject.

My observations are that recent attempts to control the commu 
nication among scientists and engineers at conference and in uni 
versity classrooms by excluding Eastern bloc citizens from unclassi 
fied forums on high technology subjects compromises the mecha 
nisms that have led to the United States maintaining such a high 
technical leadership. The reason the United States does so well in 
these matters is that the more readily information is transmitted 
among our scientists and engineers in academia, the national lab 
oratories, and industry, the greater is the rate of progress and in 
novation in our high-technology industries. For the production of 
end product, where U.S. genius excels, industry protects itself from 
loss of its proprietary knowledge and skill far better than can the 
Government. It is the lack of freedom of information interchange 
in the bloc countries that inhibits their abilities in high-technology 
end product. If the Government persists in interferring in these 
matters at the level in which it is apparently trying to do at the 
current time, I fear that just the mechanism that makes us so 
strong will be stifled.

On this matter, the National Academy of Sciences had commis 
sioned the Study on Scientific Communication and National Securi 
ty, the Corson report, which reported its findings and submitted it 
to the government in September 1982. The conclusions of the 
report accepted responsible concerns regarding unwanted transfer 
of U.S. technology, but also addressed the costs and benefits of con 
trols. Of a number of conclusions of the report, one was that rela 
tive to other mechanisms of technology transfer open scientific 
communication does not constitute a serious channel. The report 
also recommended the development of procedures to insure mutual
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appreciation of the concerns of Government and science. In Janu 
ary 1984, a followup staff report to the National Academy of Sci 
ences concludes that: "The Government has not found it possible to 
act in a manner compatible with the major Corson report princi 
ples." I do believe that if we are overzealous in the protection over 
the leakage of technology, that we will stifle the one mechanism by 
which we have become so technologically powerful.

Senator NUNN. What was the name of the report you are refer 
ring to?

Dr. BRENNER. The first report is the Corson report and the 
second report is a followup with the same formal title, "The Study 
on Scientific Communciation and National Security."

Senator NUNN. Who was the principal author of that second 
report?

Dr. BRENNER. Two staff members and I don't have their names.
Senator NUNN. You are saying you agree in essence with both 

reports?
Dr. BRENNER. That is correct.
Senator NUNN. Was that the same report Dr. DeLauer was refer 

ring to when he said that he agreed with most of that?
Dr. BRENNER. That was the report, right.
Senator NUNN. Who was Corson?
Dr. BRENNER. A former president of Cornell University, a 

member of the National Academy of Sciences.
Senator NUNN. Was that strictly extragovernmental or was the 

Government a participant?
Dr. BRENNER. The Government participated. There were many 

Government witnesses including briefings from the appropriate na 
tional security agencies.

Senator NUNN. Dr. Baker, you were referring a little while ago 
that you participated in the Technical Task Group and attended 
the Cocom negotiations.

Dr. BAKER. Yes, sir. May I elaborate? The Technical Task Group 
is a U.S. Government organization, some members from the Gov 
ernment, some members from industry. Its purpose is to gather 
technical expertise available from Government agencies on a non- 
attribution basis while trying to develop a position on particular 
items, which in this case was computers, for interagency evalua 
tion.

I also participated in the computer working group at Cocom but 
that was substantially after the Technical Task Group had fin 
ished.

Senator NUNN. Was the Technical Task Group able to formulate 
an initial technical position for the computer item that was agreed 
upon by people from the various agencies for the fall of 1972 Cocom 
session?

Dr. BAKER. As of February 1982, which was about the time we 
completed, there was general consensus on most of the parts of the 
computer items by most of the people who normally attend those 
TTG meetings. When that proposalgot submitted for interagency 
review, Defense chose to reject it. There was then a complete re 
drafting and reformatting of the item but many of the parameters 
we had selected were still included in the reformatted item.

37-784 O 84  5
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Senator NUNN. Were redrafts within the purview of your techni 
cal draft group?

Dr. BAKER. Yes, and no. The subject of redrafting and reformat 
ting did come up in the TTG several times and we had proposed 
some reformatting and so forth. This was not accepted by Defense 
and they specifically enjoined me to stay with the current form of 
the items, the item that was put in in 1974. I should emphasize 
they enjoined me to stay with the 1974 format, but not the 1974 
numbers.

Senator NUNN. Was this an agreed upon interagency position?
Dr. BAKER. It turned out, after it went to interagency review, I 

believe all the agencies except Defense were willing to accept it.
Senator NUNN. Give us your view about any problems in this 

Technical Task Group area in this particular case or others.
Dr. BAKER. Dr. Brenner's opening statement mentioned some of 

the problems with the Technical Task Groups involving the various 
levels of expertise available to people on there, involving lack of 
ability to get guidance from higher up in the agency, involvmg vac 
illations on positions. I would comment that people on the task 
groups are there as individual technical experts, they are not there 
to formally commit their agencies. There is a general agreement 
that people will, in fact, say what they think their agencies will 
accept. As a result, we tend to pay a lot of attention to each agen 
cy's position. We came up with a consensus view, with dissenting 
views in brackets. In essence we agree on this format and we agree 
on these numbers except for example, two members would like dif 
ferent numbers. We sent them the proposal up for interagency 
review. Another problem I would like to reemphasize is the fact 
that this was a long process, over a 3-year process. About every 3 
weeks we held meetings. You are talking about taking roughly 1 
year of any individual's time away from their agency. The people 
are valuable, they didn't get to stay for the all the meetings.

Senator NUNN. When you were involved in this, what would be 
the relationship with your Technical Task Group and someone like 
William Root, whom we heard from this morning from the State 
Department. Was there close coordination or did you report your 
results to our negotiators? How does it work?

Dr. BAKER. The Technical Task Group generates a U.S. position. 
Their opinion is the draft U.S. position. Often the State Depart 
ment people would attend the TTG, not as technical members, but 
more to tell us that "this will be hard to negotiate if you do it that 
way", "can you do it that way", and we went around and around. 
They gave us their input. The report of the technical task force 
went to the chairman of the organization called Working Group I, 
which happened to be a State Department individual, and that is 
where the State Department gets involved heavily. There was as 
close a coordination as was needed during this activity and it turns 
out, because of interest in this matter, I believe, there was quite 
close coordination for this particular TTG.

Senator NUNN. Were you here when Mr. Root testified this 
morning?

Dr. BAKER. Yes, sir.
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Senator NUNN. Do you have any comments one way or another 
about his testimony as viewed from your perspective? Do you gen 
erally disagree with him or agree with him or what do you feel?

Dr. BAKER. Mr. Chairman, I am not an expert ; n governmental 
organization. I find the difficulties he mentioned in the negotia 
tions to be entirely consistent with my experience in Paris. I spent 
8 weeks, which is not a long time there, for two separate sets of 
negotiations. These negotiations are long and arduous. I didn't put 
in near as much time as Mr. Root did; but the team I was on did 
work 70-plus hours a week. There were serious frustrations in 
volved because we didn't seem to get anywhere; we didn't have any 
flexibility to work with; it was a problem. I generally support the 
areas of Mr. Root's testimony that I am competent to evaluate.

Senator NUNN. Do you think we are approaching this too much 
from a ideological point of view or do you think we have the right 
balance between technical and ideology? What is your observation?

Dr. BAKER. I am inclined to give you an answer much like Dr. 
DeLauer's. As a technical type, I would prefer to see a greater em 
phasis on the technical issues; but I well realize that in our society, 
from the way our Government is organized, policy is, in fact, an 
overriding concern and whether it should be or not is outside my 
field of expertise.

Senator NUNN. How about the perception among our allies, just 
in your private conversations, what is that perception about Ameri 
ca's position?

Dr. BAKER. I found the Cocom negotiations that I attended fasci 
nating in many ways because the format at the table, at the negoti 
ations, was much like formal discussions in the legislative bodies 
here. People are very polite, very careful not to step on anyone's 
toes; they state their positions and that is that. Privately, people 
are much more open. The perception I got was that the United 
States was trying to feather its own nest, trying to allow our own 
exports and restrict everybody else. I got the impression there was 
a significant lack of trust in the U.S. ability or inclination to equi 
tably derl in export matters.

Senator NUNN. Do either of you have any other suggestions you 
would like to make now concerning this overall area? Dr. Brenner.

Dr. BRENNER. From a legislative point of view, I would hope that 
the suggestions made by Dr. DeLauer will in fact come to pass. If 
the Defense Department is able to develop a more coherent point of 
view and will in fact find a mechanism to help Government meld 
the policy and technical issues, we would have a better way of per 
forming the export control function.

Senator NUNN. Thank you very much. Dr. Baker.
Dr. BAKER. I would like to make one further comment about Mr. 

Root as an individual, rather than specifically about his testimony. 
I have worked with him since about 1976.1 know him to be a man 
of utmost integrity, intelligence, and courtesy. I think he is a very 
competent diplomat. It was a pleasure to work with him. I think 
his departure from Government is a significant loss to the U.S. 
export control community. Thank you.

Dr. BRENNER. I would like to concur in those remarks regarding 
Mr. Root.
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Senator NUNN. Thank you very much. We appreciate both of you 
appearing.

Tomorrow morning we will have a hearing in this room at 10 
a.iir.7~snd we will hear from John Walker, Assistant Secretary for 
Enforcement and Operation. We will also hear from representa 
tives of the U.S. Department of Commerce, and representatives 
from the industry sector. We will recess until tomorrow morning at 
10a.m.

[Whereupon, at 1:20 p.m., the subcommittee was recessed, to re 
convene Tuesday, April 3, 1984, at 10:07 a.m.]



TRANSFER OF TECHNOLOGY

TUESDAY, APRIL 3,1984

U.S. SENATE,
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The subcommittee met at 10:07 a.m., pursuant to call, in room 
OD-342, Dirksen Senate Office Building, under authority of Senate 
Resolution 354, section 13, agreed to March 2, 1984. Hon. Sam 
Nunn (acting chairman of the subcommittee) presiding.

Members of the subcommittee present: Senator Sam Nunn, Dem 
ocrat, Georgia; and Senator Lawton Chiles, Democrat, Florida.

Members of the professional staff present: S. Cass Weiland, chief 
counsel; Eleanore J. Hill, chief counsel to the minority; Katherine 
Bidden, chief clerk; Kitty Dias, executive secretary to the chief 
counsel of the minority; David Glendinning, staff counsel to the 
majority; John Sopko, assistant counsel, minority; Glenn Fry and 
Leonard Willis, minority staff investigators.

[Member of the subcommittee at the time of convening: Senator 
Sam Nunn.]

Senator NUNN. The Permanent Subcommittee on Investigations 
will be in order.

[Letter of authority follows:]
U.S. SENATE,

COMMITTEE ON GOVERNMENTAL AFFAIRS, 
SENATE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

Washington, DC.
Pursuant to rule 5 of the Rule? of Procedure of the Senate Permanent Subcom 

mittee on Investigations of the Committee on Governmental Affairs, permission is 
hereby granted for the chairman, or any member of the subcommittee as designated 
by the chairman, to conduct open and/or executive hearings without a quorum of 
two members for the administration of oaths and taking testimony in connection 
with hearings on Transfer of Technology, to be held on April 2, 3, il, and 12, 1984.

WILLIAM V. ROTH, Jr.,
Chairman. 

SAM NUNN, 
Ranking Minority Member.

Senator NUNN. Our first witness this morning will be Mr. John 
Walker, Assistant Secretary for Enforcement and Operations, De 
partment of the Treasury. We will also hear from Mr. William T. 
Archey, Acting Assistant Secretary for Trade Administration, De 
partment of Commerce, and then we will hear later from Mr. 
Larry Sumney, who is executive director of Semiconductor Re 
search Corp.

(63)
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Gentlemen, we are glad to have you this morning. I would sug 
gest anyone who is going to testify Mr. Walker; is this Mr. 
Archey?

Mr. ARCHEY. Yes, and Mr. Wu, Deputy Assistant Secretary.
Senator NUNN. If all of you would stand, we swear in all our wit 

nesses before the subcommittee.
Do you swear the testimony you will give before the subcommit 

tee will be the truth, the whole truth, and nothing but the truth, so 
help you God?

Mr. WALKER. I do.
Mr. ARCHEY. I do.
Mr. Wu. I do.
Senator NUNN. Thank you. Mr. Walker, we will start with you. I 

know you have a prepared statement. We look forward to hearing 
from you.

TESTIMONY OF JOHN M. WALKER, JR., ASSISTANT SECRETARY 
FOR ENFORCEMENT AND OPERATIONS, DEPARTMENT OF THE 
TREASURY; AND WILLIAM T. ARCHEY, ACTING ASSISTANT SEC 
RETARY FOR TRADE ADMINISTRATION, DEPARTMENT OF COM 
MERCE, ACCOMPANIED BY THEODORE W. WU, DEPUTY ASSIST 
ANT SECRETARY OF COMMERCE FOR EXPORT ENFORCEMENT
Mr. WALKER. Thank you very much, Mr. Chairman. I would ask 

the prepared statement to made a part of the record at this time. I 
would like to make a presentation that is somewhat shorter than 
the prepared statement, but I believe covers the essential points.

Senator NUNN. Without objection, your entire statement will be 
made a part of tl e record. *

Mr. WALKER. Mr. Chairman, I am pleased to have the opportuni 
ty to appear before this subcommittee on the subject of controlling 
the transfer of militarily significant technology from the West to 
the So riet bloc.

Preventing the further erosion of this country's defense capabil 
ity by diversions of exports of critical technology is one of the high 
est enforcement priorities of this Administration. A successful 
export enforcement program is absolutely essential in maintaining 
the technological advantage that is a cornerstone of the U.S. de 
fense capability.

As you know, Mr. Chairman, a recent Export Administration Act 
case involving the attempted diversion of high speed, state-of-the- 
art computer systems has once again highlighted the threat posed 
by Soviet efforts to reap the benefits of our expensive defense-relat 
ed technological research and development. At the same time, 
questions have been raised concerning the overall effectiveness of 
our Government's multiagency program to enforce export controls.

From the Treasury's perspective, existing weaknesses in this pro 
gram are of grave concern. In my testimony today, I will identify 
what Treasury considers these weaknesses to be, and I will report 
on the steps that are being taken to remedy them. In addition, I 
will discuss the working relationships of the Federal agencies in-

1 See p. 251 for the prepared statement of John M. Walker. Jr.
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volved and address the matter of coordination with private indus 
try.

Turning to Operation Exodus, at the outset, I believe it would be 
useful for me to first describe the Export Control Enforcement Pro 
gram of the U.S. Customs Service. The Customs program, Oper 
ation Exodus, was initiated in late 1981 as a concentrated effort to 
enforce both the Export Administration Act and the Arms Export 
Control Act.

Increasing the effectiveness of Customs inspection and control of 
export cargo was the first priority of Operation Fxodus, and this 
aspect of the program is now a highly effective deterrent to the two 
most efficient means of violating the export control laws, namely, 
out-and-out smuggling and the use of false documentation.

Our success in this effort is illustrated by the Exodus seizures to 
date. This program has accomplished 3,046 seizures for a total 
value of $187 million. Significantly, Customs is continually improv 
ing its ability to conduct its inspections at the border in a way that 
minimizes interference with legitimate export trade.

During the first year of Operation Exodus, 30 percent of those 
shipments detained at the border were eventually seized for viola 
tions of the act or regulations under it. During fiscal year 1983, the 
second year of the program, this seizure to detention ratio rose to 
approximately 40 percent, and at present, the ratio has reached 50 
percent, and we expect it will continue to improve in the months 
ahead.

Because smuggling and false documentation are far riskier now 
than previously, the Soviet and Eastern bloc agents and those who 
seek to profit by assisting them or acting in concert with them 
have shifted to more sophisticated methods. Today, organizations 
conspiring to violate our export controls are most likely to do so by 
diverting shipments to a third country.

The regular modus operandi of these groups is to obtain a license 
showing an end use in a nonbloc country, sometimes a Cocom 
member. Dummy corporations are typically used to avoid the iden 
tification of violators.

The VAX case involving a highly organized syndicate headed by 
Richard Mueller, a fugitive from justice now, is a striking example 
of how extensively this method has been used. As a result of this 
case, Customs has uncovered a complex network of corporations in 
several countries and identified a number of Mueller's major opera 
tives. I will return to this case later and discuss its implications in 
further detail.

As diversion has become the chief means of overcoming the 
effect of U.S. export control laws, Operation Exodus has shifted its 
principal focus from inspections to investigations, both domestic 
and foreign. Customs has a full complement of trained experienced 
investigative personnel and support staff to conduct export control 
cases both at home and abroad. Customs has 292 full-time domestic 
personnel and 32 overseas personnel dedicated to Operation 
Exodus.

Export enforcement is also a high priority among Customs' 
entire staff of 900 special agents and 6,000 inspectors, control offi 
cers, and import specialists.
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Mr. Chairman, because overseas diversion is central to most con 
spiracies to violate our country's export controls, Customs' foreign 
presence has been essential to its successes to date. The reciprocal 
assistance which U.S. Customs routinely provides to various foreign 
enforcement agencies allows Exodus to benefit from extensive for 
eign cooperation and support in its export control investigations. 
Customs attaches have been in place for many years and have de 
veloped long-standing and harmonious relationships with almost 
all of the free world customs and police services. We have recently 
increased the staff from several Customs attache offices abroad and 
have opened new foreign offices for the specific purpose of handling 
export control investigations.

In addition, Exodus relies heavily on Customs' mutual assistance 
agreements with counterpart Customs Services in France, Germa 
ny, Austria, and Mexico. Italy and Canada are under consideration 
for similar mutual assistance agreements, and other reciprocal 
agreements have been reached between U.S. Customs and the Cus 
toms Services of the United Kingdom and Canada.

Turning to Exodus' accomplishments, since the inception of Op 
eration Exodus in October 1981, the program has produced 346 
cases accepted for prosecution; 235 indictments; 302 arrests; and 
207 convictions.

One of the first significant Exodus investigations was the Land 
Resources Management case  

Senator NUNN [interposing]. Mr. Walker, may I ask you a ques 
tion at that point? We have been through, for years, the whole 
question of statistics in law enforcement, and I don't know if there 
are any good answers. I know that in narcotics cases, for a long 
time, we were going through the statistics business looking at the 
number of arrests, so forth, and there was no real mechanism by 
which judgments were made about the seriousness of the offense. 
That gave rise to, basically, an awful lot of street-type enforce 
ments on minor cases from the point of view of the incentive 
system, and the law enforcement's arena on drugs being basically 
to make arrests, get indictments, so forth, without regard to the 
quality of the case and how important particular defendants were.

We have hopefully evolved into a system of classifying violations 
in the narcotics area so that we can give incentives to agents to go 
after top quality cases that involve the big guys, so to speak, and 
"  en though those cases result many times in less arrests, and less 
indictments, the ones you do make are much more far reaching.

With that as a way of background, do you have, or are you work 
ing on any similar kind of classification in the export control area? 
I fear if we do not, we will get back into the same kind of statisti 
cal gain which can produce the wrong incentives.

So when you look at these 346 cases accepted for prosecution; 235 
indictments; 302 arrests; 207 convictions, is that broken down so 
that we have some idea of the quality of the cases and the signifi 
cance of the violations?

Mr. WALKER. Mr. Chairman, the Justice Department does rank 
the significance of these cases, and they have concluded that 
during the period between January 1, 1981, through February 6, 
1984, the Customs Service there were a total of 31 significant 
cases prosecuted by them.
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Senator NUNN. In what period of time?
Mr. WALKER. That was from January 1, 1981, through February 

6, 1984. Of those cases, there were 31 cases that were presented by 
the Customs Service, 2 presented by the Department of Commerce 
and 8 were presented jointly, for a total of 31 cases.

Senator NUNN. You have got here in your paragraph, since Octo 
ber 1981, you have had 346 cases accepted for prosecution and you 
are saying from January 1981, there were 31 of those cases the Jus 
tice Department felt were serious cases from the Customs Service; 
is that right?

Mr. WALKER. Yes; just a minute.
Senator NUNN. You can have any assistance you want on this.
[Witness conferring.]
Mr. WALKER. I am sorry, Mr. Chairman, your question was?
Senator NUNN. BaricaJly, it seems to me that what you ere 

saying is, the Justice Department has said that 31 of those cases, 
although the time frame does not exactly coincide, 31 of the cases 
you have sent to the Justice Department out of 346 were consid 
ered serious violations; is that right?

Mr. WALKER. That is correct.
Senator NUNN. Do they have a definition of seriousness? Do we 

know how they arrive at that?
Mr. WALKER. I can only surmise, I don't think I can give you an 

authoritative answer on that.
Senator NUNN. Do you have any idea of the criteria used by the 

Justice Department?
[Witness conferring.]
Mr. WALKER. I am advised, Mr. Chairman, that they are cases 

that are determined not so much by the level of the violator so 
much as the impact on national security, the kind of equipment 
that is the subject matter of the case.

Senator NUNN. That seems to be a valid definition. I would like 
to get from the Justice Department, if you would do that, their def 
inition of what is serious and what they rate as nonserious and 
perhaps you could comment on that.

[Letter from John M. Walker, Jr., and information as requested 
above, subsequently received by the subcommittee, follows:]

DEPARTMENT OF THE TREASURY,
Washington, DC, May 11, 1984. 

Hon. SAM NUNN, 
Ranking Minority Member, Permanent Subcommittee on Investigations, Committee

on Governmental Affairs, U.S. Senate, Washington, DC.
/ DEAR SENATOR NUNN: Thank you for your letter of May 1, 1984, requesting infor-
f mation for the record of the hearing held April 3, 1984, by the Permanent Subcpm-
' mittee on Investigations, on the subject of export control enforcement. Attached is a
response to your inquiry, based on information obtained from the Export Control
Enforcement Unit, Internal Security Section, Criminal Division, U.S. Department of
Justice.

Please let me know if I can be of further assistance to you in any way. 
Sincerely, '

JOHN M. WALKER, Jr.,
Assistant Secretary 

(Enforcement and Operations} 
Attachments.

Question. How does the Justice Department determine which export control cases 
to include on its list of serious cases?
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Answer. The Export Control Enforcement Unit of the internal Security Section, 
Criminal Division, U.S. Department of Justice, includes on its list only those cases 
(1) on which indictments have been returned and (2) which the Export Control En 
forcement Unit, in its discretion, considers to have an impact on the national securi 
ty, foreign relations, or neutrality of the United States.

The Export Control Enforcement Unit receives information on export control 
cases through communication with .he U.S. Attorneys' offices, the U.S. Customs 
Service, and the Office of Export Enforcement of the Department of Commerce.

Senator NUNN. I think it is important as we move into this en 
forcement area that we start off knowing where we are going. I 
think it is extremely important that we not give agents out there 
in the field incentives to basically shy away from tougher cases 
that may take a lot longer to make at the expense of long term, 
instead going for the number of statistics.

Three hundred forty-six cases and 31 related to serious offenses, 
that is a 10-percent ratio, as I read it, although, again, the time 
does not exactly overlap. Do you have any comment on that? Does 
that seem to be appropriate in terms of the way the Customs 
agents operate?

Mr. WALKER. Yes, I would think that would be appropriate be 
cause a lot of these cases were developed starting off with inspec 
tions at the border. They may not have been necessarily significant 
violations in the sense of an extremely sensitive piece of equipment 
that we could see having tremendous national security implica 
tions, and yet it is a clear violation of the existing controls.

So that would seem to be appropriate. There are a number of 
cases that I can refer to, and I will be referring to some of them in 
my testimony, that we consider major, significant cases, cases 
which have national strategic importance, and those are the ones 
that our Office of Strategic Investigations at Customs is really fo 
cusing on.

I can assure you that the appropriate credit is given to the 
agents who work these complicated cases that take a number of 
years.

If I might just digress a minute, we unsealed an indictment yes- 
terd^y, that is, the Department of Justice unsealed an indictment 
yesterday that was obtained on March 6 against 12 defendants in 
Boston involving the exportation of 18 DEC computer systems. 
These were the PDF-11 's, and these computer systems were valued 
at a total of $2 million. Fourteen of these systems, unfortunately, 
we believe, made it to the Soviet L^ion.

Senator NUNN. Fourteen out of how many?
Mr. WALKER. Out of 18. The last four systems, which were the 

systems involved in the specific investigations which were conduct 
ed in 1982-83, were stopped. The reason the indictment was un 
sealed yesterday is because we were able to apprehend Leslie 
Klein, who is a major violator of the export control laws. He was 
picked up in Miami and is currently in custody at this time and, of 
course, his arrest necessitated the unsealing of the indictment.

Senator NUNN. How long has this case gone on? How long has 
this been under investigation? Is this a couple of years?

Mr. WALKER. The case has been under investigation since 1982; 
the indictments were attained in March 1984. That is a complex 
case. It involved numerous dummy corporations. The modus ope- 
randi that was utilized in that case involved exportations through
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Canada to West Germany into Switzerland, and then diversions on 
to the Soviet Union from those countries.

As you know, Mr. Chairman, for export control purposes, Canada 
in some ways is like a 51st State. We have no licensing require 
ment between the United States and Canada. So we are dependent 
when Canada is involved upon their administration of their export 
control laws and their enforcement efforts.

Senator NUNN. In other words, no matter how much work we do 
here in this country, unless the Canadians have a parallel effort 
and a similar effort, then we basically that is a weak link in the 
chain unless it is comparable to ours; is that what you are saying?

Mr. WALKER. That is a correct analysis, and I think this case will 
prompt us to ask certain questions how dots Canada apply its li 
censing criteria? How is enforcement conducted in Canada? Are 
they self-starting and self-initiated enforcement actions? Or are 
they mostly reactive enforcement actions?

As you know, Mr. Chairman, until Operation Exodus and until 
the efforts of this Administration back in 1981 and 1982, we really 
were less active in our enforcement effort. We would want to check 
into the Canadian situation to see exactly how they are approach 
ing their enforcement problem.

Senator NUNN. Mr. Walker, when were these 14 are they actu 
ally hardware you are talking about, hardware-type computers?

Mr. WALKER. That is correct, they were PDP-ll's, which were at 
that time state of the art computer systems produced by the Digital 
Equipment Corp. They were exported during the years 1978 
through 1982.

Senator NUNN. When would they actually have been received in 
the Soviet Union, during this 4-year timeframe?

Mr. WALKER. That is correct.
Senator NUNN. What is the military significance of that?
Mr. WALKER. They basically are kinds of computers that can be 

used to engineer microprocessing capabilities. They would be used 
to develop a microprocessing capability in the Soviet Union.

Senator NUNN. Under what provision of law were these comput 
ers regulated that actually got to the Soviet Union? Were they 
military equipment or dual-use equipment?

Mr. WALKER. These would be dual-use items.
Senator NUNN. They were not licensed for export?
Mr. WALKER. No, they were not. They were exported to Canada 

without licenses.
Senator NUNN. But they were on the restricted list?
Mr. WALKER. That is correct. They were on the Commodity Con 

trol List, which is issued by Commerce. But then licenses would be 
required for their reexport from Canada; Commerce licenses would 
be required under the law, but those were not obtained.

Senator NUNN. That is where the illegality came in?
Mr. WALKER. That is correct.
Senator NUNN. So they went to Canada legally, but it was the 

movement out of Canada?
Mr. WALKER. That is correct, except if they were exported to 

Canada with the intent of reexporting them elsewhere, then they 
were not exported to Canada legally.
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Senator NUNN. Was that part of the indictment that that intent 
was present when they left this country?

Mr. WALKER. That is correct. There was an overall scheme here 
to export to the Soviet Union.

Senator NUNN. Go ahead, I interrupted you.
Mr. WALKER. One of the first significant Exodus investigations 

was the Land Resources Management case in 1982, in which Cus 
toms prevented the diversion of an airborne, multispectral scanner 
that was bound for the Soviet Union by way of Mexico and Switzer 
land.

In 1983, another significant case for Customs arose from an in 
vestigation centered in Denver, CO, into violations of the Export 
Administration Act and Arms Export Control Act, in which Cus 
toms prevented the diversion of a sophisticated seismograph and 
laser system, both bound for Moscow.

With regard to the VAX case mentioned earlier, this investiga 
tion has probably been the most significant one undertaken by Cus 
toms since Operation Exodus began. It has broken up the largest 
known criminal technology organization in history. The Customs 
investigation began on November 3, 1983, when the Customs atta- 
ch6 in Bonn received information that a VAX 11/782, a high 
power, state-of-the-art supercomputer with numerous military ap 
plications, was en route to the Soviet Union from South Africa 
aboard a Swedish vessel. Customs learned that the shipment was 
consigned to a front company in Sweden controlled by Richard 
Mueller. Mueller is well known to Customs as a diverter of strate 
gic technology to the Soviets and a fugitive from the 1979 indict 
ment charging violations of the Export Administration Act.

Working in concert with German customs, U.S. Customs seized 
three containers of VAX computer hardware and software in Ham 
burg, Germany, thus preventing delivery to the Soviets. From later 
information developed in the case, Customs was able to work with 
Swedish authorities to arrange for the seizure in Sweden of four 
additional containers of VAX equipment that the Mueller organiza 
tion was also attempting to divert. Both seizures, seven containers 
in all, weighing in excess of 25 tons, have now been returned to the 
United States for evidence.

Richard Mueller controlled Microelectronics Research Institute, 
Ltd., MRI, of South Africa and has used thi* corporation in his di 
version attempts. The Customs investigation, which is still ongoing, 
has discovered that Mueller's control of MRI was disguised by his 
control of at least eight other front corporations two in Switzer 
land and at least six in South Africa. In all, four of Mueller's asso 
ciates have been arrested and face trial in West Germany or 
Sweden.

Besides disruption of the Muell«r organization, the case has pro 
duced substantial leads for further investigations of international 
diversions. It has also demonstrated that cooperation with foreign 
law enforcement and exchange of intelligence with foreign law en 
forcement agencies are absolutely essential to success in diversion 
cases.

Mr. Chairman, I now would like to turn to what we perceive as 
certain shortcomings in the enforcement of national security 
export controls.
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Mr. Chairman, while the VAX case is a major success in U.S. en 
forcement of national security controls, it points up the importance 
of the President's decision to improve the current multiagency 
effort to control shipments of critical technology. In my view, there 
are two shortcomings in the current EAA enforcement program. 
These issues have been of concern to Treasury since long before the 
VAX case. That case has, however, served to highlight them.

First, we can no longer tolerate the conduct of an enforcement 
program in which information is not fully shared among the Feder 
al agencies involved. Information possessed by Commerce in 1980 
indicated that Semitronics AG, one of Mueller s Swiss-front compa 
nies, was attempting to procure an ion implantation device, used in 
semiconductor manufacturing, through Microelectronics Research 
Institute, or MRI, of South Africa. This information alone strongly 
suggests the possibility of diversion. However, in 1981, when Com 
merce began an inquiry into MRI, Commerce learned that MRI 
was also controlled by Mueller. Although Customs had been aware 
of Mueller as a known diverter since 1974, none of this other infor 
mation was known to Customs until November 1983, when Cus 
toms began its own investigation based on the information received 
by the Customs attache in Bonn.

Even more unfortunate for our national security is that between 
May 19, 1980, and July 5, 1983, 16 export licenses were approved by 
Commerce with MRI as the approved end-user. They covered na 
tional-security-controlled computer and semiconductor production 
equipment valued at over $7 million. Customs was unaware of 
these licensing determinations until November 1983. Customs now 
has information that during 1983, while seven containers were 
interdicted as I have described, unfortunately, eight containers of 
VAX equipment and supplies were successfully diverted to Moscow 
by the Mueller organization.

This past history of Mueller's violations underscores the impor 
tance of full sharing of licensing information by Commerce and 
Customs. The President's recent decisions on EAA enforcement 
contemplate a full computerized network of licensing information.

Customs is currently seeking to teach an agreement with Com 
merce to carry this out. It is also critical that defense have the 
same access to this information for it to fulfill its proper role in the 
licensing process.

Senator NUNN. May I ask at this point, Mr. Archey, could you 
comment on this from the Commerce Department point of view? 
These are rather serious allegations of lack of informational ex 
change and implicitly lack of cooperation on the part of Commerce.

Mr. ARCHEY. First of all, Senator  
Senator NUNN [interposing]. We will come back, Mr. Walker. I 

just interrupt you temporarily.
Mr. ARCHEY. First, Senator, I would like to comment a little bit 

about some of the assertions about the MRI. As the Commissioner 
of Customs in a closed hearing about a month ago indicated, the 
information we received, which is very sensitive source informa 
tion, in May 1980 was information which was received by the 
Treasury Department and by the Defense Department. It turns out, 
at least what I know now, the Treasury Department did not pass 
that information on to Customs Service.
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Senator NUNN. You are saying it wasn't Commerce Department's 
fault then, Treasury Department got this information and didn't 
tell  

Mr. ARCHEY [interposing]. Defense, Treasury, and Commerce all 
received this information on the same day.

Senator NUNN. Mr. Walker, what do you say to that?
Mr. WALKER. We understand that there was a cable that was 

copied to the Office of the Assistant Secretary for International Af 
fairs at Treasury, who doesn't have any enforcement responsibility 
in this area. He would have been the one to try and recognize that 
this was a significant document and then pass it on. He did not so 
recognize it as being significant at that time. That is the first point.

Senator NUNN. Is that his fault or is that the fault of not having 
enough correlation within the Treasury Department or is that the 
fault of whoever sent this information not knowing who to send it 
to? If you are looking for accountability now  

Mr. WALKER [interposing]. I think probably today it would not 
have happened because I think the information would have gone 
directly to the Customs Service.

Basically, the mistake, if any, was it went to the wrong office in 
the Treasury Department, an office more concerned with interna 
tional banking problems than with the enforcement of export con 
trols.

Senator NUNN. Did they just sit on it?
Mr. WALKER. I don't think they recognized the significance so it 

wasn't a question of sitting on something they thought was impor 
tant, they didn't perceive the importance of the case.

Senator NUNN. So your statement is then that Treasury made a 
mistake in the overall Treasury Department by not passing it on to 
Customs, but even with this mistake by Treasury, the Commerce 
Department should have given the information to Customs them 
selves?

Mr. WALKER. Yes, if all 17 departments of Government had 
found out the information, that wouldn't justify the failure to com 
municate between the law enforcement arms of Treasury and Com 
merce.

Senator NUNN. What do you say to that, Mr. Archey?
Mr. ARCHEY. As you may know, Senator, I was formerly Deputy 

Commissioner of Customs, and I was Acting Commissioner for 
almost a year so I have a little bit of understanding on both sides.

Senator NUNN. That is good, we can get a good objective opinion. 
How does the ledger come out, in your expert opinion?

Mr. ARCHEY. I think that, first of all, on the issue of the intelli 
gence gathering, given the sensitive nature and source of this, it is 
not the kind of thing I would expect the Treasury Department or 
any other department to be providing to us independently from the 
originating agency which provided the intelligence. That is one of 
the points that John makes, which is absolutely correct. I don't 
think it would happen today, but it wouldn't happen today for a 
number of reasons.

First of all, I think the intelligence gathering aspect dealing with 
strategic controls has made a quantum leap in the last 4 years in 
terms of targeting, in terms of the kind of intelligence information
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that all enforcement agencies and agencies dealing with licensing 
need.

I think the second point is that we have to look at the context of 
what was going on in 1980 because I would agree with the state 
ment John made earlier in his testimony which was in 1980-81, 
even in 1982, the enforcement apparatus of the U.S. Government 
in export control areas was very reactive, and I think there is a 
tendency to lose sight of the fact that until late 1981, we are  
really beginning in 1982 the U.S. Government, as an entity, was 
not seriously dealing with the issue of export enforcement and 
export controls. We went through a period from 1968-69, through 
almost 1980 in which we saw major erosion of the regulations guid 
ing export controls and, No. 2 is, the notion if you take a look, Sen 
ator, I think your committee did this in May 1982, and in your 
report of November 1982, that from a period of 1970 to 1980, De 
fense, Treasury, Commerce, as a whole, the three major agencies 
involved, you saw lack of emphasis in the program, declining re 
sources, declining attention.

The reason I say that is because, having been on both sides of 
this, I get a little bent out of shape that it is Commerce that was 
not the one that was paying enough attention. I would submit to 
you, and I think the record is clear, that the entire U.S. Govern 
ment wasn't paying attention to this matter.

I think the other points I would like to make, too, goes to the 
issue of it: we had a public hearing yesterday in which the Com 
merce Department made no bones about the fact mistakes were 
made in handling the MRI case. When the information came in in 
May 1980, we had 12 people, 12 investigators, of whom most are 
not here today. No. 2 is, when the information was received, be 
cause of the extremely sensitive source, the information was copied 
down by an agent and translated, if you will, to in fact disguise the 
source. The agent who had that case left the department and went 
to the State Department. The case was not passed on to the direc 
tor of what was then called the Compliance Division for almost a 
year for a year, in fact.

When a new agent was assigned, it, he did not have the original 
source information but rather had the translation of that informa 
tion by the original case agent, which indicated that MRI, the com 
pany itself, was the source of the information. He, therefore, 
thought they were a good guy. He opened the case. We then pur 
sued a number of prelicense checks, all of which were positive. The 
case was closed.

The major error that was made then which wouldn't be made 
now, and I will get to that in my testimony, deals with the fact 
that no intelligence index, investigation index file, was kept. Thus, 
when we reopened the case in 1982. the case agent did not know 
about the previous information in 1980 and 1981, and, therefore, 
did not make that correlation.

There are a number of other factor that, on the MRI case, in 
terms of presenting how we did it, I would submit to you that the 
translation of the intelligence information in 1980 was the funda 
mental problem because it had a mushroom effect on what was fol 
lowed up afterward.
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In terms of what the agents knew and how Commerce handled 
the case, in terms of the responsible approach, I think we handled 
it well from the point of view we not only did prelicense checks, we 
did several post-shipment checks the Consulate General Office  
which indicated this was a company of reliability, they had several 
financial reports by the company indicating reliable company, and 
sent us cables stating: "this company is a rtiiable recipient of high 
technology from the United States" on several occasions.

But I think the other point, though, in terms of how we went 
about it was that we also had information, even as late as April 
1983, and again in June of 1983, from a company that had sold sev 
eral millions of dollars of various semiconductor equipment. Their 
engineer who had visited MRI, specifically noted that there was a 
very powerful DEC computer on line operating for the purpose of 
making semiconductors; that they had clean rooms being readied 
for production, antistatic tile, all these kinds of things indicating a 
quite legitimate operation, which comported with other reports 
that we had.

So I am saying to you, and I am not going to hedge this over, in 
terms of what happened in early 1981, mistakes were made. They 
compounded later events. In terms of could they happen now, I 
don't think so. For example, we have now a computerized intelli 
gence index that has all of the case histories. We also have a dual 
or a double-licensing screen. We have 4,300 names on our comput 
er. We went to automated licensing of all applications. We now 
screen that on the computer when the application comes in, but 
there may be 90, 120 days processing of it, depending on where it is 
going, whether there is going to be Defense review. Before it goes 
to the validation section of the Department of Commerce for licens 
ing, it goes back through an automated screen so that if any infor 
mation has come in in the interim, from when the application first 
came in, it will be caught on the outbound screen. That was not in 
place in 1980, 1981, or 1982.

Senator NUNN. How about the information exchange between 
Commerce and Customs? Are you confident that there are any 
lapses there? Any gaps there have been corrected and now even 
though information may be sensitive that it would be conveyed 
from Commerce to Customs?

Mr. ARCHEY. I don't think we would hold back any information 
that would be useful. I think the President's decision 2 weeks ago 
specifically states that information sharing should be improved be 
tween Commerce and Customs. I think it cuts both ways.

No. 2 is that we, for example, up until just a few months ago 
were providing to Customs a list of applications, I think it was 
about 3,000 a week of all license applications that were accepted, 
rejected or returned. Customs said they didn't need the informa 
tion. I am saying, we have been providing systematically the infor 
mation as requested. I am not saying we can't improve the infor 
mation flow, and we are having a series of meetings to implement 
the MOU to, in fact, do that.

Senator NUNN. Mr. Walker, are you satisfied the lapses in com 
munication have now been corrected?

Mr. WALKER. I can't say they have all been corrected. I can say 
that the process is moving right no v to correct them, and that
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many of them have been corrected. We would expect, since the 
President has decided that there would be a dual enforcement role 
in this area, that Customs would have no less access to Commerce 
information than Commerce's own Office of Export Enforcement. 
There should be absolutely no difference between the access to 
Commerce licensing information between these two enforcement 
entities if we are going to conduct  

Senator NUNN [interposing]. Do you agree with that, Mr. 
Archey?

Mr. ARCHEY. I agree with that, but not totally because of this 
issue: we are the only agency under the statute that has the protec 
tion or is required to safeguard 12(c), business confidential, proprie 
tary information. In 1981, the Secretary of Commerce granted for 
all investigative matters relating to the Exodus Program a blanket 
authorization to give that information to the Customs Service, 
which we have been doing since then.

The only concern we have, and my Secretary has, is with respect 
to the business confidential information that is not related to an 
ongoing enforcement activity; we are going to be very careful about 
dissemination of that. As you may know, Senator, we sit on a data 
base of information about basically the entire world markets of 
major U.S. companies, who they sell to, the nature of the products, 
the prices, who their distributors are overseas, et cetera. The busi 
ness community and some our own people, I would submit as well, 
believe this is as important and sensitive as, in fact, classified in 
formation.

What we think we can do is work it out to both agencies' satis 
faction, but I would not think there should be a blanket dissemina 
tion of that 12(c) information, of that business proprietary informa 
tion, without some need.

Senator NUNN. I understood Mr. Walker's testimony was that 
the President had directed that that be done.

Mr. ARCHEY. The President's statement says, the directive that 
came from the National Security Council says that information re 
lated to ongoing investigations, and then in the further interpreta 
tion of it, says to improve the information sharing. It does not say 
specifically what that is.

Mr. WALKER. Mr. Chairman, as you can see, the negotiations are 
ongoing.

Senator NUNN. I can see they are not concluded.
Mr. WALKER. They are not concluded. I would say simply, as I 

will repeat to Mr. Archey as we negotiate in private on this, the 
Attorney Gei.eral has already reached the 12(c) issue and decided 
there is no legal impediment to Customs receiving this information. 
In fact, the Attorney General ruled that while there is a confiden 
tiality requirement here vis-a-vis the Government and the public, it 
doesn't extend between two agencies of the Government, and so I 
think there is no legal issue here.

I am concerned that we are seeing a policy decision here which is 
of national security importance being governed by the need, if you 
will that Commerce feels very often to promote exports. You 
know, there is going to be this tension in the Commerce Depart 
ment as this enforcement program goes forward, between Com-

37-784 O 84    C,
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merce's traditional role of promoting exports and their newer role 
of enforcing this act. I think this is perhaps an example of it.

Senator NUNN. Mr. Archey is shaking his head, for the record. I 
want to make sure the reporter gets that. Maybe we ought to let 
him speak to it.

Mr. ARCHEY. It seems every time I testify on the Hill, this issue 
comes up. It did yesterday and does every time. I would like to 
pretty much say what I said yesterday. I think the issue that the 
export licensing, that is, Export Administration and Export En 
forcement Program within the Commerce Department had conflict 
ing priorities because it is in the Commerce Department, which is 
also responsible for trade promotion, does not hold up. It doesn't 
hold up for the reason for a number of reasons.

First of all, when Secretary Baldrige and Under Secretary Olmer 
came into office in 1981, they immediately saw that the Export Ad 
ministration and particularly the Export Enforcement activities 
had been vastly understaffed and a number of problems existed.

Your subcommittee in May of 1982, very strongly addressed 
those issues. Your subcommittee was extremely critical of how the 
Commerce Department's enforcement department ran.

Senator NUNN. We made it abundantly clear we weren't criticiz 
ing one administration.

Mr. ARCHEY. That is correct. I think that was a very important 
part of that report because it is really one of the very few reports 
in the hearings that dealt with somewhat the historical indices of 
this whole program and problem.

In 1982, Secretary Baldrige made a decision to establish an Office 
of Export Enforcement and to considerably increase its resources 
and to have a Deputy Assistant Secretary, Ted Wu, sitting on my 
left, to head that.

No. 2 is, in 1981, the Office of Export Administration, which is 
licensing, we had 131 people. There are 236 people in there now, a 
70 percent increase in overall resources, a fivefold increase in its 
computerization funding.

In terms of export enforcement, in 1981, there were 39 people 
total. Pending the final budget resolution, we hope to have 171 by 
June, which is about a 450 percent increase. Furthermore, most of 
those increases, Senator, came not from increased appropriations, 
they came from internal reprogramming from other parts of the 
International Trade Administration of the Commerce Department, 
that is the trade promotion area.

The last point, I would make is that I have been in this job for 20 
months, and I have said this publicly, at no point in time have I 
ever been asked by a superior to make a decision on a licensing 
issue that dealt with the fact that we want to do it because we are 
into trade promotion.

I think that the department, in terms of what it has done in the 
last 2 years, and my testimony indicates it has come a long way, as 
has Customs, as has the rest of the Government in dealing with 
this problem; but I think that one of the things that the Commerce 
Department does not hold its head in shame about is that we do 
deal with the business community because I would submit to you, 
Senator, that an effective export control program requires the inti 
mate involvement of the business community.
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Senator NUNN. I agree with that. That also was one of our strong 
recommendations 2 year ago. We have to have a dialog between 
the business community and the Government. We have to have a 
continuous dialog because I would say a large percentage of the 
basic safeguarding of our technology has to lie not with the Gov 
ernment itself, no matter how effective or efficient we get, but. with 
the business community. Particularly in the dual-use technology 
area that doesn't have any kind of exclusive military application.

Mr. ARCHEY. We opened 435 investigations in the last 18 months 
on the basis of tips from the business community. Thirty-eight per 
cent of all of our enforcement cases are on the basis of information 
that comes to us from the business community.

And the other aspect of it is, with respect to the overall control 
program in the regulations, the business community, with very few 
exceptions and none that I know of in the major business area, 
there is no quibbling that there should be an export control pro 
gram. The issue comes down to, and the dialog comes down to, 
what should be controlled and how.

Mr. WALKER. Mr. Chairman, I would concur wholeheartedly in 
the views Mr. Archey has just expressed, and I know you share, 
Mr. Chairman, that the assistance of the business community is 
vital to an enforcement program here. I would point out that the 
Denver case that I referred to earlier in my testimony was initiat 
ed by information that had been supplied unsolicited from the busi 
ness community. That resulted in a major success in our export 
control program.

I would caution, however, when we get information from the 
business community that it is very important it be acted upon 
promptly, that its full significance be appreciated, and that we 
fully utilize the resource of the private sector here. This is another 
lesson, I believe, that we can draw from the VAX case.

In November of 1982, after the Office of Export Enforcement at 
Commerce was fully in place and operating, the company that had 
delivered computer systems and technology equipment to MRI 
found that MRI was not taking advantage of some of the benefits 
under the contract, particularly maintenance services and various 
engineering services that were available, and this was an unusual 
development to the supplier of the equipment. They wrote to the 
Commerce Department at that time notifying them of that fact 
and, in fact, at that time, a second investigation was opened by the 
Office of Export Enforcement into what ultimately became the 
VAX case, and the circumstances surrounding it.

It resulted essentially in no change in the process by the Com 
merce Department to continue on licensing various elements of the 
shipments to MRI. So I think it is important when this information 
is received that it be acted upon, that it be communicated to the 
licensing side for appropriate reponse. This was, in effect, a second 
investigation by the Commerce Department that occurred during 
the period prior to Customs involvement in November 1983.

Senator NUNN. Why don't you go ahead, Mr. Walker, and com 
plete your statement, and then we will turn to Mr. Archey and 
then get into some questions.

Mr. WALKER. Thank you very much, Mr. Chairman.
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Mr. Chairman, a second problem highlighted by the VAX case, 
and I know one the subcommittee will reach later on in these hear 
ings, is then need for a broader Defense Department role in review 
ing certain licensing applications, both the individual validated li 
censes and for distibution licenses.

Recently, as you are aware, Mr. Chairman, the President ap 
proved such a larger Defense Department role in principle and di 
rected that the Defense and Commerce Departments reach agree 
ment on ways to implement it. This agreement has been reached 
and will be commented on by other witnesses who are direct par 
ticipants in the agreement during the rest of these hearings.

Mr. Chairman, turning to the question of working relationships 
with the other Government agencies involved, we have, of course, 
our principal working relationships with the Department of De 
fense and the Department of Commerce in the enforcement of the 
Export Administration Act.

I would like to say at the outset, Mr. Chairman, that Treasury 
considers full cooperation among Federal agencies to be absolutely 
essential to an effective enforcement program, and we fully en 
dorse the President's recent directive that all of the involved agen 
cies work together to protect our Nation's critical technology.

The Customs Service today enjoys an excellent working relation 
ship with the Department of Defense. DOD support has been in 
valuable to us in many ways, including identifying the acquisition 
priorities of the Soviet bloc, providing advice and delivering expert 
testimony in court cases and also identifying seized materials.

With regard to the Commerce Department, Treasury and Cus 
toms have placed and are placing a high priority on improving our 
working relationships. It is no secret in the past that our depart 
ments have had disagreements on policy and operational matters. 
Consistent with the President's directive that all departments work 
together to guard our critical technology, we are vigorously work 
ing to reach a settlement of our differences. I have directed Cus 
toms personnel to give their full cooperation to Commerce at every 
opportunity.

Specifically, Customs intends to continue its policy of consulta 
tion with Congress on every EAA investigation and every arms 
export case in which Commerce has an interest.

Regarding investigations in foreign countries, Customs is making 
every effeort to implement the Memorandum of Understanding 
signed by Treasury and Commerce on January 16, 1984, and reaf 
firmed by the President in his recent decisions.

As you know, Mr. Chairman, this Memoradum of Understanding 
would allow both Customs and the Commerce Department to con 
tinue to conduct Export Administration Act investigations abroad. 
It establishes as a general principle that Customs is to be the liai 
son with foreign customs and other foreign law enforcement agen 
cies with respect to Export Administration Act investigations.

There are, however, exceptions for investigations conducted by 
Commerce in six countries Austria, Belgium, India, Japan, 
Sweden, and Turkey. In these countries, Commerce may conduct li 
aison directly with law enforcement agencies other than customs 
services.
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In such countries, all of which are significant from a diversion 
standpoint, both agencies in conducting Export Administration Act 
investigations may communicate directly with noncustoms foreign 
law enforcement authorities. However, the MOU requires that Cus 
toms and Commerce keep each other fully informed regarding 
these investigations.

Finally, touching upon a subject that has been addressed already 
briefly in these hearings today is the question of coordination with 
private industry. With respect to coordination with private indus 
try, Treasury and Customs recognize that no export control en 
forcement programs can succeed without the full support, of the 
business community. Ever since Exodus began, Commissioner von 
Raab and I have been most gratified to see the high level of sup 
port and cooperation that U.S. manufacturers have demonstrated 
for our program.

Both Commissioner von Raab and I made a concerted effort to 
communicate the goals of Exodus, to seek industry cooperation and 
to keep U.S. business fully informed on ways in which they can be 
partners with us in preventing the flow of critical technology to the 
Soviet bloc.

There is one final matter, Mr. Chairman, that has to be ad 
dressed, and that is the impact of Exodus on legitimate trade. As 
the Export Administration Act has come up for renewal, there 
have been statements, particularly in support of the House bill, 
that Operation Exodus interferes with our country's vital export 
trade. Mr. Chairman, I believe that such statements are irresponsi 
ble and ife .iore the facts and that they can only be politically moti 
vated.

Bureau of the Census statistics indicate that approximately 8 
million export shipments leave the United States every year. In 
fiscal year 1983, Operation Exodus detained a total of 3,620 ship 
ments. This represents less than one-tvventieth of 1 percent of the 
total.

With regard to delays in legitimate shipments, Customs refers all 
EAA detentions to Commerce within 24 hours. Commerce's average 
response time is 5Vz days. Customs then releases all shipments 
within 24 hours of notification by Commerce that they are properly 
licensed.

In summary, Mr. Chairman, Operation Exodus has made sub 
stantial progress and we can be proud of our record to date, but 
there is much to be done within the Executive Branch to be truly 
effective in applying export controls. The President's decisions fully 
recognize this need and provide for the following:

There must be complete sharing of information, particularly li 
censing information, among Corniperce, Customs and DOD; and 
DOD must have a broader role in the licensing process, in the 
review of both individual and distribution licenses.

President Reagan has addressed these needs and strongly en 
dorsed these improvements. It now remains for those of us n the 
responsible departments to carry them out. Only when this K done 
can we say that we are meeting the challenge to our national secu 
rity posed by the flow of critical technology to the Soviet bloc.
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Mr. Chairman, that concludes my formal testimony, and I will be 
happy to answer any questions you or any other members of the 
committee might have.

Senator NUNN. Thank you, Mr. Walker, for your enlightening 
testimony. Mr. A ^ey.

Mr. ARCHEY. I ^.n pleased to appear today to discuss the Memo 
randum of Understanding which Mr. Walker just alluded to be 
tween Commerce and Treasury and to also discuss the multilateral 
export control efforts within the Cocom community.

I am not going to spend a great deal of time discussing the MOU 
because I think Mr. Walker nas amply handled that issue. I would 
say, however, the MOU was signed on January 16, 1984, signed by 
Lionel Olmer, Under Secretary of Commerce, and Mr. Walker, As 
sistant Secretary for Enforcement Operations.

Two weeks ago, the President personally endorsed the MOU and 
further concluded that Customs and Commerce bring in more com 
plementary assets to the enforcement of the EAA.

I would say in terms of the implementation of it, there has been 
four meetings at the Deputy Assistant Secretary level. We have 
begun an exchange list of open cases under investigation, exchange 
of cable traffic. There has been a cable that went to U.S. foreign 
posts that had the MOU as part of it, and I would also say without 
question and without reservation, Commerce is firmly committed 
to the faithful implementation of the MOU. We believe, in fact, 
that a good faith and vigorous execution of the agreement will lead 
to a more effective overall enforcement effort on behalf of the 
entire U.S. Government.

As the President has pointed out, both Commerce and Customs 
bring important complementary strengths to export enforcement. 
Commerce has been enforcing the EAA since 1949. Its Office of 
Export Enforcement is a single-mission agency whose sole responsi 
bility and function is the enforcement of the Export Administra 
tion Act.

Furthermore, Commerce has under one roof, both licensing and 
enforcement functions. This symbiotic relationship benefits both 
the licensing experts and the enforcement agents in meeting their 
responsibilities under the act. U.S. Customs, on the other hand, 
brings its size, geographic dispersion and inspection force to export 
control enforcement. Commerce and Customs together can do far 
more than either can do alone.

Though the MOU does not deal with all aspects of EAA enforce 
ment, we certainly think it is going to lead to a closer relationship 
between Commerce and Customs. This cooperation will increase ef 
ficiency and provide a much more effective government response to 
the threat to our national security posed by the illegal exportation 
of critical technology.

Mr. Chairman, I think we have done a lot to improve our en 
forcement office. I think we have done a lot sines your committee's 
report of November of 1982, and I think it would be appropriate if I 
can go quickly through some of the things that happened in that 
time period.

Today OEE has over 45 experienced criminal investigators and 
20 intelligence analysts/support personnel, in addition to some 30 
other staff personnel. In September 1982, new field offices were
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opened in Los Angeles and San Francisco. The existing New York 
field staff and the Washington headquarters staff have further 
been strengthened.

At the specific request of the American embassies in Sweden and 
Austria, an OEE investigator has been detailed to each of those 
embassies to provide export control and enforcement support.

To support this effort, Commerce increased the enforcement 
budget from $1.8 million for fiscal year 1981 to $3.6 million for 
fiscal year 1983. Plans for six new field offices within the United 
States have been completed. The additional expansion is awaiting 
congressional approval. If approved, we will have 99 investigators, 
24 intelligence analysts and 49 support personnel by the end of this 
fiscal year.

During our staff expansion, emphasis has been placed on main 
taining the highest calibre of professional investigators through the 
hiring of only experienced, tested criminal investigators.

We have also designed and implemented specialized strategic 
export enforcement training for our special agents. This formal ad 
vanced professional training is in addition to the special agents' 
basic Federal law enforcement training received by all Federal 
agents at the Federal Law Enforcement Training Center.

I also note, Senator, that was one of the k^y points your report 
raised, the quality of the training and what were fhe plans for 
future training. I think we have more thar. fulfilled the concern 
that you raised in that report.

Senator NUNN. That is welcomed news.
Mr. ARCHEY. The imposed intelligence operations; OEE's intelli 

gence function is a key component of the Department's strategic 
trade enforcement program. OEE's intelligence division uses intelli 
gence collected and processed by the intelligence community <md 
other agencies, as well as by Commerce itself. The staff has been 
tripled and automated data processing systems are being used to 
process and analyze the application of export control intelligence.

In conjunction with the export licensing arm, the Office of 
Export Administration, OEE has developed and implemented an 
automated licensing screen. We now have the names of over 4,300 
suspected companies and individuals. AH license applications are 
screened twice, first upon initial receipt and, second, immediately 
prior to the actual issuance of a license. This last step ensures the 
most current listing on the screen is applied prior to the issuance.

With these increased resources, we have been able to respond 
more fully to the licensing side's need for inforrnatior necessary to 
prevent the issuance of export licenses in situations where the con 
templated export poses a high situations where the contemplated 
export poses a high diversion risk.

During the last 16 months of operations, Commerce has initiated 
622 prelicense checks and 55 postshipment verification inquiries. 
OEA rejected 78 export license applications amounting to more 
than $62 million of controlled commodities on OEE's recommenda 
tions which, in turn, were based on adverse prelicense or postship 
ment findings or sensitive intelligence and implicated probable risk 
to national security.

The automated licensing screen and other improvements enable 
us to dramatically increase the number of license applications re-
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ceiving enforcement scrutiny. For example, for the first 3 months 
of 1984, the monthly average number of applications reviewed by 
OEE has increased 184 percent compared to the average for the 
previous year.

To make even more effective use of the intelligence and export 
ing information available to Commerce, OEE and OEA have 
formed a joint intelligence analytical team to analyze this informa 
tion and guide licensing and enforcement activities.

I would like to depart for just a moment from my prepared state 
ment to explain both these issues because I think they are impor 
tant. Under the MOU, most shipment checks remain the purview 
of the Commerce Department. I would say to you until about 18 
months ago, really in the last year, not too many people saw that 
as being important. We will, as in the first 6 months, Senator, of 
this year, dp more prelicense checks than we did all last year. 
What is the importance of that?

What we are doing is we are starting to discover as an individual 
license company comes in, consignee and 1 am talking for the 
most part applications going to Western Europe we are discover 
ing that the company that is listed as the recipient of the proposed 
export doesn't exist. The company that is listed as the recipient is a 
store-front operation; there is no known financial inforr \ation on 
the company or we find out that the consignee, the -ecipiont of the 
product is, In fact, on our enforcement screen eitnei because of 
prior investigation or information from the intelligence communi 
ty.

I say that because I think that there are some people who say, 
look, why should you bother with licenses going to Western 
Europe? My answer to that is that the issue remains, the primary 
diversion organizations that we know of still remain in Western 
Europe, and we also see that the predominence of trade, heavily in 
the high technology area, is with Western Europe.

We think that doing the prelicensing checks the way we have 
been doing them, and the numbers snowing more and more rejec 
tions because, in fact, the end user is not legitimate, that is a very 
important enforcement tool for this reason: At least from the point 
of view of the Government knowing it, the commodity doesn't leave 
the country. To me, the most effective enforcement program of all 
is keeping it from going, and we think that is a very important 
factor.

The second thing is, at my direction 3 months ago, for the first 
time we are starting to harness and to show the importance of tne 
relationship between enforcement and licensing. I have established 
a joint analytic group primarily engineers, targeting the five high 
est technologies on the Commodity Control List, the highest tech 
nologies of all the 187 listed, controlled items. We are going back 
and looking at historical information, looking at, in fact, commodi 
ty patterns, country patterns, consignee patterns, and even profiles 
of original equipment manufacturers. And it is interesting to note 
that we have come up with about five, or six, or seven targets on 
the basis of just that analysis independent cf what the intelligence 
community had adverse information on.

We think we are on to something that for the first time truly 
harvests in a synergistic way, if you will, for lack of a better term,
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the techniques, or talents, and expertise of our engineering and li 
censing people, and our investigators.

Another point I would like to talk about in terms of the inter- 
agency coordination is that Commerce has entered into a memo 
randum of understanding with the FBI, DIA, CIA, and the U.S. 
Customs Service which establishes procedures for coordination, co 
operation, and information exchange relating to strategic export 
controls.

We are also in the process of finalizing an MOU with the Nation 
al Security Agency. I made that point because your report also ad 
dressed the problem of our relationship with other agencies and re 
ceipt of information. All of those have been done on the basis of 
signed MOU's with all of these organizations.

Finally, OEE performance. In fiscal year 1983, OEE referred 37 
Export Administration cases to the Justice Department for possible 
criminal prosecution, compared to 16 case referrals for the entire 3- 
year period preceding 1983. The convictions of seven EAA violators 
in 1983 resulted from OEE investigative action stands in marked 
contrast to the same number of convictions obtained during the 
entire 3-year period preceding fiscal year 1983.

Thus far in the first 6 months of fiscal year 1984, OEE has re 
ferred 28 cases to the Justice Department and indictments have 
been obtained against 12 defendants. Five defendants have been 
convicted.

At present, OEE is pui suing approximately 755 cases of possible 
export violations. Many of these investigations, like those cases 
that have already been prosecuted, concern elaborate and compli 
cated diversion schemes and criminal conspiracies involving sus 
pects both here and abroad.

I would depart from my point because you raised the question 
earlier to Mr. Walker on quality.

Senator NUNN. Do you have a way of judging that?
Mr. ARCHEY. We have now in the last 6 months changed consid 

erably the enforcement strategy. I think we have gone from being 
reactive to being much more proactive; namely, we have, which 
other agencies don't have, the responsibility for implementing na 
tional security controls and foreign policy controls, controls, for ex 
ample, against Libya, against countries themselves; they may be 
both on the basis of national security and foreign policy. The pri 
mary priority is to the national security.

But within the national security universe, what we have done is 
we have taken the top seven CCL's commodities, technologies  

Senator NUNN. What is CCL?
Mr. ARCHEY. Commodity Control List. For example, you ask the 

question of the PDP-1134s they are under 1565, which is comput 
er parts. We are looking at those. We are looking at semiconductor 
equipment. There; are a few others I don't want to mention what 
we are looking into.

What we are doing is we know from information that is no 
longer classified, is fairly well known, we have a fairly good idea of 
what are those technologies and commodities the Soviets want. 
These are primarily the ones we are targeting. That means we are 
also going to be targeting the companies that sell.
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Senator NUNN. Are you getting that information from Defense or 
the intelligence community as to the targeted number?

Mr. ARCHF.Y. The Soviet targets we are getting from the intelli 
gence community.

Senator NUNN. Has that greatly improved, that type of intelli 
gence?

Mr. ARCHEY. Absolutely. It has only been about 2 years they es 
tablished an actual formal mechanism within the intelligence com 
munity.

Senator NUNN. They were just beginning that when we had our 
last hearings. I think that may be in the long run the most vitally 
important part of this whole procedure to give the agencies an idea 
of what the Soviets really need and what is most critical. I am con 
vinced that the more we try to control everything, the less we will 
be able to control anything.

Mr. ARCHEY. It is a good point, Senator, because we have 187 
CCL's under control. That constitutes hundreds of thousands of 
products. If you are able to concentrate on what are the ones that 
have the greatest strategic significance, I think the ability to focus 
your enforcement resources, both Mr, Walker's and the Commerce 
Department's, is much greater.

You also can focus the intelligence-gathering apparatus itself in 
a much more refined way, and I think we are really seeing the out 
growth, the fruita of that approach now.

What I am saying is we are taking it further in terms of how we 
pursue investigations. We are targeting those kinds of technologies, 
the companies, and the countries receiving them. We discovered 
something, for example, through this exercise. We are starting to 
discover, particularly in the computer area, original equipment 
manufacturers overseas; these are ones that make a value added to 
a product, primarily computers. They add something to it soft 
ware they incorporate it into a manufacturing process. We are 
discovering a lot of the original-equipment manufacturers don't 
make any value added; that a lot of the original-equipment manu 
facturers do nothing but resell the equipment.

We are also talking to the business community because we are 
establishing, within the next month or two, a profile of original- 
equipment manufacturers, which ones look like if they do this, cer 
tain profiles, like Customs uses on people coming in who may be 
carrying dope, which can, in fact, better focus our enforcement ef 
forts. This is something we want to share with the Customs Serv 
ice, and with other agencies, because we think it is going to be a 
benefit. The major benefit is going to be with the business commu 
nity because we are going to suggest to the business community, 
use this profile and, in fact, if the company doesn't look like they 
comport with this profile, let us know. You ought to at least have 
some questions before you go £..: i sell, or even come in for a li 
cense, and we think we are going to get that cooperation.

The other aspect I would like to mention is that the other en 
forcement activities in fiscal year 1983 led to the initiation of ad 
ministrative actions affecting 70 separate parties in the United 
States and overseas. These administrative measures were in the 
form of temporary denial orders and final orders denying export 
privileges and the imposition of civil fines.
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Commerce's unique ability to take these administrative actions is 
a potent enforcement weapon for preventing sensitive U.S.-origin 
goods from falling into the hands of known or suspected diverters, 
particularly those outside the U.S. jurisdiction and beyond the 
reach of the American criminal process.

I would like to note, again, a point in your report was just briefly 
mentioned a couple years ago. The Commerce Department has an 
enormous weapon in its hands. We can deny a company overseas 
access to U.S. products. We are using that. We want to invite other 
agencies in the Government to provide us information that we can 
deny other parties who rightfully should be denied.

We have a case in a country there are sensitive negotiations 
going on now that we denied access to U.S. products last year to a 
very large company in another country. The result of that is that 
country's hurting. That country, which we don't think has had 
very good enforcement controls, or even legislation, has recently 
changed some of its regulations, and laws, and is interested in pur 
suing it even further, in part because they feel that this type of 
sanction imposed against them is extremely hurtful to their econo 
my.

Senator NUNN. That was against a company or a country?
Mr. ARCHEY. It was against a company, but the country itself has 

interceded. We think this should not be used haphazardly because 
it is a very, very powe.'ful weapon, and we think we have had a 
good track record on it, but it is one we can use more.

Senator NUNN. That means they can't buy anything from the 
United States; is that right?

Mr. ARCHEY. That is correct. Under OEE's cargo-inspection pro 
gram, our five OEE inspectors conducted 8,912 cargo examinations 
in fiscal year 1983 resulting in the administrative seizure of 238 
shipment valued at approximately $5.4 million. During this same 
period as a result of the enforcement screening of applications I 
previously alluded to, we selectively reviewed 5,743 export-license 
applications to identify potential suspect transactions. Those appli 
cations were scrutinized in-house for possible indicia of potential di 
version or other illegal disposition of U.S.-origin commodities or 
technology.

Soon after its inception, OEE embarked on a major public aware 
ness campaign. In 16 months, we have made presentations to 1,200 
firms and trade associations across the United States, as well as 
Europe, and Scandinavia on export-control issues. OEE has also 
published and circulated in the United States and Europe a list of 
red-flag indicators which would signal possible illegal export or di 
versions.

In January 1984, we published a list of helpful hints to assist ex 
porters to comply with U.S.-export controls. These publications are 
being used and have been distributed by Government agencies and 
business communities here and abroad.

As I said before, and I think it is worth mentioning again, from 
July 1982 to February 1984, 431 cases were opened by the Office of 
Export Enforcement as a result of leads provided by the business 
community. Hence, the public plays an important partnership role 
in our enforcement program.
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I have next to me Ted Wu. You may want to ask him some ques 
tions, but since February 1983, OEE has played a leadership role in 
Cocom export control enforcement efforts. Ted Wu, in conjuction 
with the State Department, has led over 15 export-control enforce 
ment bilaterals with nine Cocom countries or friendly nonaligned 
countries. In addition, we have instituted export control exchange 
visits with the United Kingdom and Japan. Recently, OEE worked 
closely with Belgian export-control authorities and succeeded in 
helping the Belgian Government investigate a major United States- 
Belgian diversion to the Eastern bloc.

I would like to make a note about this. There is no question, 
given what has happened, Senator, in terms of technology, that an 
export-control program in the United States that is effective in the 
United States but does not go to the issue of dealing with our allies 
is not going to be successful overall in preventing high technology 
going to the Soviets. It has to be a multilateral effort.

In 1974, the United States was producing 75 percent of the tech 
nology in the world. In 1984, we are producing 50 percent. The ex 
pectations is that in 10 years, we will be producing 30 percent, not 
because we produce less, since we will be actually producing more, 
but the important issue is that there are going to be lots of other 
countries producing technology as well.

Senator NUNN. Would you cite those statistics again?
Mr. ARCHEY. In 1974, the United States was producing, in terms 

of particularly cutting edge, 75 percent of the technology in the 
world. In 1984, we are producing about 50 percent. The projections 
by people involved in high-tech industry in our own economic 
bureau within the Commerce Department is that we will be pro 
ducing in 10 years 30 percent, but 30 percent does not mean we are 
declining, we are going to be in actual numbers producing more, 
but the rest of the world is also going to be proportionately produc 
ing more.

Senator NUNN. Does that include both military technology, dual- 
use technology?

Mr. ARCHEY. Primarily dual use but as well as military technolo 
gy, primarily dual use, but that is the other point about an export- 
control program. In 1974, the United States could have probably 
successfully, on a unilateral basis, prevented significant military 
technology from going for this reason: Most of the major technol 
ogies that bed military applications came from direct sponsored 
military research. In 1984, it is exactly the opposite. Most of the 
major advances in technology are coming out of the commercial 
sector and it is not as easy to determine, when it is coming out of 
the commercial sector, what its military applications are. I think 
that is a very important prob! m for all of us to deal with in terms 
of export control.

When you have an emerging technology, what are its military 
applications? They are often not immediately known and, further 
more, you have a rapid transformation from the research and engi 
neering side into the market of sophisticated technology that, in 
fact, may have enormous military applications.

But the point I am trying to make is, the United States, in terms 
of dealing with export controls, can no longer go it alone. We are 
going to have to do it with our Cocom allies, and 1 would submit to
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you, we are going to have to get more involved in bilateral agree 
ments with non-Cocom countries or try to bring some of those 
other countries into Cocom because they are either now, or soon 
will be, producing the kind of technology we want to keep from the 
Soviet Union.

Senator NUNN. Sounds as if you agree with Mr. Root's testimony 
yesterday. Do you pretty much share his views about the Cocom 
importance?

Mr. ARCHEY. I have seen in 18 months a Cocom which went from 
being a rather sleepy organization to being a hell of a lot more ef 
fective, and it has a hell of a long way to go. I cannot share strong 
ly enough with you how important Cocom is for the Western world 
and for our allies in terms of preventing high technology going to 
the Soviets.

Senator NUNN. When you are looking for Defense Department 
assistance and help, so forth. When you are looking for the Defense 
view and we heard from Dick DeLauer yesterday and we will 
hear from Richard Perle next week, these are the two aspects pri 
marily in the Department of Defense dealing with that position  
what are you looking for as the Commerce Department, and I will 
ask Mr. Walker the same thing. What are you looking for in terms 
of input from the Department of Defense?

Mr. ARCHEY. Overall, or vis-a-vis the control list that we negoti 
ate with our allies?

Senator NUNN. I am particularly talking about the control list 
we negotiate with Cocom.

Mr. ARCHEY. First of all, I think the Defense Department can 
bring enormous technical expertise in terms of the issue I men 
tioned. It no longer is easy to deal with a technology that came out 
of the commercial sector and what its military significance is.

Defense has considerable capability to do that; we have some of 
that in our own engineers, but there is a larger universe, larger 
staff in Defense to do that. That is the first important determina 
tion is a commodity that is emerging, a technology, strategically 
significant? That is one.

No. 2 is, I think, Defense rightly has a more cautious view and 
much more single, if you will, orientations about the national secu 
rity. They have various mechanisms DIA and others internally  
to provide other information about strategic commodities, and I 
think that they can bring a point of view about strategic hazards or 
problems, or implications of what we are ending up controlling or 
not controlling, that, I think, is very valuable when we go to the 
list review, and it has been.

I think there has been some controversy on some of the issues, 
but I think the Defense's input to the process is an extremely im 
portant input.

Senator NUNN. Mr. Walker.
Mr. WALKER. If I might just comment on that, and I would agree 

with much of what Mr. Archey is saying as far as our enforcement 
effort is concerned. The most important type of information we can 
be provided by the Department of Defense is, in effect, some kind 
of proper estimate of what the Soviets are looking for, what it is 
they are targeting in the West that is of military significance or 
potential military significance; what are they going after. They pro
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of Soviet military and also the nature of the Soviet production ca 
pacity for technology. We have often found in the past that the So 
viets are as interested, if not more interested, in technology that 
will enable them to produce their own technology, as they are in 
the end products themselves. These are really some of the most im 
portant features of the Defense Department contribution.

Senator NUNN. Would each of you, for the record, if you would, 
just submit, not anything elaborate, but just sort of a three- or 
four-point list of what you are really looking for from the Depart 
ment of Defense?

Mr. WALKER. We will be happy to do that.
Senator NUNN. I would particularly like for you to address the 

subject on, let's say, two broad categories. One is a more technical 
assessment, and the other would be more of a policy, the policy 
side, because I think that has been the roaring dispute in Defense, 
who plays what role.

I think it is important; I think Defense is a key in this whole 
area, but I think it is very important for us to clearly indicate to 
the Defense Department what we are looking for. We are not look 
ing for diplomatic advice; we are not looking for economic advice; 
we are basically looking for intelligence, what I call, for lack of a 
better term, reverse engineering, looking for what the Soviets 
really need and looking for the implications of that in terms of 
military balance.

It seems to me that is what we are looking for, not some form of 
basic philosophical positions. I am not clear yet, we haven't heard 
from all the witnesses, what we are, in fact, getting from Defense, 
but I think that has been a big dispute within the Department of 
Defense about who would do what.

I think we are going to have to pursue it. It would be helpful 
from your agencies' perspective to tell us, and I really want this to 
be your agency perspective and not some kind of coordinated posi 
tion, otherwise it won't do any good, as to what you really are look 
ing for from Defense, what you think that appropriate need is.

Mr. WALKER. Fine, Mr. Chairman, we will be happy to provide 
that.

[The information referred to was marked "Exhibit No. 2," for ref 
erence, and follows:]

[Exhibit No. 2]
DEPARTMENT OP THE TREASURY

Washington, DC. April 6, 1984.
Hon. SAM NUNN,
Ranking Minority Member, Permanent Subcommittee on Investigations, Committee

on Governmental Affairs, U.S. Seriate, Washington, DC.
DEAR SENATOR NUNN: In response to your request during hearings of the Subcom 

mittee on Investigations on April 3, I am submitting for the record the following 
areas in which the Department of Defense supports Treasury in enforcing export 
controls.

(1) Treasury receives from Defense a flow of intelligence that is essential to the 
effective investigation of export control violations.

(2) Defense assists Treasury in identifying those enforcement targets that are the 
most significant from a national security viewpoint.
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(3) Treasury relies on Defense expertise in identifying the acquisition priorities of 
tne Soviet bloc. Defense also provides more general information on the nature of the 
Soviet military.

In addition to the direct support to Customs' investigative work as described 
above, Defense also performs enforcement support functions for Treasury, such as 
(1) providing expertise in the identification of seized shipments, (2) making arrange 
ments for the return of shipments seized overseas, (3) delivering expert testimony in 
court cases and (4) participating with Treasury in public affairs functions to in 
crease the awareness of the general public regarding the importance of national se 
curity export controls. 

Sincerely,
JOHN M. WALXER, Jr.,

Assistant Secretary 
(Enforcement and Operations).

Senator NUNN. I will address these questions to each of you. It 
may be more appropriate to one or the other, but I welcome your 
views on them

Are overseas investigations critical to effective export controls? 
Mr. Walker, would you address that?

Mr. WALKER. I would say without any reservations that they are 
extremely critical to the effective enforcement of the export-control 
laws in several respects.

First of all, you have the question of the end user; is he a legiti 
mate end user, financially sound or is he a sham end user that is 
really being used as a conduit for diversion. This is an important 
foreign investigative role that Commerce plays. Customs is happy 
to support the Commerce Department in this area, but this is, in 
effect, a prelicense check and it is also tied in with the post-ship 
ment-verification aspect of it that Commerce performs.

With respect to criminal investigations, since, indeed, it is the 
objective of all of these schemes to divert technology to the Soviet 
Union, there is almost invariably a foreign-investigative aspect of 
the case, and that is why Customs is particularly well suited to carry 
out this aspect of the enforcement function. We have 10 attache 
offices strategically situated around the world, virtually every im 
portant country is covered under the umbrella of one attache office 
or another, 32 trained investigators are abroad to conduct these 
investigations, and we depend very heavily upon our relationship 
with foreign law-enforcement entities in the countries involved in 
order to be able to successfully conduct these investigations.

Indeed, we really have no right to go on our own to conduct these 
investigations without the permission and approval of the foreign 
law-enforcement entities. It is as though the French or German 
investigators all of a sudden showed up in Atlanta, GA, and just 
started conducting an investigation without clearing it with the local 
law-enforcement people or with the Federal law-enforcement people. 
It just would not be very popular.

Senator NUNN. That was done to a considerable extent from 
about 1865 to 1890.

Mr. WALKER. I an; aware of the concern, and I think the sensi 
tivities linger on.

Senator NUNN. I can appreciate that.
Mr. WALKER. So this is an important issue, and it is an impor 

tant issue in those countries we are working in because we do 
have, obviously, sensitive relationships to maintain there. I just
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have to applaud the work of cur Customs attaches abroad in being 
not only good enforcement officers, good investigators, but also in 
variably good diplomats.

Senator NUNN. What about the memorandum of understanding 
in this area? Are you speaking for your Department, satisfied that 
it has addressed this area between the two departments?

Mr. WALKER. The memorandum of understanding specifically 
does address the issue of foreign investigations. In fact, that is 
what it is primarily designed to address.

Senator NUNN. I have got a copy of it. I don't need that. We will 
make it a part of the record at this point.

[The information referred to was marked "Exhibit No. 3," for ref 
erence, and follows:]

[Exhibit No. 3]

JANUARY 12, 1984.

COMMERCE/CUSTOMS MEMORANDUM OF UNDERSTANDING OVERSEAS ENFORCEMENT OF 
THE EXPORT ADMINISTRATION ACT

This memorandum sets forth the manner in which investigations of violations of 
the Export Administration Act (EAA) shali be handled outside of the United States. 
The procedures set forth herein pertain to investigations of export control violations 
and not to general enforcement policy matters or to pre-license checks and post- 
shipment verifications unconnected with such investigations. Such general enforce 
ment policy matters, pre-license checks and post-shipment verifications shall be con 
ducted exclusively by Commerce except that Customs may render such assistance as 
may be requested by Commerce.

(1) Customs shall be the sole United States agency responsible for liaison with any 
foreign agency or agencies engaged in law enforcement activities (hereinafter "for 
eign law enforcement agency or agencies") on specific export control investigations, 
except, in the countries as specified in Schedule A, where the foreign sovereign has 
designated the counterpart agency of the Department of Commerce as its export 
control enforcement agency and that agency has a significant role in the conduct of 
export control investigations in that country. In the countries listed in Schedule A, 
Commerce ma« conduct liaison directly with those agencies necessary for its investi 
gations, except for the host country customs services where the procedures specified 
in paragraph 3 applies. Where Commerce is conducting direct liaison on an investi 
gation with a non-customs enforcement agency in a Schedule A country, Commerce 
will notify Customs that it is conducting such liaison on that investigation. Schedule 
A may be reviewed and modified at any time by the parties specified in paragraph 
7.

Customs liaison role is designed to facilitate the conduct of Commerce and Cus 
toms overseas investigations. Customs liaison role does not entail the right u> deter 
mine the conduct of specific Commerce investigations. Customs will, however, trans 
mit to Commerce the guidance and decisions of the foreign law er'^rcement agen 
cies which may affect the conduct of Commerce investigations.

(2) Commerce and Customs shall conduct EAA investigations outside the United 
States, only after notifying the other. In such a situation. Commerce and Customs 
shall make every effort to provide investigative and/or technical assistance request 
ed by the other.

(3) Except in those countries listed in Schedule A, Commerce shall conduct EAA 
investigations outside the United States in accordance with the following proce 
dures:

(a) Commerce shall notify Customs Headquarters when it desires to conduct an 
EAA investigation overseas and provide such information regarding the investiga 
tion as Customs needs to fulfill its liaison function.

(b) Notification of a Commence investigation and all requests for support to any 
foreign law enforcement agency or agencies regarding such investigation shall be 
transmitted by Customs promptly, after consultation with Commerce, or in such 
other manner as Customs and Commerce may agree.

(c) To the extent that meetings and interviews or other contacts with host country 
private persons or corporations are desired by Commerce in furtherance of an inves 
tigation of an export control violation, Customs shall be made aware of their pur-
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pose in advance and shall seek the concurrence of the appropriate host country for 
eign law enforcement agency or agencies. Such meetings, interviews and contacts 
may then be conducted by Commerce in coordination with Customs without a re 
quirement of participation by Customs or, if Commerce elects, by Customs after con 
sultation with Commerce or in such other manner as Customs and Commerce may 
agree.

(d) In such investigations, Customs shall make every effort to provide investiga 
tive and/or technical assistance as requested by Commerce.

(4) Where Commerce uncovers evidence or information pertaining to a Customs 
investigation or, where during the course of a post-shipment verification outside of 
the United States, Commerce uncovers evidence or information of an export control 
violation, Commerce shall notify Customs. Where Customs uncovers evidence or in 
formation pertaining to a Commerce investigation, Customs will notify Commerce.

(5) Where either Commerce or Customs wishes to make inquiries of a foreign gov 
ernment agency and where such inquiries concern an EAA investigation by the 
other, the inquiring party shall notify and consult with the other prior to making 
inquiries.

(6) Nothing in the foregoing shall interfere with the authority of Commerce to 
communicate with foreign ministries and departments concerning matters of inter 
national export control enforcement policy. Customs should be consulted prior to 
such contacts when Customs' interests in foreign export law enforcement are direct 
ly involved.

(7) Unresolved disputes arising from the implementation of this MOU shall be re 
ferred for resolution to a committee consisting of the Assistant Secretary of Com 
merce for Trade Administration and the Assistant Secretary of Treasury for En 
forcement and Operations.

(8) The provisions of this MOU are without prejudice to the role of the U.S. Am 
bassador in coordinating the activities of U.S. officials within foreign countries.

JOHN M. WALKER, Jr., 
Assistant Secretary (Enforcement and 

Operations) Department of the 
Treasury. 

LIONEL OLMEK,
Under Secretory for International 

Trade, Department of Commerce.
Senator NUNN. Do you believe there is now a clear understand 

ing that your agency can properly funci'on under it?
Mr. WALKER. Yes; I think the MOU is a general statement. 

There has been a series of meetings, to which Mr. Archey has re 
ferred, between Deputy Assistant Secretary Wu and my deputy, 
Robert Powis, to actually consider the issues raised by the MOU as 
*hey are practically applied.

We believe this MOU does provide a basis for good cooperation as 
fe r as foreign investigations are concerned.

Senator NUNN. Mr. Archey, how about you?
Mr. ARCHEY. I think it does, and I would like to just respond in 

two ways. I agree with John about the importance of the foreign- 
investigations area. It is extremely important. I would also like to 
reiterate what I said in my prepared statement which is the most 
effective enforcement approach, and that is to stop it from leaving. 
I think that is the reason why we are saying that the importance 
of prelicense checks, the importance of the intelligence informa 
tion, et cetera, the best enforcement operation is that it doesn't 
leave the shores.

The second thing I would say, as far as the MOU, it requires an 
exchange of cases under investigation overseas; it is extremely im 
portant and I would also add as John has stated, it is not obvious 
that there is, in fact, a conspiracy or any diversion to take place 
until, in fact, something happens on foreign soil. That is when it 
becomes evident because everything may, in fact, be legitimate

37-1K4 O- <—— 1
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and, in fact, in many instances and this is a problem there are 
no culpable U.S. parties in terms of they were not, in fact, involved 
in a conspiracy when they shipped to a country and it in turn was 
a freight-forward intervenor, took the stuff and sent it to another 
country.

The last point I would make is it goes back fo, again, a funda 
mental point, which John has certainly addressed, how important 
it is to have relationships with the foreign governments in an effec 
tive Cocom program where everybody is operating on the same 
wavelength.

Senator NUNN. These six or seven countries that are exceptions 
to the liaison rule. As I understand the MOD basically has the Cus 
toms responsible for liaison in foreign investigations except in five 
or six countries. What is the basis for these exceptions?

Mr. ARCHEY. The six countries there may be others, too but 
we felt these were the ones, the enforcement mechanism within 
the country for export resides in what would be their counterpart 
to the Department of Commerce, usually called ministries of trade 
and industry. And so in Sweden, Austria, Belgium, Japan, 
Turkey what is the other one, Ted? India, that would be the case. 
Therefore, we would be dealing with our direct counterparts.

Mr. WALKER. In those circumstances, Mr. Chairman, I would also 
point out the MOU does honor and preserve the Customs to Cus 
toms relationship because even in the six countries, if the matter is 
referred to the foreign Customs Service of those six countries, then 
the liaison function of our U.S. Customs Service  

Senator NUNN [interposing]. Even in those six countries you 
have the Customs to Customs liaison. You don't have Customs to 
any other foreign agency.

Mr. WALKER. That is right. Commerce would be free to conduct 
its own liaison with noncustoms enforcement agencies in those 
countries.

Senator NUNN. I am not sure I understood what the unique 
thing about these six countries is from others. Would you repeat 
that?

Mr. ARCHEY. It is from the point of view of the enforcement 
policy and enforcement operations activity, that in those countries, 
the primary agencies involved with the enforcement of controls 
dealing with exports resides with Ministry of Trade, within Com 
merce Department, which would be our direct counterpart.

Senator NUNN. They are organized differently from the 
other  

Mr. ARCHEY [interposing]. That is right. There may be other 
countries in that same situation.

Senator NUNN. Are these exceptions going to cause a problem, 
Mr. Walker? Do you believe this is a policy you can operate with 
effectively?

Mr. WALKER. As with every agreement, every side has to give a 
little bit. These were negotiated, and we will have to wait and see 
how it works out in practice. I would hope they wouldn't cause a 
problem but we can't be too sure yet. We are going to work to try 
to make this MOU a workable tool, and I think both sides are free 
to revisit this question at any time. In fact, I believe the MOU spe 
cifically provides this list can be modified at any time.
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We do not intend, under the MOU, to preempt Commerce inves 
tigations to the areas to which we are direct liaison. We simply 
want to provide the foreign law enforcement entities in those coun 
tries with some certainty as to whom they can turn to as being ac 
countable for these sensitive investigations that may be conducted 
on their soil. It is one thing to have one agency investigating in a 
particular area in your country, and it is another thing when two 
agencies are doing it.

What we are striving for is, in effect, a degree of accountability 
by the U.S. Government to foreign law enforcement for these inves 
tigations, quite similar to what we have in the drug area where 
DEA operates abroad and where Customs is not free to conduct in 
vestigations in a foreign country without close coordination with 
DEA. In most of those cases, DEA conducts the foreign investiga 
tions themselves and simply would not permit Customs to conduct 
an investigation. It is that kind of accountability that I think 
would be a responsible course of action for our Government to take 
in dealing with foreign law enforcement agencies.

Senator NUNN. The subcommittee obtained from the Commerce 
Department Office of Inspector General a report of Inspection No. 
OPE-044, regarding the IG's inspection of the Department of 
Export Enforcement San Francisco field office. This report is dated 
September 1983. Without objection, it will be received as an exhibit 
at this point in the record.

[The document referred to was marked "Exhibit No. 4," for refer 
ence, and follows:]
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EXHIBIT NO. 4

REPORT ON INSPECTION

SAN FRANC1SC_0 FIELD OFFICE
OrrrCT'/OTTTPOTTTNTORCEMENT

INTER'NATTONAtTTRAOE^ATJMINISTRATlON

SEPTEMBER 1983

REPORT NO. OPE - 044

OFFICE OF INSPECTOR GENERAL 
BTSTTTETARTKENT OF COMMERCE
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OFFICE OF INSPECTOR GENERAL
REPORT ON INSPECTION

OFFICE._OF EXPORT ENFORCEMENT
SAN FRANCISCO FIELD OFFfCE

EXECUTIVE SUMMARY

The Office of Inspector General (DIG) conducted an unannounced 
inspection of the Office of F.xport Enforcement (OFE) , San 
Francisco Field Office, (SFFO) during the week of September 
12, 1983. The field office is primarily responsible for the 
prevention of unauthorized exports, development of information 
regarding possible export control violations, preparation of 
violation cases for Departmental administrative actions, and 
referral of cases to the Justice Department for criminal 
prosecution.

Based on its visit to SFFO, the DIG inspection team found 
that many improvements have been made in Commerce's enforcement 
of export controls since the OIG's first inspection of the 
Department's export compliance efforts in April 1982. There 
are, however, many serious problems remaining in Commerce's 
'export enforcement effort, which was reorganized and placed 
under a new Deputy Assistant Secretary in late FY 1982. The 
inspection of the SFFO revealed both improvements and weaknesses 
which appear to cxisl fn the current overall operations of 
the Office of Export Enforcement, as well as findings unique 
to the San Francisco Office.

Some of the positive SFFO attributes observed during the 
inspection include:

o For the most part, SFFO is staffed wich highly qualified 
and well-motivated investigators.

o Investigative reports are timely, thorough and substantive.

o Vital law enforcement training and equipment are being 
provided for agents.

o Working relationships between the team leaders and staff 
are very good.

While we were generally impressed with the field office's 
investigative operations, there were a number of problems 
which we believe warrant ITA management's attention. Specifically, 
we noted that:
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o Lack of law enforcement authority seriously Impedes effective 
enforcement of export controls by San Frai.c'sco OEE special 
agents.

o Coordination and cooperation between the OEE and the U.S. 
Customs Service 1n the San Francisco area are not good. 
Immediate aggressive leadership and action ire needed 
from both agencies to Improve working relationships and 
eliminate or minimize the problems arising from tht Inherent 
interagency rivalry generated when two agencies have the 
same mission and overlapping responsibilities.

o The absence of a signed I TA-Cus touts memorandum of under 
standing is hampering coordination efforts and Invites 
duplication of investigative work by the two agencies.

o Customs officials believe that the Commerce Department Is 
delaying their requests for the release of proprietary 
business information subject to the confidentiality provision 
of Section 12(c) of the Export Administration Act of ig79. 
as amended. Cognizant OEE and General Counsel officials 
deny this claim. As this situation -- whether perceived 
or real -- is hampering more effective coordination and 
cooperation between Customs and OEE. we believe that 
actions should be taken to resolve this divergence of 
opi nion.

o OEE operational policies and procedures are generally 
nonexistent. The few that exist are communicated to the 
field in a piecemeal manner.

o The Office of Export Administration's licensing operation 
needs to be Improved to provide current, consistent, 
reliable licensing Information to support the enforcement 
effort; specifically:

-- License determinations are subject to changing and 
contradictory opinions from licensing experts; 
such fluctuations in opinion hamper enforcement actions 
and court cases.

-   License screening remains an antiquated manual process; 
it is slow and subject to human error and oversight.

-- The license accounting retrieval system (LARS) is not 
fully reliable.

Export enforcement actions by both OEE and Customs are 
often held up for an Inordinately long time while 
licensing decisions are made; written copies of licenses 
and certified statements from licensing officers tike 
even longer to receive.

Section IZ(c) of the EifporTHTOTnistratlon Act of 1979. as 
amended
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o The full potential for administrative remedies is not 
being realized in that:

-- Administrative remedies are not considered a priority 
item by SFFO/OEE investigators, nor apparently by OEE 
and 1TA officials in Washington.

-- There are no guidelines for issuance of warning and 
charging letters, nor are there any clear criteria for 
determining appropriate fines, penalties and denial of 
export privileges.

-- No mechanism exists to track warning letters.

-- There is no feedback from Headquarters on warning and 
charging letters.

o There is a need for in-house legal expertise.

In addition, minor infractions of administrative regulations 
were noted in the areas of the imprest fund and time and 
attendance certifications. SFFO operations could be made 
more efficient by upgrading copying and typing equipment.

Our report contains, on pages 23-25. a number of recommendations 
to address the aforementioned problems.
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INTRODUCTION

Pursuant to the authority of the Inspector General Act of 
1978. the Office of Inspector General (01C) conducted an 
unannounced inspection of the San Francisco Field Office 
(Burlingane, Ca.) Office of Export Enforcement, International 
Trade Administration (1TA).

PURPOSE AND SCOPE

The purpose of our inspection was to review the activities of 
the San Francisco field office to determine the efficiency 
and effectiveness of overall operations and to identify 
internal control weaknesses. We also assessed the field 
office's compliance with selected Departmental and ITA policies 
and procedures.

The OIG inspection team visited the San Francisco field office 
during the week of September 12, 1983. The team examined 
selected records and documents and interviewed the staff. In 
addition, interviews were held with representatives of other 
federal law enforcement entities and private sector exporters 
to assess their perception of the effectiveness and efficiency 
with which the export enforcement field office accomplishes 
its mission.

BACKGROUND

The Office of Export Enforcement (OEE), within the International 
Trade Administration, is the Commerce Department's investigative 
unit responsible for enforcement of export controls and 
antiboycott compliance. This office was created in May 1982 
when the former ITA Ccmpliance Division was reorganized and 
elevated to office status, headed by a new Deputy Assistant 
Secretary. OEE now is organized into several Headquarters 
offices and divisions plus four field offices.

The San Francisco field office is responsible for prevention 
of unauthorized exports and the development of inforrcation 
regarding possible export control violations, investigation 
of suspected export violations, preparation of violation 
cases for Department of Commerce administrative actions, and 
referral of cases to the Justice Department for criminal 
prosecution. Every effort is made to conduct these activities 
in a manner that does not have an adverse effect on legitimate 
trade while, at the same time, insuring compliance with the 
law.

The enforcement activities involve programs to educate 
exporters on export control regulations, as well as 
investigative activities conducted by export enforcement 
special agents to discover and frustrate export conspiracies 
and illegal exports. Special agents of the Office of Export 
Enforcement conduct investigations into suspected violations 
of the Export Administration Act of 1979, as amended, and 
work in conjunction with law enforcement personnel from other 
Federal and State or local government agencies as well 
as foreign governments.



99

OBSERVATIONS AND CONCLUSIONS

The DIG inspection team found that many improvements have 
been made in Commerce's enforcement of export controls since 
the Office of Inspector General's first Inspection of the 
Department's export compliance efforts in April 1982. The 
team also identified some critical problems in OEE's operation 
which have not improved; in fact, they have become worse, at 
least in tne case of the San Francisco Export Enforcement 
Field Office. The major observations and conclusions of the 
DIG inspection team are outlined below:

I. LACK OF LAV.'_ ENFORCEMENT AUTHORITY

We recognize that ITA is very much aware of this problem, and 
that an aggressive attempt (legislative and adrcinislrative) 
is under way to resolve it. Nevertheless, because of its 
significance to the effective discharge of the SKFO/OF.E 
mission, we feel that the inspection team's findings on this 
subject warrant discussion. OEE apents do not have authority 
tii request or execute search warrants on their own, make 
arrests or carry firearms. When they were hired, the OEE 
agents were told that Commerce was seeking full law enforcement 
powers for them. The new Export Administration bill proposed 
by the Administration does include that authority for the OEE 
agents. However, that bill is still pending in Congress.

Not having such law enforcement powers is a problem for all 
OEE apents who for, example, must depend and wait on other 
law enforcement officials to request and execute search 
warrants for them. In San Francisco, however, the lack of 
law enforcement powers has become an even greater problem, 
because John Gibbons, Chief ot the Criminal Division in the 
U.S. Attorney's office, has said that OFE agents must use and 
work with U.S. Customs Service agents in all investigations 
which require search warrants.

Members of the inspection team met with Gibbons to discuss
this issue. His position is based on the fact that the OEE
apents are not referenced in Title 28 of the Code of Federal
Ri-pulations , Hart 60 ("Authorization of Federal Law Enforcement
Officers to Request the Issuance of the Search Warrant") or
any other directive giving them such law enforcement authority.
While Gibbons acknowledges that the SFFO/OEE agents are good.
aggressive investigators, he does not believe they can do
their job effectively without such police powers. Gibbons
knows of criminal prosecutions which have been dismissed due
to an agent's lack of authority to request and execute search
and/or arrest warrants. He does not want this to happen on
any OEE cases. Thus, he will not accept OEE cases for prosecution
unless they use Customs agents to request and execute their
search and arrest warrants.

Both Customs and Gibbons want OEE to involve Customs in each 
case up front, not just at the point when a warrant is needed.
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While SFFO/OEE and Customs started out working joint cases, 
the tensions soon Mounted, especially when an aggressive OEE 
agent tried to control the case. (See following section for 
more discussion of 1 rueragency rivalry.)

In June 1983, the tensions between OEE and Customs agents had 
become so great that the Customs Special-Agent-in-Charge 
(SAC) notified the OEE SAC that Customs would not request 
or execute search warrants for OEE where Customs had been 
involved 1n the case on a joint basis up front. As a result, 
at the time of our inspection visit. Customs had neither 
requested, nor executed any search warrants for OEE since 
June 1983. For two to three months, OEE agents have been 
forced to find someone else to request and execute their 
warrants (courier to Gibbons' decree) or go without them. 
This situation has seriously hampered OEE's investigative 
capabi1ities.

During a final meeting of the DIG inspection team with the new 
Customs Area SAC and the Assistant Regional Commissioner 
for Enforcement, it appeared there was a good possibility 
that Customs would change its position on the search warrant 
Issue. Both of these Customs officials, relatively new 1n 
their present positions, agreed to aggressively pursue Improved 
cooperation with OEE; they were going to reconsider the no 
warrant policy and said they thought they could handle OEE's 
warrant needs with recently hired additional Customs agents.

OEE should follow up with Customs to make this tentative 
commitment a reality. OtE should also make sure that the 
Customs agents are well briefed in advance on each case when 
Customs is asked to request a search warrant. It Is essential 
that Customs obtain this information so that they can produce 
the requisite sworn affidavit establishing the grounds for 
Issui ng the warrant.

Although the above will help the Immediate problem at SFFO, it 
does not fully address the issue. Virtually all of the SFFO/OEE 
agents come from other Federal law enforcement agencies where 
they exercised authority to request and execute search warrants, 
make arrests and carry firearms. They find it frustrating to 
have to rely on others to do part of their job, and they have 
experienced delays on their cases because of their Inability 
to request and execute search warrants on their own or make 
arrests. OEE agents also believe 1t 1s important for them to 
be able to carry and use firearms. Nobody should be asked to 
engage In such confrontational situations as executing search 
warrants or making arrests without firearms. Most of the OEE 
agents have had firearms experience and training on prior 
Jobs, so they are well prepared to handle such authority; the 
others could receive appropriate training. Futhernore, 
without the authority to arrest, a suspect could evade custody 
even after discovery of the most Incriminating evidence.
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Finally, OEE agents expressed concern as to whether they 
have all of the defenses and/or Immunities available to "law 
enforcement" officials Mho have been sued based on their 
official conduct. According to Gibbons, OEE agents 
nay be personally liable 1n a law suit based upon their 
actions, 1f Improper, while carrying out investigative responsi 
bilities. These comments Imply that law enforcement agents 
have some special legal protections for their actions that 
other Government officials do not have. We know of no such 
special protections, and this fact should be explained to the 
Oil agents by ITA. However, there is one distinct difference 
between law enforcement officials and other Government 
employees in the area of unreasonable searches and seizures.

Until 1974, the Federal Tort Claims Act (FTCA) barred any 
suit against the Government for "assault, battery, abuse of 
process, or malicious prosecution." In 1974, Congress amended 
the FTCA to allow such suits when investigative or law 
enforcement officers act under color of law so as to injure 
the public through searches and seizures that are unreasonably 
conducted (e.g., without the requisite warrants or with 
warrants issued without probable cause). The FTCA's definition 
of investigative or law enforcement officer requires that the 
person be empowered by law to execute search warrants, to 
seize evidence or to make arrests, thus excluding F^CA suits 
against the Government arising out of unreasonable "searches 
and seizures ty OEE agents. If the agents were law enforcement 
officials, the FTCA would allow the plaintiff to sue the 
Government in addition to the individual agent(s) for the 
improper activities.

A great deal of material exists that discusses the Issue of 
tort claim Immunity for Federal employees, and there are 
regulations Issued by the Justice Department on when they will 
defend a Government employee In a lawsuit based on his or her 
official actions. To eliminate possible misunderstandings, 1t 
would be helpful if ITA would compile some of these materials 
and make them available to the OEE agents.

Commerce has sought temporary law enforcement powers for 
its export enforcement agents. Pending passage of the 
legislative authority, OEE in December 1982 asked the Justice 
Department to approve deputization of OEE criminal investigators 
as Deputy U.S. Marshals. This would have given the OEE agents 
temporary authority to conduct searches and seizures, make 
arrests and carry firearms. OEE expected that Its December 
request, addressed to the Deputy Director of the U.S. Marshal 
Service, would be approved since OEE Deputy Assistant Secretary 
Theodore Uu had previously discussed it with senior DOJ 
officials who were inclined to favor It. However, OEE never 
got approval of Its request for temporary law enforcement 
authority. In fact. It only received verbal denial of that 
request this past April.
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The DIG inspection tea* believes that OEE should continue to 
pursue several paths at the same time to resolve the law 
enforcement authority problems of OEE agents. These 
Include:

1. Obtain from the Department's General Counsel a
written opinion on the OEE agents' law enforcement 
authori ty;

2. Disseminate to OEE agents materials which discuss
the issue of tort claim immunity for Federal employees, 
as well as the regulations issued by the Department 
of Justice on when they will defend a Government 
employee in a lawsuit based upon his or her official 
conduct.

3. Actively pursue passage of legislation giving OEE 
agents law enforcement powers and authority;

4. Continue to pursue Special Deputy or Deputy U.S.
Marshal law enforcement authority by executive order 
or action, if legislative authority is not Imminent;

5. Actively seek improvements in cooperation with and 
support from the U.S. Customs Service, including 
renewal of Customs search warrants and better OEE/Customs 
exchange of case information and leads.
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II. NEED FOR IMPROVED COOPERATION BETWEEN PEE AND CUSTOMS

In the one year since OEE's San Francisco Field office was 
opened, cooperation between that office and the Customs 
Service has not been good. In fact, it appears to have 
deteriorated significantly in the last three to six months.

Increased tensions between the two agencies have been 
felt most severely at the case and investigative agent level. 
Agents from both agencies told members of the DIG inspection 
team that their work together on joint cases was increasingly 
more difficult because of mutual distrust, competition for 
"credit", leads and informants on a case and even arguments 
over who had custody of seized documents.

Agents from both agencies deliberately avoid working together 
on export enforcement cases. Commerce agents pursue their 
leads and cases us independently as possible, and call on 
Customs when they need warrants. This was not always the 
case. When SFFO became operational most OKE cases were 
worked jointly with Customs, albeit at AUSA Gibbons' direction. 
Customs agents have recently become more reluctant to work 
any Commerce export license violation cases, preferring 
instead to handle drug or arms control cases. Customs agents 
said resentfully chat they no longer wanted to be OKE legmen 
and have refused to request or execute search warrants or 
conduct seizures on OEE investigations where they have not 
been involved in the case early on.

The negative effects of this increased tension and lack of 
cooperation between SFFO/OEE and Customs are great. These 
problems may continue to result in:

1. Reduced Customs enforcement of Export Administration 
Act violations and handling of related cases,

2. Wasted scarce staff resources as both Commerce and 
Customs agents shadow each other and duplicate work 
because of distrust or rivalry over who "owns" a 
joint case, or because both agencies bepin to work 
the same leads without sharing information up front;

3. Extra time spent by OEE investigators finding ways 
to get necessary warrants and have them executed 
by authorized law enforcement officials other than 
those from Customs (OEE agents have even used NOAA 
inspectors to issue warrants, contrary to the 
advice of an Assistant U.S. Attorney);

4. Loss of vital evidence because of OEE's failure to 
obtain necessary search warrants in time to prevent 
the suspect's destruction of evidence;

5. Failure of agents to request or share leads or
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information on past Customs seizures or detainments 
or past DOC licensing violations.

6. Complaints from AUSAs who do not want to handle 
cases where bickering investigators could hamper 
the quality of a prosecution.

7. Confusion among private sector exporters over the
handling of export enforcement cases; investigators 
frora both agencies often visit the sane companies 
to pursue loads Exporters must be perplexed if 
not annoyed by the presence of agents following up 
similar leads. Sucii rivdlry discourages cooperation 
fruff exporters or private individuals who provide 
information on possible export violations.

The causes and origin of the interagency rivalry are not 
difficult to tract. Both Commerce/OKK am! Customs have 
identical mandates to enforce export controls. There is r.o 
clear jurisdictional division for export enforcement between 
the two agencies, such as Customs has with the Drug Enforcement 
Agency, which makes it easier for the two agencies to work 
cases jointly or to divide up esses according to specific, unique 
mandates and jurisdictions. Commerce has long had the 
responsibility for export enforcement, but only recently has 
it begun to pear up its enforcement effort. Customs, in the 
meantime, has taken on new responsibilities for export, 
enforcement, backed by S20 million in FY 83; and $30 million in 
FY -84 from thr Defense Department. Rivalry and tensions have 
been heightened by behind-the-scenes lobbying and congressional 
testimony of headquarters management by both agencies who 
seek to maintain or expand their respective agency roles in 
export enforcement. Legislative hoppers include bills to 
transfer Commerce's export enforcement responsibilities to 
Customs, consolidate all Federal export enforcement efforts 
in a new Office of Strategic Trade, or increase Commerce's 
law enforcement powers for investigation of export control 
violat ions.

Congressional testimony, rhetoric, report cards and proclamations 
of investigative accomplishments on the patt of e*ch agency 
have heightened the heat of battle and placed new pressures 
on investigators and management staff to produce their own 
successes to help win the tuif war. In this atmosphere, it 
becomes more difficult to expect investigators to harmoniously 
work joint cases or to share leads and case information. 
Both Customs and OKF. have strong, aggressive agents working 
their high tech export cases; each one wants to deliver 
successful cases and prosecutions to his agency. OKE agents, 
in particular, know that successful enforcement cases are 
their only hope for survival and growth as an agency.



105

Other problems have caused or exacerbated poor coordination 
and cooperation between SFFO/OEE and Customs. These Include:

1. Commerce's continued delay in releasing to Customs 
proprietary business information subject to the 
confidentiality provision of Section 12(c) of the 
Export Administration Act of 1979. This issue 
is discussed in detail on page 16.

2. Overseas travel or investigative work is another 
area of major contention between Customs and OEE. 
This is, of course, a much broader problem. We 
were told that it is one of the reasons why 
Commerce and Customs have been unable to reach 
agreement on a national memorandum of understanding. 
The SFFO/OEE Special-Agent-in-Charge and investigators 
feel strongly that they must follow up on their cases, 
wherever necessary, including overseas. Many, if not 
most, of the OEE cast's require soiiie overseas investigative 
work and OEE believes it has jurisdiction to investigate 
its export control cases overseas. It also makes 
sense that the agent most informed and knowledgable 
about any specific case follow it up overseas.

Customs, however, maintains that it should have sole 
jurisdiction for overseas investigations of U.S. 
export control violations. Customs' position is that 
it has treaties with foreign governments for this 
purpose and is the internationally recognized authority 
to conduct such investigations overseas using its 
network of U.S. Customs attaches located in 70+ 
nations throughout the world. Customs prefers 
OEE agents to use the Customs attaches to do their 
overseas investigative work. This is unacceptable 
to OEE agents who say t' ~e are inordinate delays in 
getting Customs attach ;o follow up on their 
overseas leads. Nor do JiiF. agents find it acceptable 
or effective to turn over their casework to agents 
less informed than they of the intricacies of ar.y 
one of their usually complex cases.

SFFO agents have made several requests to go overseas 
in order to follow up on their cases. On cases 
which they are working jointly with Customs, OEE and 
Customs agents have traveled together to Haiti and 
Canada. Other SFKO requests to go to Britain and to 
several European countries have not been approved 
yet, or were turned down. In the first situation, 
the British government said that OEE should use the 
resident U.S. Customs attache to conduct the 
investigative work. It is obvious that this juris- 
dictional problem should be resolved as soon as
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possible before it further damages U.S. government 
relations overseas or hampers development of OEE 
export cases.

The overseas investigative jurisdiction issue also 
involves the use of Foreign Commercial Service (FCS) 
personnel overseas to conduct prelicensing and post- 
shipment checks overseas. The Customs Service, and 
Assistant U.S. Attorney John Gibbons, question OEE's 
use of FCS personnel to conduct this work on OF.E 
investigative cases. They maintain that FCS personnel 
are not trained law enforcement officers and do not 
have the necessary skills to become effectively 
involved in export violation cases. At the very 
least, the Customs Assistant Regional Commissioner 
for Enforcement emphasiEed that Commerce'B commercial 
attaches should keep their counterprfrt Customs 
attaches advised of all investigation-related casework 
or licensing checks they are doin£ overseas. This 
is not being done at the present time and Customs 
attaches are often caught unaware of their sister 
agency's investigative work when questioned by 
foreign government officials.

Many of the above problems which cause or exacerbate friction
between OEE and the Customs Service could be corrected or
reduced to ^ manageable level if senior OEK and Customs
officials took positive and aggressive action. For example,
OEE and Customs might profit by directing their respective
SACs and senior fit-Id nanap.trs to develop closer working
relationships and step in immediately to resolve problems
and tensions among their investigative agents. The new
Customs Area SAC in San Francisco told the OH! inspection
team that closer case monitoring by himself and the OEE SAC
-- and up front sharing of information, leads, lists of cases
and suspects between the agencies -- could significantly
improve interagency cooperation in San Francisco. A more
active role by both the OEE and Customs SACs to reduce competition
and increase cooperation between their agencies and agents
should preatly improve the current working situation, pending
resolution of the law enforcement authority issue.

During their discussion with the DIG inspection team, the 
regional ard Sar. Francisco Customs officials suggested a 
reasonable approach to share export control casework 
between OEE and Customs agents and eliminate the present 
warrant problem. They suggested that:

(i) there are some export investigations which OEE should be 
allowed to conduct on their own; e.g., those where OF.E 
developed the Investigative leads prior to Customs involvement 
and where Customs had no special expertise in the subject
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matter of the investigation. If a search warrant was needed 
in these investigations, then these Customs officials stated 
that they should be able to find the resources to assist OEE 
in the application for, and execution of, the warrant. In 
order to satisfy the U.S. Attorney's office. SFfO/OEE could keep 
Customs advised of the major findings in the investigation as 
it proceeds, but Customs would not have to be integrally 
involved in the investigation;

(ii) there are some c.ises which are susceptible to being 
worked jointly between OKK and Customs (with no duplication 
of efforts). These would be the more convoluted cases, 
involving numerous companies or where both Customs and OEE 
had developed the investigative lends. These cases could be 
selected ahead of time bv the respective Customs and OEE 
SACs; and

(iii) in order for (i) and (ii) above to work, there has to 
he a method established by which Custoirs can be kept informed 
of the p,":rt iculpr individuals and/or entities which are the 
suhjectts) of OKK investigations, and vice versa. This means 
thar the respective SACs must discuss and decide ahead of 
time how each cnse can be handled. .*

We believe that the above or some other type of working 
arrangement should immediately be developed by OEE and Customs 
in San Francisco.

On the national level, it is also essential that a memorandum 
of understanding (MOU) be finalizc-d between thu two agencies. 
The MOU should clearly lav out the domestic ami overseas 
jurisdictions, responsibilities and special roles of each 
agency and their staffs.

In all their discussions with Customs, OEE and Justice 
Department officials, the DIG team members repeatedly faced 
the underlying issue of whether two Federal agencies can 
effectively share responsibility and authorirv for enforcement 
<>l export controls. If both agencies did nor have the mandate 
(o do so, it is unlikely that the present dual, enforcement 
system would be proposed as the most efficient and effective 
w.iy to pet the job done. There is no apparent reason fnr 
*^oth Commerce and Customs to be involved in export enforcement. 
One ?guncy could do the job just as well or better than two, 
fiv£n the necessary manpower authorities_and_ resources. 
AftTr witnessing "tne increasingly strained reTat ionsTietween 
Customs a.^d OEE agents working the control cases, this conclusion 
Is even !»r/rc apparent.

III. LICENSING OPERATION'S

Reliable, timely and consistent export licensing 
information and decisions are essential to the prevention.

S7-7S4 O-K4    K
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detection, investigation and prosecution of export control 
violations. Both OEE and Customs agents must rely en the 
licensing information and licensing officer decisions and 
leads on possible export control violations, which come from 
the ITA Office of Export Administration. The DIG inspection 
team found that a number of problems exist in ITA/OEA's 
licensing operations, as these affect the activities of SFFO. 
These problems seriously hamper the enforcement of export 
controls and the prosecution of export control violators. 
The major problems in licensing operations identified during 
the inspection are discussed below.

A. License Accounting Retrieval System (LARS)

The Office of Export Administration maintains an automated 
listinp of all U.S. export licenses applied for or issued. 
This listing -- the License Accounting Retrieval System 
(LARS) -- is available on a computer terminal in each OEE 
field office. The SKKO agents find the LARS a useful tool 
for conducting investigations. They can get a quick read out 
on the licensing history of subjects of their Investigation. 
However, the system has two drawbacks:

1. The data base is often out of date regarding 
certain license applicants; and

2. A programming limitation precludes sorting 
distribution licenses by exporter.

Thf data base becomes out of date when a final determination
has been made on a license application and that determination
has not been entered into LARS. Until it is entered, an
agent querying the system is told that a company does not yet
have a license when in fact it does or the license has been
denied. The tine lag between a licensing determination and
its entry into LARS may be as much as a month or more. OEA
is attempting to speed up the process of entering current
data into LARS. OEF. agents are aware of this problem and
routinely guard against deception by checking the hard copy
file kept in Washington on each license applicant for an up-to-date
status report. Since a computer printout is not admissible
evidence in court, and only the hard copy file is admissible
evidence, then the agent would eventually have to retrieve
the hard copy anyway. The LARS data base problem only forces
an earlier than normal retrieval of the hard copy for an
ongoing investigative case. The time delay in getting the
hard copy file or accurate LARS data on a licensing applicant
can be a more important problem when an OEE or Customs agent
must make an immediate decision on a shipment detainment or
seizure.

Another LARS problem which affects the investigative process 
in that LARS does not contain information on distribution 
licenses by exporter. As a result, agents must do considerable
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additional work to track these licenses back from consignees 
to the actual exporters. (LARS does sort distribution licenses 
by consignee.) A LARS programming change would solve this 
problem.

B. License Application Screening

The application screen is a file containing an alphabetical 
listing of the names of persons and/or firms which were previously 
denioH export licenses or are suspected of illegal exporting 
activities. Those who are considered a threat to national security 
are also on the screen. Interviews with the SFKO/OEfi agents 
disclosed that this vital function remains an antiquated 
manual process which is subject to human error and oversight.

The manual screening system cannot be maintained and updated 
with the speed and accuracy necessary to provide current, 
consistent, reliable information and data on suspected violators. 
The result is that names are overlooked or not recognized due 
to misspelling or otriission by an applicant. Since the "screen" 
is not automated, agents of both the Customs Service and OEE 
cannot access the system immediately nor can they immediately 
enter data on new violators or suspects. Additional delays 
occur as a result of slow mail deliveries by the U.S. Postal 
Service and Department mail distribution.

The manual system plso provides innumerable opportunities 
for human oversight or error. OEE processes over 75.000 export 
license applications a year. Given this large volume of 
applications, it can be expected that some applicants will 
slip through the screen review process and may obtain licenses 
that would otherwise be denied.

Not much, if anything, appears to have changed since the last 
DIG inspection report outlined screen-related problems similar 
to the ones above. 1TA, in its response to that OIG 
report, agreed that the manual screening process left much to 
be desired. 1TA promised that "priority will be given to 
automation of the 'screen' process, intelligence gathering, 
and internal control needs.... The new automated screen 
process should also be able to go far beyond a simple match 
of names; it should help detect deceptive submissions, omissions 
or substitutions by applicants, or at least flag the .sore 
obvious ones for further review." Despite this ITA promise 
made in July 1982, little or no improvements were apparent in 
the screen process. ITA should carry out its commit<c2nts to 
automate and improve the screen.

C. Licensing Determinations

A number of serious problems exist in the export enforcement 
process because of how and when decisions are made to issue 
or not issue export licenses. These decisions are made by
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the Office of Export Administration, with consultation and 
advice from other Federal agencies, as appropriate. OEE and 
Customs agents, as well as several Assistant U.S. Attorneys, 
pointed out past, current and potential problems and weaknesses 
in the licensing determination process which hamper export 
enforcement efforts. These include:

1. Changing Opinions from Licensing Officers.

Initial written or oral opinions as to whether 
a particular export requires a license have 
been changed at a later date by the same 
licensing officer, or by another who takes 
a second look at the application. In some 
cases, this has occurred after investigative 
resources were expended on the strength of an 
initial opinion to deny a license. Licensing 
determinations have been changed by OEA and a 
previously denied license has been granted, 
yet agents handling a violation or detained 
shipment have not been notified by OEA of the 
new decision to issue the license. Both OEE 
and Customs agents identified specific cases 
where they had spent considerable time on 
investigations and detainments or seizures, 
only to have OEA reverse an initial determination 
that a license should be denied. In another 
case, Customs initially detained a shipment 
while waiting for a licensing determination. 
After OEA gave a verbal opinion that no license 
was needed, Customs allowed the ship to sail, 
only to have to later stop the ship in another 
port when OEA changed its decision and said a 
license was required. This caused considerable 
embarrassment and used valuable staff resources 
which could have been expended on other 
export control cases.

Several Assistant U.S. Attorneys also had serious 
reservations about the accuracy and certainty 
of licensing determinations.. They fear that 
an entire case can be lost in court if licensing 
decisions are made incorrectly or changed when 
a licensing officer testifies in court. Most 
AL'SAs want written, certified statements from 
licensing officers and a complete, certified 
licensing history/search on a company before 
going to court. They still remain concerned 
about the conflicting testimony in the courtroom.

Delays in Licensing Operations.

It often takes weeks if not months Co



Ill

obtain a licensing decision from OEA, or even 
to get a licensing officer to make a site 
visit, when necessary, to look at specific 
products. Much of this is due to the sheer 
volume of export license applications. Delays 
are also due to the large number of items and 
restrictions which are on the control lists 
and the technical evaluations which are 
necessary to make accurate judgements on any 
specific pood to be exported. Decisions to 
grant export licenses for high technology, 
strategic or militarily critical goods or 
technology usually require consultation 
with the Departments of Defense, State or 
other agencies with national security 
interests. This adds time to the licensing 
determination process. It also adds frustration 
and inordinate time delays for investigative 
agents who may need the licensing decisions 
to pursue their cases or detain or release 
shipments.

Such licensing delays can also cause substantial 
financial loss to small company exporters who 
may have their proposed exports detained for 
long periods of time while a licensing 
determination is made. Often small exporter? 
are operating on letters of credit which 
raise their export finance costs with any 
shipn.ent delays. This encourages some small 
exporters to avoid the licensing process 
altogether, and to make illegal shipments 
just to avoid licensing delays. If the 
licensing process were expedited, these types 
of minor infraction cases (i.e., illegal 
exports normally eligible for licensing) 
would disappear from the OEK caseload, leaving 
the more egregious cases for the agents to 
pursue.

Investigative agents have also experienced delays
in getting complete and final decisions on licensing
questions; e.g., a list of exported products
may be sent by an agent to OEA for a decision
on whether a license is needed and was issued
for each product on the list, and OEA will send
back a partial response which covers only some
of the exports on the list. Agents have also
had to wait over a month, in some cases, just
to get a copy of an export license issued by
OEA.
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3. Outside Pressures or Influences on Licensing 
Decisions.

There Is at least a perception -- on the part
of various Customs, OEE and Justice officials
in San Francisco -- that the licensing determination
process may be subject to outside pressures
or influences. Several examples of possibly
improper influence on licensing decisions
were brought to the attention of the DIG
inppection team. Specific cases were cited
where calls from politicians or exporters to
senior 1TA officials were thought to have
resulted in shifts in initial licensing
decisions. While no concrete evidence was
presented to the inspection team that illegal,
unethical or improper influence had compromised
the licensing decision process, there were
enough questions raised to warrant ITA management
attention. If necessary, ITA should improve
its internal controls to reduce the susceptibility
-- and perception of susceptibility -- of
licensing officers to improper influence.

4. Investigative Leads from Licensing Officers 
or Licensing Information.

In some cases, OF.E agents get leads on possible 
export violations from licensing officers who 
come across suspicious applications. However, 
much more information on possible violations 
or illegal exporters could be obtained this 
way if licensing officers consciously looked 
for it.

The OEE Intelligence Division also needs to 
do more analysis of available licensing 
information and past export control violations.

In response to the 1982 DIG inspection report, 
OtE outlined plans to increase and upgrade 
its intelligence analysis capabilities. OEE 
planned to make greater use of U.S. and 
International Coordinating Committee (COCOM) 
intelligence information, LARS and other OEA 
licensing information to develop leads, identify 
diversion patterns and trends, and develop 
cases on possible export violators and illegal 
export targets, importers and foreign government 
or company practices. On this inspection 
trip, we found that little of this crucial 
intelligence and licensing analysis and case 
leads had yet bugun to flow out from Washington 
to the field.
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IV. CONFIDENTIALITY PROVISION OF SECTION ie(cl OF THE EXPORT ADMINISTRATION "ACT fEAA ) OF TT7?—————————"'"——————'

According to Customs officials In San Francisco, the Commerce 
Department continues to delay release of Section 12(c)* 
proprietary business Information. Customs officials complain 
that these delays hamper their Investigative efforts. They 
view these delays as an additional impediment to more effective 
cooperation and coordination between the two agencies. On 
the other hand, UK heaoquartes and DOC General Counsel 
officials deny that the Department delays the release of 
12(c) information to Customs representatives. While the OIG 
inspection team was unable to pinpoint the precise reasons 
for this divergence in opinion or perception, we believe that 
the situation -- whether real or perceived -- warrants ITA 
management's prompt attention.

Neither Customs nor OEE officials were able to outline the 
causes or extent of the delayed 12(c) release problem. There 
are a number of possible causes for the delays, Including 
Commerce's treatment of Customs requests as requests for use 
of 12(c) Information for public disclosure purposes, rather 
than just for Internal Customs' Investigative use. Delays in 
getting 12(c) information out to Customs agents in the field 
may also be due, in part, to delays in transmitting that 
information between OEA and Customs personnel stationed at 
OEA and among the various Customs headquarters antf field 
offices which handle the requests for information.

Customs officials also indicated their belief that Commerce's
narrow legal interpretation of 12(c) may be causing some
delays in the release of this vital information. Commerce
OEE headquarters and OGC officials advise that this Is not
the problem. These DOC officials were also unclear as to why and
If, in fact, there are delays in 12(c) information being
released to Customs.

Until this problem -- whether real or perceived -- is 
resolved, we believe that 1t will remain as another barrier 
to improved cooperation between OEE and Customs.

Commerce should take action to review the entire 12(c) 
information release issue and ensure that this Information is 
more quickly available to appropriate Customs officials. The 
proposed interagency memorandum of understanding should 
clearly outline the conditions for release of 12{c) information 
to the satisfaction of both agencies.

'Section 12(c) of the Export Administration Act of 1979, as 
amended, protects the confidentiality of proprietary business 
information submitted to ITA under the Act; e.g., information 
which businesses must submit on export license applications.
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V. ADMINISTRATIVE ENFORCEMENT ACTIONS

In addition to criminal prosecution, violators of the export 
control laws can be subject to administrative enforcement 
actions. These Include warning and charging letters. OEE 
will refer cases to the Departmental Office of General Counsel 
for Initiation of administrative proceedings. This Is usually 
done once OEE determines that criminal prosecution 1s not 
warranted nor likely to succeed. OEE agents prepare the 
draft warning or charging letter with recommendations for 
administrative action or penalties and send them to Washington 
for review and final action.

Warm' ng letters are used for less serious Infractions of the 
export Taws, They provide guidance for the person or company 
which committed the violation; they point out what was done 
Improperly and warn against further Infractions which could 
result in stronger administrative sanctions or criminal 
prosecution.

Charging letters are Issued for more serious violations of 
TKe export Taws and regulations. They usually levy fines, 
suspend or deny an existing export license or export 
privileges for a fixed period of time. The OEE field office 
prepares the Initial draft of the charging letter and recommends 
specific fines or other administrative sanctions. These are 
also reviewed in OEE Headquarters and OGC. A hearing may be 
requested and held before an administrative law judge before 
the final administrative sanctions or order 1s Issued to the 
exporter.

Based upon our discussions with SFFO/OEE agents and our 
observations, there appear to be problems with OEE's and the 
Department's present system for handling administrative 
enforcement actions.

A. Most Importantly, the Department has not developed a 
strong, effective administrative remedies system for Its 
export enforcement program. Administrative enforcement 
actions could be a far more effective tool in both preventing 
further more serious infractions of the law, and in strengthening 
criminal cases against specific, repeat offenders. SFFO/OEE 
investigators are primarily Interested In criminal prosecutions, 
administrative actions are mainly an afterthought to closeout 
a case. Once administrative action recommendations are sent 
to Headquarters, they are frequently watered down, or fines 
and penalties waived In legal and administrative hearing 
proceedings. The OEE agents also do not actively push for 
strong and fast action by Headquarters.

B. OEE headquarters has not Issued any specific criteria or
guidelines which the SFFO/OEE Investigators can use in determining
whether to recommend a warning or charging letter, or what type
or amount of fine or civil penalty or export privilege suspension
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1s appropriate. Too much, discretion 1s left up to the Individual 
Investigator 1n recommending administrative sanctions or 
actions. There should be clearer guidance given to the 
agents to assure that their recommendations are proper, not 
subjectively based on their experienc with the specific 
exporter and insure that there is uniformity in sanctions for 
specific offenses.

C. There are both long delays in getting Headquarters action 
on warning and charging letters and a serious absence of 
fee<^ack to the field on final action taken by Headquarters 
on the agents' recommendations for administrative actions. 
Prior to July 1983, SFFO/OEE. issued warning letters directly 
to the violators. In July that policy changed. The field

offices were directed to send their draft warning letters 
to Washington for approval. OEE Heedquarters and the Office 
of General Counsel now review the letters and issue them 
directly to the violators. At th? time of our inspection 
visit, SFFO/OEE had not received bac* copies of any of these 
outgoing warning letters; they did not know if and when they 
were sent out nor in what form. OEE agents could not properly 
follow up with the exporter on any warning letter or Include 
the letter in the case file for later reference in the event 
of further infractions. The agents also need a copy of the 
final warning letter to properly close out a case. (We 
understand this problem was discussed at the SFFO training 
session which was held following the 01G inspection. Corrective 
action was promised by Headquarters.)

Similar problems exist with headquarters' handling of the 
charging letters. We were advised it takes an inordinate 
amount of time to get final action on a charging letter and 
administrative sanctions. Once the final decisions are made 
on specific fines and penalties, tne field office is often 
not notified of that action or does not receive a copy of the 
final charging letter and order.

There is a need for 1TA and the Department to take a look at 
expanding its use of administrative enforcement actions and 
strengthening the operating system whereby decisions are made 
on these actions. One possible option may be to have a 
centralized office in OEE Headquarters handle all administrative 
actions once they are referred from the criminal investigators. 
This would free criminal investigators to do what they do 
best, and give one office the responsibility and mandate to 
develop and operate a strong administrative remedies system 
which should be an effective part of any export enforcement 
system.

The OIG Inspection team asked Customs how that agency 
handles their administrative sanctions. The San Francisco 
Customs Office told us that once criminal prosecution 1s 
ruled out or otherwise precluded, the case is immediately 
referred to « separate office of Customs -- Fines. Penalties
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and Forfeitures -- for administrative action. This may be an 
approach that the Department should consider.

VI. STAFF CONCERNS

The strength of the SFFO -- the swift development of prosecutable 
cases -- appears to have ridden on one primary factor: the 
quality of the SFFO agents: their experience, ability and, 
above all, their motivation to apply their skills diligently.

These fortuitous circumstances may end. The agents may leive, 
for two reasons:

1. Law enforcement authority may not be forthcomlnj; «nd,

2. The office's impacted grade structure leaves no room 
for promotion.

Of these two reasons, the authority Issue is most important. 
All agents stated that they would seriously consider leaving 
if they foresaw no granting of law enforcement authority for 
themselves. No one stated that they would leave because of 
lack of promotion potential but such lack of support exacerbates 
their sense of futility.

If many of the staff left, it would probably be difficult to 
replace them with agents as qualified or dedicated.

VII. HEADQUARTERS DIRECTION AND GUIDANCE

Headquarters direction and guidance to the SFFO are Insufficient. 
Guidance which the agents require is often either missing or 
misdirected. SFFO_either establishes its own policy and 
hopes for the best or works around awkward requirements. 
SFFO agents have requested, but did not receive, guidance 
from Headquarters on the following topics: consensual 
monitoring; format for report writing; limits in the use of 
the Imprest fund; the application of the 12(c) provisions; 
administrative subpoenas; property detainments; purchase of 
equipment for a "sting" operation.

Where guidance has been Issued from Headquarters, it has 
caused problems in at least one instance. Headquarters 
recommended the use of checks, payable to the informant, an 
indiscreet arrangement which limits the utility of the 
confidential fund.

There is also a lack of coordination between SFFO and Headquarters. 
After SFFO opened a case on a subject. Headquarters opened a 
case on the same subject, apparently unaware of the SFFO 
action. As standard procedure, the SFFO does not coordinate 
with Headquarters on the leads it receives directly from 
local businesses. Such coordination should take place between 
all OEE offices to avoid duplication of effort and to share
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Investigative Information where appropriate. The reason for 
less than adequate guidance and coordination from Headquarters 
may be the preoccupation of OEE senior managers with Congress, 
Customs, and other outside parties In trying to maintain and 
Increase OEE's role In export enforcement. Also, the Deputy 
Assistant Sec.-etary's staff Is perceived as lacking first 
hand knowledge of the fundamental tasks and methods of operation 
of investigators. While these causes are speculative, they 
merit consideration in the process of trying to solve the 
guidance and coordination problems.

No Overall Cxpo r_t__Enforcement Strategy

The inspection team was surprised to learn that the SFFO SAC 
and agents wtre unaware of any national export enforcement 
strategy which had been developed to slow the illegal leakage 
of U.S. high tecnnology. SFFO was unaware of the studies 
conducted by the U.S. intelligence community to identify the 
USSR's strategy, specific targets and techniques to 
illegally attain U.S. high technology. They were also unaware 
of any counter-strategy which had or was being developed by 
the U.S. Government to prevent this leakage. The SFFO has 
received no counsel from OEE Headquarters on the overall U.S. 
enforcement strategy or on Soviet targets and techniques for 
gaining illegal U.S. exports. They should. This knowledge 
of Russian strategy, patterns of behavior and operations could 
prove helpful in their handling of SFFO cases which may 
Involve some of the same tactics, principals, diversionary 
routes or targets identified elsewhere.

VIII. ADMINISTRATIVE MATTERS 

A. imprest Fund

The inspection team performed a cash count and verified the 
various outstanding obligations and advances. There were no 
discrepancies found. However, we are concerned that:

o There is a lack of internal controls over the imprest 
fund in that no unannounced verifications of cash 
balances are performed as required by Section 1008 
of the manual of procedures and instructions for cash.

o A review of vouchers paid from the imprest fund disclosed 
disbursements in excess of $150.00 for single transactions 
were made without written authorization from the 
disbursing officer as required by Section 0701 of the 
manual of procedures and instructions for cashiers.

o Our analysis of imprest fund transactions indicate
that the fund was established 1n December 1982. Based 
on reimbursements requested 1n the past eight months, 
the average expense paid out of the imprest fund is 
about 1300.00 a month. This was due to so»e purchases
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of fixed assets. Since the office will no longer 
purchase these assets, the fund could easily be reduced 
from $500.00 to $300.00 without Impairing Its usefulness.

B. Confidential Fund

A SI.000.00 confidential fund was established 1n March, 1983. 
There have been no disbursements except for $6.60 1n bank 
charges for printing of checks. This amount was returned and 
credited in August 1983. As of August 2, 1983, the fund 
balance was still $1,000.00. Since there were no disbursements

for the past nine months, it appears the organization does 
not need the fund. The SAC does not anticipate use of the 
fund due to procedural restrictions Imposed by OEE headquarters 
which state:

"Checks to confidential Informants shall be made payable 
to the confidential informant." Alternative payment 
procedures which allow an Informant to be paid 1n cash 
are cumbersome, time-consuming and self-defeating.

C. Time and Attendance

Time cards are not signed by a supervisor.

D. Security Clearances

At the time of our Inspection, specific agents of the San 
Francisco OEE had been granted clearance to permit access to 
Information and material up to and Including "Secret." OEE 
agents need to have access to Information 1n connection with 
their mission up to and including "Top Secret." The majority 
of agents interviewed had previously been granted "Top Secret" 
clearances 1n connection with their former positions. These 
clearances can usually be transferred or updated with little 
additional time or expense to the agency.

E. Travel

We found that travel policies and procedures are administered 
appropriately. A limited review of travel vouchers revealed 
no problems.

F. Overtime

We detected no problems regarding the use of overtime.

IX. OTHER MATTERS

A. In-House Legal Expertise

The inspection revealed that the SFFO Investigators would 
benefit from having direct access to designated attorneys (or
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other experts) who have a detailed knowledge of the Export 
Administration Act (EAA) and regulations. One AUSA mentioned 
to our Inspection team that two OEE Investigators he had 
worked with on a recent case "did not know the law" and 
"needed legal support.* Some OEE Investigators said they need 
More timely answers to Questions concerning Interpretation of 
the export law and r'ju'.atlons so that they can react accordingly 
In the field and not waste the time of an Assistant United 
States Attorney. A tew of the SFFO Investigators are extremely 
knowledgeable about the Act and regulations, but they are not

always available to answer the questions of the other Investi 
gators. Although there are now one or two attorneys 1n the 
Office of General Counsel who generally handle requests for 
legal opinions from OEE investigators, we were told that 
their responses have been either nonexistent or slow. 
Additional legal support should be provided, 1f possible.

B. Postal Inspections

The U. S. Postal Service keeps records of mailings which only 
postal Inspectors have access to. An agent in SFFO, a former 
postal Inspector, had arranged a meeting in Washington, D.C. 
with the Postal Service to discuss DEE access to Postal 
Service records. The SFFO agent had planned to review USPS 
export and import declarations to Identify mailing and 
operating patterns of illegal exporters. On September 9, 
1983, the SFFO agent was told to cancel the meeting with the 
Postal Service because the Office of General Counsel was 
going to pursue the matter. SFFO office has heard nothing since.

Since access to Postal Service records would assist investiga 
tions, OEE should follow up to explore a cooperative effort 
with the U.S. Postal Service.

C. Office Equipment

The work flow In the office is Impeded by a faulty copying 
machine and lack of a word processor. The copying machine is 
£ bottom-of-the-1 ine xerox. It Is slow when it is working 
well, but often quits altogether, or worse, destroys any 
original document it Is copying. There 1s a heavy copying 
workload, and the troublesome machine extends the time required 
to get work done. Sometimes copying which should be done is 
not done, leading to such problems as not having a copy of an 
investigative report available because the Assistant U.S. 
Attorney had to have the original before a copy could be made.

When the xerox machine destroys a typed original, there 1s no 
word processor available to quickly reproduce the original 
from document storage. The original has to be re-typed all 
over on an IBM selectric, the only machines available in the 
office. Typing workload 1s heavy. With only one clerical 
person on staff, the result is many agents doing their own 
typing to the detriment of direct investigative time.
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RECOMMENDATIONS

1. OEE should continue to pursue several paths at the same 
time to resolve the law enforcement authority problems of 
OEE agents. These Include:

a. Obtain from the Department's General Counsel a written 
opinion on the OEE agents' law enforcement authority. 
OEE may want to forward this opinion from Secretary 
Baldridge to Justice for concurrence.

b. Disseminate to OEE agents materials which discuss
the issue of tort claim Immunity for Federal employees, 
as well as the regulations issued by the Department 
of Justice on when they will defend a Government 
employee 1n a lawsuit based upon his or her official 
conduct.

c. Actively pursue passage of legislation giving OEE 
agents law enforcement powers and authority.

d. Continue to pursue Special Deputy or Deputy U.S.
Marshal law enforcement authority by executive action, 
if legislative authority is not imminent.

2. OEE and !TA should aggressively pursue negotiations with 
the U.S. Customs Service to complete a memorandum of 
understanding which will delineate the export enforcement 
responsibilities and jurisdictions of the two agencies. 
Including domestic and overseas Investigative work. It 
should provide a framework in which OEE and Customs can 
resolve problems, tensions and duplication of effort 
which have been outlined in this report.

3. In addition to seeking a signed memorandum of understanding, 
OEE should take iamediate action to reduce tensions with 
the Customs Service, especially in the San Francisco 
area. This means a deliberate effort by the managers of 
both agencies to de-escalate the Interagency rivalry at 
all working levels. Specifically, 1n the :>an Francisco 
area, OEE should actively work with the Customs Area SAC 
and the Assistant Regional Commissioner for Customs 
Enforcement to reach agreement on Improved SFFO/OEE- 
Customs cooperation and support. This includes renewal 
of Customs warrant assistance on OEE cases, agreement 
on investigative jurisdictions, better exchange of case 
information and leads, and stronger case as-iagement on 
joint cases.

4. A number of recommendations are made to Improve ITA/OEA's 
licensing operations. These Include:

a. Necessary changes should be made in LARS to ensure 
that the most current license Information 1s readily 
available and distribution licensing Information can 
be obtained by exporter.
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b. The license application screen should be fully 
automated.

c. Intelligence and licensing officer analysis of the 
screen, other licensing Information and past export 
violations should be improved to provide OEE agents 
with leads on possible export control violations.

d. The licensing determination process needs to be
streamlined and adequate Internal controls should be 
put in place to reduce the susceptibility of licensing 
officers to improper influences. Improvements must 
be made to correct the following problems: (1) changing 
opinions from licensing officers; (2) delays 1n 
obtaining licensing decisions, certified statements 
and copies of licensing documents; (3) outside pressures 
and ITA management's actual or perceived interference 
1n the licensing determination process; (4) deficiencies 
in current licensing data collection and analysis, as 
outlined in this report.

5. OEE and OEA should pinpoint the precise reasons for
Custom's perception of inordinate delays 1n release of 
12(c) information and take action to ensure that this 
information is routinely made available to Customs agents 
as expediously as possible. ITA should also review the 
12(c) release policy and procedures with a view towards 
determining if the process is adequate to provide prompt 
access to all appropriate law enforcement officials, 
.incl udi ng OEE agents.

6. Higher priority should be given to the effective use of 
administrative enforcement actions. ITA and the Office 
of the General Counsel should explore ways to 
improve the present system, including:

a. Ensure that OEE agents, and OEE and OGC management, 
understand and use administrative remedies In a 
manner to best prevent export control violations and 
to strengthen future Investigative cases. Administrative 
remedies should be a vital part of the overall OEE enforcement 
strategy, and not just an afterthought when criminal 
prosecution does not work out.

b. Issue clear criteria and guidelines for use in determining 
appropriate warnings, fines and other penalties.

c. Expedite Headquarters action on warning and charging 
letters, and providing adequate feedback to the field 
on that action.
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d. Consider possible organizational changes in the handling 
of administrative remedies, including centralization 
of responsibility.

7. OEE should review its organizational and grade structure 
to create a better career ladder and promotion potential 
for its best agents, if at all possible.

8. OKK Headquarters should develop written policies, guidelines 
and procedures for use of all OEE investigators and 
operating units. OEK agents and staff should not 
continue in an ad hoc operational mode. Improved support 
ami coordination between OKF. Headquarters and the field 
are also needed.

9. OEK Headquarters should provide appropriate information 
and guidance to the field on the overall national export 
enforcement strategy, including specific Soviet targets 
and techniques to illegally obtain U.S. high technology 
and other exports.

10. Improve in-house legal advice to OEE agents. This could 
be accomplished by designating one or two OEE or OGC 
attorneys (or other experts) with detailed knowledge of 
the Act and regulations to expeditiously handle inquiries 
from OEE investigators.

11. To correct imprest and confidential fund problems, OEE/SFFO 
should:

a. If possible, designate another employee as cashier and 
the SAC should perform unannounced verifications of cash 
balances, as required by Section 1008 of the manual.

b. Account for all fixed assets purchased out of the Imprest 
fund and add them to the inventory list of accountables.

c. Reduce the imprest fund from $500 to $300.

d. Either redesign the confidential fund to more readily
allow for cash payments, or eliminate the fund and return 
its contents to the Treasury.

12. The SKKO SAC should certify time cards.

13. Security clearances of agents should be upgraded to TOP 
SECRET.

14. SFFO's office equipment should be upgraded If at all
possible. This includes providing a word processor and a 
better copying machine.
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Senator NUNN. The report had several positive things to say 
about the San Francisco field office. First of all, they stated that 
the office is staffed with highly qualified well-motivated investiga 
tors. Second, the investigative reports are timely, thorough, and 
substantive. Third, viable law enforcement training and equipment 
are being provided for agents. Fourth, working relationships be 
tween the team leaders and staff are very good.

I am pleased to note all of these improvements, and some of 
them are directed exactly to the points we were critical of, which 
you referred to as improving. As one of those that was most critical 
of previous Commerce Department efforts, I want to call that to 
the attention of the people who are interested in this area because 
I think that is something you ought to be commended for. I am 
sure, Mr. Wu, you had a good deal to do with that.

There are still some areas that need improving, according to that 
IG report, and I want to go into a couple of those.

One of the criticisms had to do with the level of cooperation be 
tween Customs and Commerce, quoting directly from the IG report, 
"First, lack of law enforcement authority seriously impedes effec 
tive enforcement of export controls by the San Francisco Office of 
Export Enforcement." I assume that is lack of law enforcement au 
thority by your Commerce Department.

Mr. Archey, do you want to respond to that?
[At this point in the hearing, Senator Chiles entered the hearing 

room.]
Mr. ARCHEY. I would and I would like Ted to join in I think the 

San Francisco office situation is a bit unique because of the fact 
the U.S attorney's office has required that all enforcement actions 
must be in conjunction with Customs because of lack of ability of 
authority to issue search warrants. And they made some other 
points about the coordination on information, et cetera.

I think the issue of our inability to have search warrant powers 
has, in fact, impeded us. I don't think it has ever prevented us 
from going in for example, the concern that evidence will be de 
stroyed, we have no evidence to indicate that has been the case. In 
fact, we do feel that having appropriate enforcement authority to 
efficiently perform our mission is important.

Ted, do you want to add to that?
Mr. Wu. Senator, as you will recall, back in May 1982 when your 

subcommittee conducted the hearing and subsequent findings, I 
mentioned to your very competent staff Mr. Asselin and Mr. 
Fry when they interviewed me when I was Assistant U.S. attor 
ney in California, that the basic police powers are very helpful to 
any law enforcement organization, especially in an area involving 
national security and export.

While it is true that as our performance record reflects, that the 
current lack of such powers hasn't necessarily impeded us, I be 
lieve that our efficacy can be further strengthened and improved if 
we have those powers and, thus, consistent with the findings of the 
IG's report as to the need, and to the finding of the subcommittee 
as to the need. At the very first stage of our reestablishment of the 
export control emphasis in the Department of Commerce, as early 
as December 1982, we initiated steps to procure basic law enforce-

37-784 O-84  9
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ment power through the various channels, administrative, as well 
as contemplating possible legislative measures.

In that respect, we wrote to the Justice Department and we also 
wrote to the U.S. Marshals Office asking for temporary deputiza- 
tions as an interim measure. As far as whether or not the lack of 
such power could, in particular situations downstream, impede a 
particular operational situation, I would say that there is a distinct 
possibility that such a situation could happen.

For example, right now, if we need to execute searches, we would 
have to consult with the Customs Service and the U.S. Marshal 
and possibly the FBI if we were operating jointly with the FBI on a 
mutually interested situation. Assuming that all plans were prop 
erly made, still we would not be able to meet a last minute change 
on the part of the offender, should they want to export somewhere 
else, should there be other unexpected things.

I think it is good sense for OEE agents to have police powers 
from the standpoint of efficiency and from the standpoint of agent 
morale. These agents, as shown by their performance, are qualified 
experienced agents and they do not want to be treated as second- 
class citizens, and I think it would be very difficult for us to contin 
ue to maintain high morale and retention of these qualified and 
well-experienced agents.

Senator NUNN. Speaking for myself, once we solve this whole 
question of who is going to do what in this Commerce/Customs 
area if, indeed, Commerce does end up with a permanent law en 
forcement-type duty in export control, I would agree with you. I am 
not prepared to agree with you until that is solved.

As you know, there is considerable difference between the Senate 
and the House in that respect at this stage, and until it is re 
solved but we have been through the same thing with the Labor 
Department.

Mr. Wu. Yes, Senator.
Senator NUNN. Nr>w there is very great difficulty in being able to 

carry out their quasi-law enforcement responsibilities in some of 
the areas involving organized crime without having that law en 
forcement authority. At some point, depending on the outcome of 
all of this, I may be wiling to address that.

Have you, indeed, asked for any law enforcement authority 
through the administration?

Mr. Wu. That issue was not addressed with respect to proposed 
legislative measures.

Senator NUNN. Is the Commerce Department seeking that au 
thority through the administration?

Mr. ARCHEY. The Department, as you just noted, is looking at it 
in the context of overall enforcement authorities and Labor is one 
that is cited, and the Justice Department is looking at it across the 
board.

Senator NUNN. The next question I will ask of you, Mr. Archey, 
and then Mr. Walker, the IG report also said:

Coordination and coooperation between the Office of Export Enforcement and 
Customs Service in the San Francisco area are not good. Immediate aggressive lead 
ership and action are needed from both agencies to improve working relationships 
and eliminate or minimize the problems arising from the same or from the inherent
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interagency rivalry generated when two agencies have the same mission and over 
lapping responsibilities.

Mr. Archey, this was a September 1983 report. How do you re 
spond to that at this point?

Mr. ARCHEY. I responded rather quickly when I got that report.
Senator NUNN. Again, this IG report is out of the Commerce De 

partment.
Mr. ARCHEY. I brought in all three directors of the field office 

and even though it was only directed at one office, I had all three 
in. I had them all read the report and said, "You know, you guys 
don't have to repeat all the screwing up we are doing, and pissing 
and moaning we are doing at the headquarters; why don't you 
work right at the local level."

No. 2 is, what I said was that we are going to be clear about how 
we work, and we are not going to wait for an MOU, and we made 
some personnel changes that I think have improved.

We will be having relatively soon a new director in the San 
Francisco field office. I think the MOU is going to help.

Senator NUNN. You told him to do as you say and don't do as 
you do.

Mr. ARCHEY. I said don't follow this example is what I basically 
said. I should have said it in a much more pristine way, but the 
point I would get at is, whenever these come before me, I don't 
think there is any reason to do it that way, and we are going to not 
only put in a new director, the fact is, we are going to have this 
exchange of cases that will probably have a lot of effect at the local 
level.

The other thing is that Customs is a much more decentralized or 
ganization, in terms of investigations, than we are. Having been at 
Customs, these things are not unusual in terms of that kind of turf 
thing. It has been exacerbated by the fact that our people, as Ted 
has alluded to, have had a feeling that because of lack in some of 
those enforcement authorities that they are the junior varsity.

I think when this thing ends up in terms of legislation, and the 
President's directive 2 weeks ago, I think these things are going to 
go away.

Senator NUNN. Mr. Walker, how would you respond to the IG 
report as of September 1983? Is that still the case, as you see it, out 
in the field?

Mr. WALKER. My understanding is that the situation has im 
proved. First of all, there was a personnel change in that office, 
and the special agent in charge now has specifically addressed the 
problem of cooperation. So I think the information may be a bit 
outdated, as we view it today.

I continue to believe that as we work more closely together and 
our discussions are frank and full at the headquarters level that 
we will uncover these problems and address them as they occur. 
We are working closely with Commerce now to try to resolve the 
differences, as I alluded to in my testimony. I think this will im 
prove cooperation across the board as it filters down to the field.

Senator NUNN. Another finding of the Commerce Department IG 
report was that the Office of Export Enforcement operational poli 
cies and procedures are generally nonexistent. The few that exist 
are communicated to the field in a piecemeal manner.



126

Mr. Archey, how do you respond to that?
Mr. ARCHEY. When I saw that, that was the one finding for 

which I brought in all of the field directors. It was a mixed bag. 
Some did not agree; two of the other directors did not agree with 
the person from the San Francisco office.

We have, in fact, a series of policy and information directives. 
We are putting out this month an agency review that deals with 
all those existing things and operational guidance. We have also 
gotten into the mode of dealing with a much more focused strategic 
strategy as to what we are going after and what good cases have 
been articulated subsequent to those findings. We have had, in fact, 
a week or 2 weeks after the report came out, we had a 2 week spe 
cial program for our agents and for the heads of the field offices to 
deal with those issues and to also invite their participation in the 
formulation of our own priorities in headquarters because the 
people in the field have a very good sense of what some of the prob 
lems are. That has been incorporated.

I think there may have been also a little bit of concern about the 
fact there may be some policies they didn't like in terms of dis 
bursements, in terms of confidential funds and things along those 
lines.

In terms of policies dealing with what are the priorities, I think 
that is clear now.

No. 2 is I think they are very aware of operational issues. There 
was also some concern about getting cars and getting the authority 
to buy them and then have to lease them and then there was a 
delay in getting those. Those all got compounded, all got kind of 
incorporated into the same bag.

I think all of the concerns that were raised in that area have 
been addressed, and I think they have been addressed directly and 
systematically, and some of our priorities were changed as a result 
of that 2 day meeting I had with the directors of the field offices.

Senator NUNN. The Inspector General report also comments on 
something Senator Chiles and I have been very involved in and 
that is the whole question of whether we should really have two 
agencies out there on export control matters as opposed to licens 
ing.

On that point, the report says, and I am quoting the record:
If both agencies, Customs and Commerce, did not have the mandate to do so, it is 

unlikely that the present dual enforcement system would be proposed as the most 
efficient and effective way to get the job done.

Continuing the quote:
There is no apparent reason for both the Commerce and Customs to be involved 

in export enforcement. One agency could do the job just as well or better than two 
given the necessary manpower, authority and resources. After witnessing the in 
creasingly strained relations between Customs and OEE agents working in export 
control cases, this conclusion is even more apparent.

Of course, that was exactly what our subcommittee found in our 
hearings and our recommendations followed from that finding. Mr. 
Archey, how do you respond to your own Inspector General's report 
on that?

Mr. ARCHEY. It is always nice to be bagged by your own Depart 
ment. I totally, 100-percent disagree with that, and told the IG's 
Office because I don't think they knew what the hell they were
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talking about. I will say why and I said it yesterday in a hearing. I 
would submit to you that the coordination problems that would 
ensue, whether the licensing function is in Commerce or in some 
other department, the licensing function, given its mission, has to 
have an enforcement arm. It has to have an ability because most 
licensing decisions have an enforcement implication.

Senator NUNN. Why is that not true in the State Department 
with their licensing provisions on the military side?

Mr. ARCHEY. I will tell you, I think there is a very big difference. 
First of all, OMC list is much, much  

Senator NUNN [interposing]. What does that mean?
Mr. ARCHEY. Office of Munitions Control. You are talking pure 

weapons, pure military. The size of the list they deal with is dra 
matically smaller than what the dual-use commodity control list is. 
Second thing is, it already is in control in terms of who produces 
them, compared to when you talk about how many integrated cir 
cuits are being produced, and how many companies are producing 
them in this country, or producing various kinds of computers 
versus people who are producing pure weapons-related systems. I 
think the third point in terms of difference is that the licensing 
label of OMC I am not sure what the numbers are now, it is dra 
matically less than what we had. We licensed about 95,000 applica 
tions last year. In February of this year we were running annua- 
lized at a rate of 140,000 and it is getting bigger because I would 
submit one of the biggest factors, maybe not the biggest but an im 
portant variable, has been the Exodus Program that John alluded 
to.

I think a lot of companies that didn't know they needed licenses 
are not starting to come into the licensing process. Two, I think we 
are getting people in the licensing process who normally wouldn't 
want to get in the licensing process, but they are afraid they are 
going to get caught by Customs on an outgoing inspection. A lot of 
it is people who didn't know they required a license.

I think the other point I would like to make is that in terms of 
how the function is done, hew it is conducted, prelicense checks, it 
would take months if the program were separated for somebody to 
get used to knowing how to get those license checks which con 
signees, which customers, to even determine that you ought to 
have a prelicense check.

No. 2, Senator, I would say this in terms of our internal thing, it 
has taken us Ted, and me, and some of the people on the licens 
ing side it has taken us a good part of the last year to bring the 
licensing and enforcement function together so we can have this 
joint analytic group with engineers looking at applications along 
with investigative people.

I also would say to you that in terms of the ultimate coordina 
tion of should this be licensed or not, if it is in a separate depart 
ment, I think you are going to have enormous problems.

Last, I think what it will do is, an organization that has an en 
forcement function and different organization that has the licens 
ing, there is going to, I think, be a tendency to go one of two ways. 
The enforcement organization is going to become extremely cau- 
t'ous about what gets licensed and there is going to be in turn 
enormous delays for legitimate clear, above-board licenses in trade.
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Or you are going to have a problem in which a lot of things get 
licensed because it didn't get that review this isn't saying any 
thing about Customs, I am saying wherever that would be. I am 
saying I think on the basis of the experience of the last 2 years of 
our Department whereby for the first time we are seeing how, in 
fact, symbiotic that relationship is between enforcement and licens 
ing. I think if that were to change now, it would be the ultimate 
detriment to the national security, and I think simultaneously to 
the detriment of the national security, and I think would dramati 
cally, at least over the short term, impede legitimate trade.

[At this point in the hearing, Senator Chiles withdrew from the 
hearing room.]

Senator NUNN. Mr. Walker, what do you say to that Inspector 
General finding?

Mr. WALKER. The President has made a determination that we 
would pursue, in effect, a dual agency  

Senator NUNN [interposing], I will just ask your personal opin 
ion on it. I am not asking you to speak for the President or even 
the Department at this point, but just your view of it.

Mr. WALKER. I feel Mr. Archey's arguments in favor of dual- 
agency responsibility here are probably exaggerated a bit. I can see 
that a reasonable decision might also be that it could be done by a 
single agency, and I can see a reasonable approach being that it 
could be done by Customs.

I do think that with the dual-agency approach, we will work to 
gether, and we will do the best we can. That is a judgment being 
made by others.

As far as the Arms Export Control Act is concerned, we do carry 
out that function, that enforcement function. We work very closely 
with State. They handle the licensing function; we do the enforce 
ment work.

Senator NUNN. Do you see this big distinction between the arms 
export area and the dual-use area that Mr. Archey makes?

Mr. WALKER. No, I don't. Indeed, as Customs operates, we are 
very often enforcing, and investigating violators of both acts at the 
same time. They are exporting dual-use technology, but by the 
same token, since they are, in effect, working for the Soviet Union, 
they are exporting munitions or would be exporting munitions, and 
very often, there is a very fine line between the two.

I think for that reason you will always have Customs involved at 
the border doing these kinds of export investigations. They will be 
doing it for the Arms Export Control Act as well as for dual-use.

As far as the licensing and enforcement function being in the 
same agency is concerned, we are one Government and theoretical 
ly, we ought to be sharing information completely as between de 
partments in the same way we would within a given department.

I don't see that that is an i ^portant distinction that could be 
made here. Indeed, we have seen that even within a department, 
very often there may not be communication between the two 
branches, say the licensing branch, on the one hand, and the en 
forcement branch, on the other.

So, I don't think the arguments that are advanced for keeping 
licensing and enforcement in the same department are that strong 
myself. That is my own view. I think that licensing does imply the
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ability to check the license in advance and to determine whether or 
not the license has been honored after the shipment goes out. That 
is certainly an appropriate role for either the State Department or 
for the Commerce Department, consistent with their licensing re 
sponsibility. It doesn't entail criminal investigative work. It entails 
important questions, for investigations, however, and must be prop 
erly carried out by the licensing agency.

I don't think we at Treasury have ever sought to have that par 
ticular responsibility because it is so deeply tied in with the licens 
ing function itself. We draw the distinction between the prelicens- 
ing check and postshipment verification kind of investigation and 
the criminal investigation of a more traditional sort than Customs 
is used to doing in a whole variety of fields.

Senator NUNN. Thank you, Mr. Walker. Mr. Archey, going back 
just for a moment to the fundamentals of what you are licensing, 
what is your definition as to what needs to be licensed? If you were 
advising a business out there, what their duty is under the current 
law in applying for a license to the Commerce Department for 
export, what is your definition of that; what is the duty of a busi 
ness?

Mr. ARCHEY. That is controlled by regulation. It is explicit. What 
ever is on the Commodity Control List requires a license.

Senator NUNN. Whatever?
Mr. ARCHEY. Whatever is on the Commodity Control List, there 

is very little administrative discretion in making that determina 
tion.

Senator NUNN. How long is that list now?
Mr. ARCHEY. If you look, there is 187 there is a grand total of 

215 CCL's. Now, 187 are controlled for national security purposes, 
either multilaterally or unilaterally. The remainder of that differ 
ence is controlled to a different country so it may not necessarily 
apply to a larger universe.

If you take a look at the 187 CCL's, you are probably talking in 
terms of commodities knowing it is not possible probably to even 
give a specific or exact answer, but you are talking hundreds of 
thousands of products and components and parts.

Senator NUNN. If you are a small business out there just going 
into some advanced technology area, what is your duty under the 
current law in terms of where you would get the information and 
how much responsibility do you have under the current law?

Mr. ARCHEY. It is clearly the responsibility of the exporter to 
know what commodities would be covered. One of the major vehi 
cles that they would discover is the Commerce district offices 
where frequently that is where they go, they get copies of the reg 
ulations, and they get advice from people who know the Commodi 
ty Control List reasonably well.

The other thing, as John mentioned, both of our organizations 
are doing is, we particularly emphasize more the Commodity Con 
trol List and the regulations of what is required. We have met with 
1,200 companies and trade associations in the last 17, 18 months to, 
in fact, convey that message.

I think what we are seeing is now and I think this is shown in 
Exodus the detention rate and seizure rate is getting higher be 
cause, in fact, now when people are being stopped, they are being
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stopped legitimately because they needed a license and they should 
have known that.

And I think the ignorance, if you will, that was prevalent, perva 
sive in particularly the smaller companies 2 years ago is not there 
anymore.

Senator NUNN. Did you take any of your resources from the li 
censing end to put in the enforcement end?

Mr. ARCHEY. No, sir; they were all additional hires from outside.
Senator NUNN. You said you did some shifting around.
Mr. ARCHEY. From other aspects of the International Trade Ad 

ministration.
Senator NUNN. Not from licensing?
Mr. ARCHEY. No; trade development, international policy, and 

others.
Senator NUNN. I want to thank both of you for appearing today. 

I think it has been a very helpful morning of testimony. I appreci 
ate both of you speaking with clarity and with candor. That has 
been enormously helpful to the subcommittee.

Mr. WALKER. Thank you very much, Mr. Chairman.
Mr. ARCHEY. Thank you.
Senator NUNN. All three of you, Mr. Wu, and also thank you to 

your assistant.
Our next witness is Mr. Larry Sumney, executive director of the 

Semiconductor Research Corp. Mr. Sumney, we swear in all wit 
nesses before the subcommittee. Before you take your seat, after 
you get settled there, if you will hold up your right hand.

Do you swear the testimony you give before this subcommittee 
will be the truth, the whole truth, and nothing but the truth, so 
help you God?

Mr. SUMNEY. I do.
Senator NUNN. Mr. Sumney, we already have your testimony; in 

fact, I read it and quoted from it yesterday in questioning some of 
the other witnesses. You have been very cooperative. I understand 
you have a summary of your testimony. We would be delighted to 
receive that now, and we appreciate your help. Your prepared 
statement will be put in the record. l

TESTIMONY OF LARRY W. SUMNEY, EXECUTIVE DIRECTOR, 
SEMICONDUCTOR RESEARCH CORP.

Mr. SUMNEY. Thank you very much. It is a pleasure to be here 
today and have the opportunity to testify.

I should begin by saying that I am now executive director of the 
Semiconductor Research Corp., which is an organization formed by 
semiconductor companies to sponsor university research. Prior to 
this, I was director of the Very High Speed Integrated Circuits Pro 
gram in the Office of the Secretary of Defense for Research and 
Engineering. The VHSIC Program was inaugurated to develop the 
technology for putting more capability than then existed in the 
commercial market, on a small chip of silicon. This was to be done 
in a way that was directrd toward specific military problems, such 
as radiation hardness and signal processing.

1 See p. 262 for the prepared statement of Larry W. Sumney.
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As director of the VHSIC Program, I was immediately faced by 
opposing the objectives of pursuing the program vigorously or rec 
ognizing that our lead could be narrowed or lost ';" the technology 
were to fall into the hands of the adversaries.

The Congress stipulated in its original funding authorization for 
VHSIC that the technology be protected under by International 
Traffic in Arms Regulations, the ITAR, where appropriate. The in 
herent problem is that the steps necessary for technology control 
are those that inherently slow down the development of technology 
and impede its dissemination throughout our industry.

The dissemination of the technology development in the semicon 
ductor industry is very important; from the standpoint of maintain 
ing a competitive edge in the commercial market and exploiting in 
novation. So most of what we do to slow down our adversaries ac 
quisition of technology also, to some extent, slows down our own 
development.

I spent a lot of time trying to resolve this dilemma. The result 
was a carefully crafted set of guidelines, using various control 
mechanisms, to control the various facets of the hardware and the 
technology while minimizing the impact on program development. 
It was a very sound set of controls that imposed the ITAR where 
appropriate. I believe that the VHSIC Program management has 
refined the control system, although I have not seen the final 
result.

Guidance was issued, and all participants were thoroughly 
briefed on the application. As with all balancing decisions, there 
were those that argued what you thought was the middle is, 
indeed, not and you were either too hard or too soft. The decision 
was no exception. One constituent argued that only ITAR should 
apply and then only in the narrowest possible interpretion to pro 
tect the chips themselves.

The other side declared equally vehemently that we should clas 
sify the whole program. It is my perception that this argument still 
rages today, but I strongly feel to take either of these extreme posi 
tions would be a grievous mistake. We realize that you cannot put 
our most advanced technology up for grabs by our adversaries. On 
the other hand, we cannot bring the program to a grinding halt 
since one of its major objectives is to advance technology rapidly by 
over zealous classification. The current guidance could work. The 
progam is on schedule. The Government is in a position to offer 
specifications for VHSIC chips to military systems and subsystems 
houses so that they can begin incorporating them in new weapons 
systems.

Let's not try to fix a system that has been shown to work. The 
system, at this point in time, in my view, needs firm direction to 
resolve who is actually in charge of establishing export control 
policy in the area of high technology.

Senator NUNN. You are saying that the system as now operating 
is working in terms of licensing and export?

Mr. SUMNEY. The situation you run into with the VHSIC Pro 
gram is the actual VHSIC chips do not exist yet. So the policy and 
guidance that I began to formulate when I was there has been in 
limited use and has continued to be refined. It should now be 
firmly established and made to work. To date, it has not seen full
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scale use because VHSIC chips do not exist; but they should begin 
to be available in a couple of months.

Senator NUNN. Are you satisfied with the way the Government 
has handled this program from your perspective?

Mr. SUMNEY. No, about the time I was ready to leave the Depart 
ment of Defense, it was quite obvious a major turf battle was about 
ready to begin between the policy people in Defense and the tech 
nology people.

Senator NUNN. And you were in the Navy, right?
Mr. SUMNEY. I was in OSD when I left.
Senator NUNN. Assigned to the Navy?
Mr. SUMNEY. No; I was assigned to OSD for 2 years and then 

hired by OSD in 1980.
Senator NUNN. As a civilian?
Mr. SUMNEY. Yes, as a civilian.
Senator NUNN. Go ahead about the raging dispute.
Mr. SUMNEY. In essence, the turf battle appeared to be between 

the people on the policy side and the technology people who were 
continuing to have the right to make export control decisions. I feel 
the people on the technology side are in the best position to make 
such decisions. This battle was just beginning when I left.

Senator NUNN. You come down on the side of those in research 
and engineering?

Mr. SUMNEY. I would definitely come down on that side given 
that there is a rational policy for them to make decisions against. 
There needs to be policy guidance, but once policy guidelines exist, 
then I think the technical people are best able to make the deci 
sions.

Senator NUNN. Dp those policy guidelines exist now?
Mr. SUMNEY. Policy guidelines do exist on the VHSIC program.
Senator NUNN. Are you talking about policy guidelines within 

DOD, or are you talking about governmental policy?
Mr. SUMNEY. I am talking about policy guidelines within DOD 

for the VHSIC Program.
Senator NUNN. You are saying the job of the Policy people in the 

Department of Defense should help formulate those guidelines and 
then coordinate with other agencies, but at that point leave it up to 
the research and engineering group?

Mr. SUMNEY. That is my perception. You have to have an appre 
ciation of the technology to be able to make technology decisions.

Senator NUNN. Would you mind furnishing for the record, just 
sort of one sheet paper, the way you would envision the Depart 
ment of Defense appropriately and effectively working in tliis area?

Mr. SUMNEY. Sure.
Senator NUNIT. Along the lines we just discussed.
Mr. SUMNEY. Yes.
Senator NUNN. !t would be helpful before we have our hearing 

next week to have that if we could. Not looking for 10 pages but a 
brief outline of how you would formulate it and, if you were the 
Secretary of Defense, what directive you would give in effect in 
terms of DOD's role in this whole area of technology transfer.

Mr. SUMNEY. OK.
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[The information requested, which was subsequently received by 
the subcommittee was marked "Exhibit No. o," for reference and 
follows:]
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Senator NUNN. How long were you with the Department of De 
fense?

Mr. SUMNEY. I was with the Department of Defense first of all, 
I was a civilian in technology from 1962 to 1982 in the Govern 
ment. I was OSD from 1980 to April 30, 1982.

Senator NUNN. Did you form your own company, or is this a 
company you went with?

Mr. SUMNEY. This company was a new concept which is support 
ed by semiconductor systems companies to do cooperative research 
for the entire semiconductor industry. We have 30 members, in 
cluding IBM, Intel, chemical companies such as Mansanto, equip 
ment companies it is a spectrum of companies.

Senator NUNN. When you were in the Department of Defense, 
what division were you in?

Mr. SUMNEY. I was in OUSDRE, specifically in research and ad 
vanced technology, which is now headed by Edith Martin who just 
came into her job when I left.

Senator NUNN. Is that under the overall auspices of Dick De- 
Lauer?

Mr. SUMNEY. Yes.
Senator NUNN. On page 5 of your complete statement which you 

summarized, you remarked the classification group, and I assume 
this is in the Department of Defense. You referred to lawyers, 
economists and political scientists, and they do not have the train 
ing or background to be deciding major licensing decisions. Will 
you tell us what classification group you are referring to?

Mr. SUMNEY. The group I was referring to in that statement 
would be the individuals in the office of the Deputy Assistant Sec 
retary for International Economic Trade and Security Policy who 
report to the Assistant Secretary for International Security Policy.

Senator NUNN. And you are saying you do not believe they are 
qualified to make licensing decisions?

Mr. SUMNEY. No, I do not think they have the technical back 
ground to make those decisions.

Senator NUNN. Your preception is they are, indeed, making 
those decisions?

Mr. SUMNEY. I think what is happening is many decisions simply 
aren't being made; they are being held up and there has been sig 
nificant delay in the process. The effect of such delay is they, in 
fact, do have the control by simply introducing delay.

Senator NUNN. We heard testimony yesterday that DOD, 
through its recent directive on technology transfer matters, will 
have balanced input on export control issues from Defense, Re- 
seach and Engineering as well as International Security Policy. Do 
you believe this counter-balanced policy, dual responsibility will 
work?

Mr. SUMNEY. Senator, my own perception is, given the personal 
ities that are involved, it would take an awful lot of effort to make 
it work, and I would be very doubtful it would work in the near 
term.

Senator NUNN. During the time you headed the VHSIC Program, 
did you notice a dispute beginning to take place within the Depart 
ment of Defense?
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Mr. SUMNEY. Yes, I did. That was just starting, I would say, in 
the December timeframe, say December and January of 1981 and 
1982.

Senator NUNN. Was this based on policy, based on personality, 
was it based on philosophy or all of the three?

Mr. SUMNEY. I think it was a combination of the things. I think 
it was based essentially on strong personalities in policy trying to 
assume a more dominant position in making licensing and export 
decisions.

Senator NUNN. Is there similarity in the export control approach 
by DOD to the VHSIC program to the DOD approach with the 
Cocom computer item list?

Mr. SUMNEY. Well, I have to give a two-part answer to that. -I 
think on the policy side, yes, in both cases the policy people have 
been overly conservative. On the technical side, I would have to say 
no, because I think with respect to microcircuits, there was a com 
mittee that was established that did an excellent job in formulating 
guidelines.

In the area of computers, I don't think the technical people have 
their house in order.

Senator NUNN. In terms of the jursidictional dispute in the De 
partment of Defense, how does that play in industry in terms of 
the effect on industry and on exports?

Mr. SUMNEY. The problem that you have from my perspective is 
industry does not perceive somebody to be in charge and so there is 
a lot of confusion, there is a certain amount of fear and trepida 
tion.

I think, for the most part, industry fears criticism; fears to criti 
cize because they perceive there may be recrimination and the 
result, again, is delay.

Senator NUNN. Recrimination by what agency?
Mr. SUMNEY. By whoever would be put in charge eventually. 

There is a possibility if the wrong group gains control, there could 
be recrimination.

Senator NUNN. Do you believe any one agency should play a 
dominant role in the export control arena in licensing cases or re 
viewing lists or programs such as VHSIC? Do you think one agency 
ought to be dominant or do you think it ought to be a multiagency 
approach?

Mr. SUMNEY. I think there has to be some aspect of multiagen- 
cies; but, somebody has to have the ultimate responsibility. If you 
don't have that, if someone doesn't have ultimate responsibility, 
you have this interminable delay which is just unacceptable, I 
think, on the part of the industry people.

Senator NUNN. We had testimony from Mr. Root yesterday 
morning that basically expressed the view that paragraph 10(g) of 
the Export Administration Act should be repealed. That is the 
paragraph that requires the President to overrule specifically, I 
think, in writing the report to the Congress any DOD objection to 
export.

Do you have any feeling on that paragraph 10(g) of the Export 
Administration Act, whether it should be in or whether it should 
be repealed or altered?
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Mr. SUMNEY. Certainly it is a powerful tool for Defense in that it 
gives them review and decision power subject to escalation to the 
President. I think when technology people are in charge, and when 
they were in charge, and if they felt, for instance, Commerce was 
not showing the concern for the national security, it was a good 
provision. But in the hands of people that do not have technical 
background and the people on the ideology side I referred to in my 
statement, I think it is very dangerous. It appears to be a para 
graph whose execution is very strongly personality dependent, I am 
not sure you can come up with one that isn't. But in the hands of 
the people that are there now, I think it is dangerous.

Senator NUNN. We have had some difficulty in getting industry, 
in spite of the strongly held views by many in industry in this 
whole area, to come up and testify. Is there a reason for your part 
of industry, is there a reason for this reluctance in general?

Mr. SUMNEY. I am not here to serve as a spokesman for the in 
dustry or for members of my cooperative organization, but it is my 
personal perception that this dispersed authority has created tre 
mendous confusion and, as a result, I think it is natural for indus 
try to begin to have some degree of fear in that any criticism they 
might offer may result in some type of recrimination once things 
are resolved.

Senator NUNN. Is that fear from a particular agency or is it just 
in general, directed to DOD, Commerce, Customs, State?

Mr. SUMNEY. My perception is it's directed toward some aspect of 
the DOD, the Policy people most likely.

Senator NUNN. Mr. Sumney, we appreciate very much your 
being here. We appreciate your cooperation. You have been a great 
assistant to the subcommittee. I am going to continue to refer to 
your testimony to ask some questions of other witnesses. So thank 
you very much.

Mr. SUMNEY. If I could ask one question? When would you like 
that one page for the record?

Senator NUNN. Any time this week, if you could.
Mr. SUMNEY. That will be fine.
Senator NUNN. Or even early the next hearing is next Wednes 

day, April 11. If we could get it Monday, that would be f>ne.
Mr. SUMNEY. Thank you very much.
Senator NUNN. Next Wednesday, which is April 11, at 10 o'clock, 

we will resume these hearings. We will hear from Ambassador 
Abraham Katz, Organization of Economic Cooperation and Devel 
opment, Department of State. Then we will have a panel composed 
of Mr. Lionel Olmer, Under Secretary of Commerce, International 
Trade; William Schneider, Under Secretary for Security Assistance 
Science and Technology, Department of State; Richard Perle, As 
sistant Secretary for International Security Policy, Department of 
Defense.

Hppefully on this day, or at some other hearing, we will also be 
hearing from the Industry Coalition on Technology Transfer.

At this point, we will take a recess until further notice or until 
next Wednesday.

[Whereupon, at 12:22 p.m., the subcommittee recessed to recon 
vene, Wednesday, April 11, 1984, at 9:33 a.m.]
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U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 

OF THE COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The subcommittee met at 9:33 a.m., pursuant to call, in room 
342, Dirksen Senate Office Building, under authority of Senate Res 
olution 354, section 13, agreed to March 2, 1984, Hon. Sam Nunn 
(acting chairman of the subcommittee) presiding.

Members of the subcommittee present: Senators William V. 
Roth, Jr., Republican, Delaware; Warren B. Rudman, Republican, 
New Hampshire; Sam Nunn, Democrat, Georgia; and Jeff Binga- 
man, Democrat, New Mexico.

Members of the professional staff present: S. Cass Weiland, chief 
counsel; Eleanore J. Hill, chief counsel to the minority; Katherine 
C. Bidden, chief clerk; Mary Robertson, assistant chief clerk to the 
minority; Kitty Dias, executive secretary to the minority chief 
counsel; Sarah Presgrave, executive secretary to the chief counsel 
of the majority; John Sopko, assistant counsel to the minority; Fred 
Asselin and Glenn Fry, minority staff investigators.

[Member of the subcommittee present at the time of convening: 
Senator Nunn.]

Senator NUNN. The Permanent Subcommittee on Investigations 
will be in order.

[Letter of authority follows:]
U.S. SENATE,

COMMITTEE ON GOVERNMENTAL AFFAIRS, 
SENATE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,

Washington, DC.
Pursuant to rule 5 of the Rules of Procedure of the Senate Permanent Subcom 

mittee on Investigations of the Committee on Governmental Affairs, permission is 
hereby granted for the chairman, or any member of the subcommittee as designated 
by the chairman, tc conduct open and/or executive hearings without a quorum of 
two members for the administration of oaths and taking testimony in connection 
with hearings on Transfer of Technology, to be held on April 2, 3, 11, and 12, 1984.

WILLIAM V. ROTH, Jr.,
Chairman.

SAM NUNN,
Ranking Minority Member.

Senator NUNN. The subcommittee will come to order.
The chairman has asked that I go ahead and begin the hearings 

this morning, which I am glad to do. Our first witness is Ambassa 
dor Katz. Ambassador Katz is our Ambassador to the Organization 
of Economic Cooperation and Development.
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Mr. Ambassador, we have a standing rule before this subcommit 
tee. We swear in all witnesses. We make no exceptions to that rule. 
So if you don't mind, we will ask you to stand and hold up your 
right hand.

Do you swear the testimony you will give before the subcommit 
tee will be the truth, the whole truth, and nothing but the truth, so 
help you God?

Ambassador KATZ. I do.
Senator NUNN. Ambassador, we are delighted you are here this 

morning. You are in a key position in this overall technology area 
and particularly in relationship to our essential coordination and 
cooperation with our allies in Cocom. We appreciate your coming. I 
know you have a tight schedule. We are going to try to accommo 
date you as best we can. We will be delighted to have any questions 
deferred until you make whatever statement you would like to 
make this morning.

TESTIMONY OF AMBASSADOR ABRAHAM KATZ, ORGANIZATION 
FOR ECONOMIC COOPERATION AND DEVELOPMENT, DEPART 
MENT OF STATE

Ambassador KATZ. Senator, I don't have a prepared statement. I 
do think it might be helpful if I sketched out my relationship to 
the Cocom delegation.

Some time ago, I think it was in the early 1970's, I don't remem 
ber the exact year, the question arose whether the Cocom delegate 
should report to the Bilateral Ambassador in Paris or to the multi 
lateral one in Paris, and it was decided that Cocom being a multi 
lateral organization, even though its functions were quite different 
from those of the OECD, that it made sense to have the delegate 
report to the Ambassador to OECD.

This also had some historical precedent. There used to be an or 
ganization in Paris called the USRO, the U.S. Mission to NATO 
and other regional organizations, based in Paris, and the Cocom 
representative was part of that. So since that time, since the early 
1970's at least, and possibly even before that, the Cocom delegate 
reported to me and to my predecessors.

Now unlike the OECD where other members of the mission actu 
ally have their accreditation to the organization by virtue of being 
members of my staff in the case of the Cocom delegate, he is the 
delegate. I am not the delegate. In other words, he is not my alter 
nate on Cocom.

Senator NUNN. You are overall and he is basically  
Ambassador KATZ. I am overall and he keeps me in the picture 

and he reports to me. And he advises me and I write his efficiency 
report. But he is the designated representative to Cocom as far as 
the Cocom staff and other Cocom delegates are concerned.

Senator NUNN. Who holds that present position?
Ambassador KATZ. The present incumbent is John Spillane, a 

very good Foreign Service officer.
Senator NUNN. How many people does he have working directly 

for him and how many people in the Cocom area rather than in 
the OECD area?
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Ambassador KATZ. Just in the Cocom area, one more officer, and 
he has had some secretarial help. Sometimes it is one, sometimes it 
is two secretaries. There is a mass of paperwork to process.

Senator NUNN. That is a very small staff.
Ambassador KATZ. It is very small. But normally that is quite 

adequate. They are busy, but it is adequate. The problems arise 
during the list review. We are in a list review right now. But John 
is aided and abetted by large delegations from Washington who 
come for various parts of the list review, and he presides over those 
delegations. He handles about 80 percent, roughly, of all meetings 
having to do with the list review.

Senator NUNN. Your responsibility, then, is much broader but 
Cocom is a part of your overall responsibility?

Ambassador KATZ. Yes, sir.
Senator NUNN. How much of your time personally, Mr. Ambas 

sador, do you spend on Cocom matters? Just Approximately?
Ambassador KATZ. It varies. Sometimes not more than about 5 

percent of my time. I like to be in the picture. I want to know 
what's going on. More recently there are times when I spend 
maybe 80 to 90 percent of my time when there is a bit of a problem 
that John brings to my attention. That does not happen very often. 
I would say it doesn't it is a major exception when that takes 
place. So I do like to keep informed, but it doesn't take too much of 
my time.

Senator NUNN. Would you describe for us, briefly, your larger 
duties in the OECD?

Ambassador KATZ. Well, the OECD, the Organization for Eco 
nomic Cooperation and Development, is our principal forum for 
consultation and cooperation on a broad range of economic policy 
matters, with the other industrialized democracies.

There are 24 member countries. They include all of the countries 
of Western Europe, Canada, the United States, Japan, Australia, 
and New Zealand.

The OECD has a large variety of committees that cover the wa 
terfront in international economic policy, ranging from the Eco 
nomic Policy Committee attended by Marty Feldstein, the Working 
Party on International Monetary Affairs attended by Beryl Sprin 
kle, our so-called executive committee in special session attended 
by Alien Wallis, going down to trade, development assistance, envi 
ronment, the whole waterfront, the whole range of economic af 
fairs.

Senator NUNN. What kind of staff would you have working for 
you in that overall area?

Ambassador KATZ. I have a total staff of about 53.
Senator NUNN. How many of those people  
Ambassador KATZ. John and his assistant are included in that 

staff.
Senator NUNN. How many of the 53 would be clerical and how 

many would be professional, approximately?
Ambassador KATZ. About 60 percent, roughly, to my recollection, 

are professional, and they are mainly Foreign Service officers, but 
we have two Treasury officials, we have AID, USIA, the Econom 
ic EPA, Department of Energy. We have a wide variety of repre-
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sentatives on our staff. But they participate in an integrated mis 
sion.

Senator NUNN. Without getting too far afield from our subject of 
the hearings which is technology transfer, and I will get back to 
that in just a moment, just as way of background, for instance we 
have a London Summit Conference coming up between the leaders 
of the Western World. How much would your OECD organization 
get involved in that in terms of laying the ground work or perhaps 
identifying issues or even doing some preliminary negotiating? Are 
those two correlated at all?

Ambassador KATZ. Not officially and specifically. But it is quite 
clear that the Summit, Economic Summit, meetings have picked up 
almost all of the work of the OECD in their activities. The OECD s 
work starts at a very technical level and works up to the subcab- 
inet level and to the ministerial level. Obviously the summit meet 
ings are even higher than that. But if you compare the ministerial, 
the last ministerial communique of the OECD in May to the Wil- 
liamsburg Summit communique, you will see that the Williams- 
burg Summit essentially picks up the same themes, of course I 
would say in a more punchy and political way.

[At this point, Senator Bingaman entered the hearing room.]
Essentially while there is no integrated or organic connection be 

tween the two, the two institutions actually the summit is not of 
ficially an institution work on the same subject matter; and one, 
the OECD, is informally an important staging area for the summit. 
In an area that concerns you very much, East-West matters, the 
OECD and the IEA, prior to the last summit meeting, did some 
very important work on overall East-West economic relations, and 
the IEA did some very important work on the East-West energy re 
lations. And as a result, the Williamsburg Summit was able to 
spend, as I was informed, only about 15 minutes on the whole sub 
ject of East-West economic relations, which had been a very con 
tentious issue in the preceding year.

Senator NUNN. Getting to Cocom and technology transfer, how 
much experience prior to your present position have you had with 
Cocom? Could you give us a little bit of background on your own 
career in respect to Cocom?

Ambassador KATZ. Well, prior to that, prior to my service as Am 
bassador, I did serve as Deputy Chief of Mission to the OECD from 
1974 to 1978. We had a noncareer Ambassador, but I maintained 
the same relationship with our Cocom delegation as I do now.

The Cocom delegation would report to me as the Deputy Chief of 
Mission and kept me informed and I was involved in their major 
problems. At that time, our problems were not those of a list 
review but specific case problems. And that is how I was involved 
at that time.

Prior to that, I have not had a direct relationship with Cocom, 
but I have been aware of its activities for many years. One of my 
specialties in the Foreign Service has been Soviet economic affairs 
and Soviet economic relations with the Western World.

Senator NUNN. Mr. Ambassador, turning to some of the organi 
zational problems as they relate to cases, do you consider the Com 
puter Item, the overall Computer Item, to be the most important 
part of the embargo list or control list in Cocom?
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Ambassador KATZ. Certainly it is an important item. The judg 
ment as to whether that is more important or how much more im 
portant than the rest of the items is a highly technical question.

Senator NUNN. Certainly at the top of the list of priorities then.
Ambassador KATZ. It is very high on the priority list and I would 

say it is the make or break item in a list review. We have been 
very successful so far in the list review dealing with a large 
number of new technologies that just weren't around for the last 
list review. And all of those items have been for the most part sat 
isfactorily dealt with. The Computer Item is one of the major com 
ponents and is an issue that remains to be dealt with. I think that 
we will know that we have had a successful review when that item 
is satisfactorily dealth with.

Senator NUNN. Do you have meetings coming up in May on that 
Item?

Ambassador KATZ. Yes, sir. And, Senator, at this point, I should 
say we are beginning to move into sensitive ground. Cocom is a 
confidential organization. Our Allies are extremely sensitive to the 
fact that whatever goes on in Cocom has to be kept within that 
forum. All matters pertaining to negotiations that take place in 
that forum are classified, and our Allies actually hold us to it. 
Quite aside from the fact that they are sensitive about this issue, I 
might say that what we are talking about are strategic trade con 
trols with direct military implications. And both from the point of 
view of our Allies and from the point of view of our own national 
security it would be very awkward for me to go into any details 
about any matter under negotiations in Cocom in public session.

Senator NUNN. Well, I am going to try to elicit from you our po 
sition substantively that we are now about to negotiate, but I think 
as a way of background as to how we arrive at decisions and the 
various procedures of departments and how they interrelate with 
you, I think it is absolutely essential that we get into that. So I 
think we will just have to take it question by question and then be 
advised by you on this.

Let me show you, Mr. Ambassador. We have some testimony 
coming a little later this morning. It is my understanding that all 
of these statements have been cleared. This is testimony of Under 
Secretary Olmer in the Commerce Department. If I can get staff to 
show you pages 2 and 3 of his testimony, without reading it to you, 
it gives you an idea of the detail in which we are going to be dis 
cussing this this morning.

[Handing to witness.]
Senator NUNN. If you would just take a look at the bottom of 

page 2 and page 3.
Ambassador KATZ. Well, Senator  
Senator NUNN. It seems to me that is a considerable amount of 

detail.
Ambassador KATZ. It certainly is. I wpuld have hoped that Lionel 

would have avoided that detail, especially the listing on the bottom 
of page 3. I specifically went over that type of question with John 
Spillane before coming here. He prepared some remarks that 
cited  

Senator NUNN. I don't know whether those statements have been 
given out or not. I would be delighted to have you all take a look at
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that if they have not been. If they have been given out then it is 
beyond my control. We haven't given them out as far as I am con 
cerned. It seems to me we have to get into this in some detail. If we 
do not, and I am not talking about the substance but the proce 
dure, if we do not, we are not going to be able to get to the bottom 
of this. If everything were working smoothly in the U.S. Govern 
ment and we had a smooth team work approach between all of the 
departments, then we wouldn't be sitting here today. There are 
areas that Congress makes worse in foreign policy. I understand 
that. I believe I am confident in saying I don't believe there is any 
thing we can do to make this one worse in terms of disputes be 
tween departments and so forth. So I am rather confident that 
whether we get into these hearings and come out with recommen 
dations, we may not cure the problems, but T don't think we are 
going to cause any that aren't already existing. So with that back 
ground I would ask the Commerce representatives to take a look at 
this particular list. If statements haven't been given out I would be 
delighted to have you all confer. I don't want to do anything to get 
into the substance of what we are going to be talking in May with 
our Allies.

Let me get into general questions with you. What in your view 
has been the major areas in which there have been problems in the 
United States view with Cocom? Where have you run into difficul 
ties in trying to represent the U.S. position in this international 
forum?

Ambassador KATZ. Well, for the most part, I think we can safely 
say that we have had a tremendous success in the period beginning 
with the first high level meeting of Cocom in January 1982, I be 
lieve. Since that time, we have and I have to pick my words very 
carefully since we are in open session. If you look at the press re 
lease for that first high level meeting, Senator, you will see that 
practically nothing was given to the public. And I cannot in public 
session go into the accomplishments of that meeting or of subse 
quent meetings, except in the most general way.

Senator NUNN. I am really just asking you in a general way 
what has been the problems in terms of the U.S. negotiating posi 
tion? I am not asking you what the Allies said, what they thought, 
or any of that. Just from your point of view in trying to coordinate 
our efforts, what has been the problems you have run into from the 
U.S. position? I am not talking about substance.

Ambassador KATZ. From my point of view, the most important 
problem that I have run into in a negotiation that takes place 
under my general jurisdiction is that in a few exceptional cases our 
delegation came to meetings without negotiating positions. And I 
want to stress that this was in a few exceptional cases. By and 
large that list review is almost over and successful, from a U.S. na 
tional interest point of view. In some cases there have been dis 
agreements and no final position at the time that a meeting took 
place.

As a long-time Foreign Service officer who has been involved in 
many negotiations, I think any exception to the general rule that 
you should have your ducks in a row before you go into negotiation 
is unfortunate. We should not be trying to hammer our positions 
with the foreigners present, with your negotiating partners
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present. You should know exactly what you are going to do before 
you go into the negotiations, both what you are going to ask for 
and what you are ultimately prepared to agree to.

Senator NUNN. Would one of those meetings you have referred to 
be the October 1983 meeting that we in effect pressed for and then 
went into the meeting without having any kind of position that we 
could table?

Ambassador KATZ. Senator, we are getting into detail that I 
would like not to get into in pubic session That particular question 
I would be prepared to discuss in executive session.

Senator NUNN. Our allies, presumably if we went into that meet 
ing without a position, they would already know it, wouldn't they?

Ambassado'1 KATZ. Well, this is one of the problems. I think it is 
a problem, but this is a testimony to good ad hoc work on the part 
of our representatives. Even in certain cases in which we did not 
have our positions in a row, our representatives handled them 
selves, from the accounts that I have received, with a good deal of 
professionalism and did what a good negotiator would do under 
those circumstances: They procrastinated and asked for time. 
There was, I am sorry to say, onr* incident in which some people 
lost their cool at a meeting, but only one. That I would rather not 
get into that at this point.

[At this point, Senator Rudman entered the hearing room.]
Senator NUNN. I don't either.
Ambassador KATZ. But for the most part, Senator, we are dealing 

with a negotiation in which we have been fairly successful, not en 
tirely successful, but on the whole fairly successful in keeping our 
internal disagreements to ourselves. And I don't think we should at 
this point open them up and advertise them to our negotiating 
partners.

Senator NUNN. Well, i keep reading about them on the front 
pages and business pages of the papers and hearing debates on tele 
vision taking place on them and so forth. I mean I think the people 
that don't know this at this point in time are the people in Con 
gress in formal testimony. The reports are all over the press about 
the disagreements in this area. If they weren't we wouldn't have to 
have hearings. We are trying to see what is the problem and trying 
to see if we can come up with some constructive solutions to the 
problem.

Let me ask you this general question.
Ambassador KATZ. Senator, if I might interrupt, I know exactly 

what you are referring to and I think that has been one of the 
most unfortunate features of this negotiation. The fact that inter 
nal U.S. disagreements have been trumpeted far and wide in the 
media has made it very difficult for our negotiators. If you were 
negotiating on the other side of a fence and you saw that agency x 
has one position and agency y had another, and you were getting 
the first position from the United States, what would you do? You 
would normally just sit tight and wait for one position tb be defeat 
ed and wait for the other agency to come up with a softer position.

Senator NUNN. I agree.
Ambassador KATZ. In other words, these disagreements within 

the executive branch, to the extent that they have been publicized, 
have weakened the negotiating position of our teams in Cocom. I
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think that is inevitable, but it is a testimony to their professional 
ism and expertise that they have carried on despite this back 
ground of publicity and have done a very, very good job of it on the 
whole.

Senator NUNN. Mr. Ambassador, would it be fair to say that 
these interagency disputes reached a new low in late 1983 and 
early 1984, the U.S. interagency disputes?

Ambassador KATZ. From my vantage point in Paris I can't gauge 
accurately where the highs and lows of interagency disputes take 
place. These are normal and inevitable and I have lived with them 
all my life. Sometimes I hear that they are particularly difficult at 
a given point in time. I am not part of those disputes where I sit.

We had one very bad dispute toward the end of 1983 in the 
Cocom delegation in which I personally got involved, but that was 
a dispute in terms and this is what concerned me it was a dispute 
in terms of a negotiating position in a forum, in the Cocom forum, 
and that is where I particularly became concerned and involved.

Senator NUNN. Mr. Ambassador, in general, do you think that 
when we table our Cocom positions that we have a good technical 
and strategic rationale behind these positions?

Ambassador KATZ. On the whole, yes sir.
Senator NUNN. In the computer negotiations, is that true?
Ambassador KATZ. In the computer negotiations, we are still de 

veloping a U.S. position for negotiation that will take place later 
this year

Senator NUNN. Generally speaking, do you believe that it is es 
sential that we give technical and strategic reasons for our position 
rather than philosophical reasons? How do we reach agreement in 
Cocom? What is our most effective approach with Cocom and our 
allies? What are they looking for in terms of U.S. position and the 
validity of U.S. positions?

Ambassador KATZ. The Cocom forum has a very specific objec 
tive. It is to deny certain proscribed destinations the use of com 
modities or items which have strategic use. By strategic I mean 
mainly military use. And therefore the most effective argument in 
Cocom is that an item or a technology has military utility. To the 
extent that we are persuasive about the argument, we will carry 
the day.

I think we have the best intelligence capability in the alliance as 
well as the best technical capability to establish those facts. And 
our allies expect for the most part to get that input from the 
United States. Whenever we are convincing on that score, and 
whether we are convincing on the score that the proscribed desti 
nations do not already possess that techology or those items, then 
we generally reach agreement in the Cocom forum to place them 
on the embargo list.

Senator NUNN. Mr. Ambassador, have you been generally skepti 
cal and even critical about so many bilatera 1 negotiating teams 
going through Europe and negotiating on a bilateral basis with var 
ious allies rather than through the unified multilateral approach?

Ambassador KATZ. Senator, the problem on bilaterals is not one 
of skepticism as to that being a substitute for the multilateral ne 
gotiations. The bilateral teams are not substitutes negotiations. 
They are in fact attempts to reach preliminary understandings
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with some of the other key negotiators before going into the multi 
lateral forum. In that sense, the bilateral can be a very useful 
device.

It is true, however, that we have heard from some of our col 
leagues in the bilateral post that there may have been a bit too 
many of those visits to their capitals and that national authorities 
in those capitals working on Cocom matters were a bit taxed by the 
number of visits and by the fact that they came seriatum, that 
there was a bilateral for each specific subject rather than bunching 
them together and sitting down with those people.

We are blessed with a very large bureaucracy in our executive 
branch devoted to Cocom matters, and in many of those capitals 
there are only two or three people working on these issues, and so 
when a series of teams descend on a capital, they descend on the 
same two or three people, which puts them at a disadvantage and 
sometimes exacerbates the issues. And that is especially true of the 
smaller countries. So it is a physical problem, and I have urged not 
that we eliminate bilaterals, because they can be useful, particular 
ly because Cocom is essentially either a middle level type of forum, 
and in the case of the bilaterals we can get to some of the more 
senior officials who actually determine policy. What I have urged is 
that we consolidate more our bilateral visits and, in other words, 
handle two or three subjects in a given bilateral visit and use them 
a little less frequently than we have in the past.

Senator NUNN. You referred to the December problem in a meet 
ing where we had called a meeting and yet we didn't have a posi 
tion. Was there any one agency that caused that or was this just a 
disagreement between all of them? What was the problem? In 
other words, where did the problem come from? Where did the dis 
agreement come from?

Ambassador KATZ. Senator, I would rather not get into that in 
open session. What happened was that the delegation arrived in 
Paris without a position. It thought it could work out the position 
on the spot. Whether they thought that they had worked it out, in 
fact they determined that they did not have a position. And from 
my point of view, as a professional Foreign Service officer, that was 
a replay of the Perils of Pauline. In fact, our very, very skillful 
head of the delegation at that time, Deputy Assistant Secretary 
Dale Tahtinen, just kept the negotiation going and overnight we 
did get a position and we delivered the position on the final day of 
the negotiation. And that is the sort of detail which if we went into 
it in any greater length in open session I think might seriously 
weaken our negotiating position for the forthcoming talks which 
will finalize the list review.

Senator NUNN. Well, I am going tc defer to you on this. I have 
some skepticism about why this should not be in open session, but I 
will defer to you on that.

Let me ask you one other question and then I will defer to my 
colleagues. From your perspective and with your experience and so 
forth, what would you recommend be done to improve our Cocom 
negotiating position and the way we approach the problem?

[At this point, Senator Bingaman withdrew from the hearing 
room.]
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Ambassador KATZ. Senator, I have urged Washington to do what 
it should be doing. That is develop negotiating positions before 
coming to negotiations. As I said, for the most part we have been 
very successful in the course of this negotiation. We have had a few 
glitches in the sense that we were not prepared at the time of the 
actual negotiation. Even a few exceptions to an otherwise excellent 
performance is really unacceptable from a professional point of 
view and from a national interest point of view. Mistakes are far 
too important to have even one exception.

I think Washington, from what I am aware, has taken my advice 
rather seriously and has achieved a new determination to get all of 
its technical preparatory work and its interagency clearance proc 
ess done before assigned dates for negotiations. I am assured by my 
friends in Washington that when the next meetings will take place, 
they will be prepared for them and the U.S. delegation will be 
working in a very coordinated fashion.

[At this point, Chairman Roth entered the hearing room.]
Senator RUDMAN. Could we suspend for one moment?
Senator NUNN. Yes.
[Discussion off the record.]
Senator NUNN. At this point, Mr Ambassador, I am going to 

defer to your judgment. In these matters you are the expert. Al 
though I think there are other things that we could get into in 
open session that might be very helpful, you have to make that de 
termination in the final analysis. I know you are acting in good 
faith in your request.

So I would suggest, Mr. Chairman, and Mr. Vice Chairman, that 
what we do is complete the open session questions. I know the Am 
bassador has an 11:15 meeting. We can then clear the room and 
have a closed session with the Ambassador, getting into some of 
these other questions, which I think will take about 30 minutes. 
Hopefully we will be able to let him out by about 11 o'clock.

Ambassador KATZ. Good.
Chairman ROTH. I take it, then, you want to proceed at this 

moment with the open session questions.
Senator Rudman?
Senator NUNN. One alternative is if the Ambassador could come 

back later this afternoon, we could do it then and continue with 
the open session. I am willing to do it either way.

Senator RUDMAN. I would remind my friend from Georgia I 
think we have a scheduling problem. I think this hearing room is 
occupied.

Senator NUNN. You are absolutely right. I stand corrected on 
that and agree with the Vice Chairman. We have had all sorts of 
efforts to let us go forward with these hearings this morning so we 
could accommodate the Ambassador's schedule and others, for 
which I am grateful.

Chairman ROTH. Why do we not proceed.
Senator RUDMAN. I will not have any questions at this point for 

the Ambassador, possibly during the closed session.
Chairman ROTH. Senator Nunn.
Senator NUNN. I don't have any more open session questions, 

Mr. Chairman. Perhaps we could take a short break and clear the 
room.
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Chairman ROTH. All right. If there are no questions for the open 
hearings, we will go into closed session and I would ask that those 
in the audience please depart and turn off their equipment.

[At the time of recess, Senators Nunn, Rudman, and Roth were 
present.]

[Whereupon, at 10:13 a.m. the open session was recessed, and the 
hearing proceeded into executive session.]

[Whereupon, at 11:26 a.m. the Permanent Subcommittee on In 
vestigations executive session was terminated, and the subcommit 
tee returned to open session.]

[Members present at the resumption of the open session: Sena 
tors Roth, Rudman, and Nunn.]

Chairman ROTH. You have to be sworn. Raise your right hand. 
Do you swear to tell the truth, the whole truth, and nothing but 
the truth, in your testimony before this subcommittee, so help you 
God?

Mr. OLMER. I do.
Mr. SCHNEIDER. I do.
Mr. PERLE. I do.
^snator NUNN. Mr. Chairman, this could be on the record here, 

but let me ask. Ambassador Katz commented on part of your testi 
mony. We have not given that part of your testimony out. Do you 
want to stand on that? Because the media wants that testimony.

Mr. OLMER. I had my technical staff review it 2 days ago for se 
curity considerations. Yesterday I had a call from Mr. Schneider to 
ask that certain portions be deleted because of security. They were 
deleted. If he is satisfied, we remain satisfied. Ambassador Katz 
may be more sensitive than the public.

Mr. SCHNEIDER. We can go back over it to make sure there is no 
problem.

Mr. OLMER. We looked at it with that in mind.
Senator NUNN^. Should we give it out or hold it?
Mr. SCHNEIDER. Let's hold it and consult with Ambassador Katz.
Senator NUNN. It is going to be very difficult to do. I don't know 

where all the copies are.
Chairman ROTH. Would you please be seated. Is there any prefer 

ence in the order?
Mr. OLMER. I think we had decided last evening Mr. Schneider 

was going to open and I would follow him and Mr. Perle would be 
third. But if you want to go third.

[Discussion off the record.]
Chairman ROTH. We would like to proceed. We have a panel in 

cluding Mr. Olmer, Under Secretary for International Trade, De 
partment of Commerce; Mr. Schneider, Under Secretary for Securi 
ty Assistance, Science and Technology, Department of State; Rich 
ard N. Perle, Assistant Secretary for International Security Policy, 
Department of Defense.

Gentlemen, we will go in the order that you proposed, but we 
intend to let each of you make your remarks and then we will 
question the panel at the conclusion of that. Mr. Schneider, will 
you lead off, please.
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TESTIMONY OF WILLIAM J. SCHNEIDER, JR., UNDER SECRETARY 
FOR SECURITY ASSISTANCE, SCIENCE AND TECHNOLOGY, DE 
PARTMENT OF STATE; LIONEL H. OLMER, UNDER SECRETARY 
FOR INTERNATIONAL TRADE, DEPARTMENT OF COMMERCE; 
AND RICHARD N. PERLE, ASSISTANT SECRETARY FOR INTER 
NATIONAL SECURITY POLICY, DEPARTMENT OF DEFENSE, AC 
COMPANIED BY MAJ. DAVID LEE, HEADQUARTERS DEFENSE 
NUCLEAR AGENCY, ALEXANDRIA, VA, AND FRANCES LYNCH, 
BDM CORP., McLEAN, VA
Mr. SCHNEIDER. Thank you, Mr. Chairman.
I have a longer text and at your request I will truncate my re 

marks somewhat and with your permission have the balance 
appear for the record.

Chairman ROTH. Without objection. 1
Mr. SCHNEIDER. Thank you, Mr. Chairman.
My predecessor, James L. Buckley, took up his State appoint 

ment in 1981 determined to make the Department and, indeed, the 
executive branch more effective in stemming the flow of Western 
strategic technology to the Soviet Union and its allies.

His principal executive action to this end was to create the 
Senior Interagency Group on the Transfer of Strategic Technology. 
The object of this exercise was to bring together, at the policy level, 
all U.S. Government agencies with strategic technology programs 
or interests for a coordinated effort on the issue. The SIG was es 
tablished in the middle of 1982. I took over chairmanship in 
August of that year when Mr. Buckley took another position in the 
administration. The group has 18 agencies or organizations as 
members. One feature of the group's membership deserves special 
note. We have endeavored to see that the sections of these agencies 
that have primary action or policy responsibility have access to the 
group regardless of rank. For example, Customs is represented by 
the Commissioner and his alternate is the Director of Operation 
Exodus. The FBI, following the same principle, is represented by 
the Assistant Director for Counterintelligence and his alternate is 
the Director of the Technology Transfer Unit. This has been a suc 
cessful method of organization because it has produced regular con 
tact among all key senior officials who work on any aspect of the 
strategic transfer problem.

Prior to the formation of the SIG, there was already an increas 
ing amount of activity within the executive branch on the technolo 
gy transfer issue, but there was no day-to-day focal point for orga 
nizational coherence and the setting of priorities. It was this very 
lack of a coordinating center that made effective action difficult 
during the last year of the Carter administration when its policies, 
principally after Afghanistan, began to turn in the direction advo 
cated then by President Reagan and pursued "<ow by his adminis 
tration.

The Senior Interagency Group had at its creation, and still has, 
several key objectives:

First, to raise the level of priority given to the technology trans 
fer issue within all relevant U.S. Government agencies. It is worth

1 See p. 266 for the prepared statement of William J. Schneider, Jr.



151

noting that the technology transfer question seldom received 
senior-level attention in the administrations of the 1970's. Now, 
through the actions of the President, the various Cabinet secretar 
ies, and the SIG, this problem is a thing of the past.

Second, to take the overview on the issues for the executive 
branch and to set priorities accordingly. The SIG approaches the 
technology transfer problem as simultaneously a domestic and an 
international issue. A principal theme of its activities is to produce 
the best possible U.S. control program in order to use that as an 
example in persuading other countries to strengthen their own ef 
forts.

Third, to initiate new projects where necessary and to see that 
implementation and followup occurs in all U.S. initiatives. In 
taking the overview, the SIG has found many loopholes and weak 
nesses in our own system and set corrective efforts in motion. In 
this respect, the SIG has filled in the gaps between the programs of 
the major agencies ar d has endeavored, with some success, to keep 
various initiatives from falling between the bureaucratic cracks. It 
has also become a key source of new ideas in how to handle the 
strategic transfer problem.

Fourth, to make policy decisions. The SIG can and does make de 
cisions on matters under its purview or elevates unresolved issues 
to the NSC. For example, it is presently working to ensure a uni 
fied U.S. Government position for the upcoming Cocom computer 
negotiations.

Fifth, to coordinate the activities of all relevant USG agencies as 
previously described.

I would like now to turn to the Department of State's role in the 
Cocom list review.

First, however, let me say that the work of that body is confiden 
tial in nature, as has been discussed earlier, af are the positions 
that we take there. This is a matter of long-sta. ding policy among 
the Cocom member govenments. I will provide as much informa 
tion here as possible. If vou wish to go into greater detail, I would 
rightfully request that w ? do this in a closed session.

State's role in implementing the administration's policy on 
Cocom can be seen in several ways. First, following the President's 
initiative at the Ottawa Ecomonic Summit in July 1981 to seek a 
senior-level Cocom meeting specifically focused on the technology 
transfer issue, State led the U.S. effort in convening the first high 
level meeting of Cocom in over a quarter of a century. The January 
1982 meeting has now been followed by a second in April 1983, and 
we expect others to follow as necessary. These meetings, have 
become the focal point for a renewed commitment by Cocom 
member governments to work together in strengthening multilater 
al export controls.

Second, State and its sister agencies have pursued the mandate 
of the first high level meeting to harmonize, insofar as possible, the 
national licensing systems of the member States. This work has 
been going on with considerable success in the Cocom Subcommit 
tee on Export Controls since May 1982.

Third, along with Customs, Commerce, and other agencies, State 
has pursued the agreement reached at the January 1382 high level 
meeting to improve the nationally administered system of export
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control enforcement. This has resulted in extensive consultations 
within Cocom and bilaterally with the member governments. We 
are pleased to report a significantly heightened awareness of high 
technology export offenses among the Cocom governments and sub 
stantially improved international cooperation in this area. We be 
lieve, however, that more needs to be done to strengthen the en 
forcement of the Cocom embargo, and we are working vigorously to 
that end.

Fourth, all Cocom-reiated U.S. agencies have pressed for Cocom 
attention to the need for encouraging certain non-Cocom countries 
to cooperate in stemming the flow of critical technologies to the 
Warsaw Pact. A meeting of the Subcommittee on Export Controls 
has recently endorsed for the first time a coordinated strategy for 
tackling that problem. The third-country diversion problem now 
has very high priority within Cocom, and we anticipate major 
progress in this mutual member-country effort in the foreseeable 
future.

Fifth, in 1981-84, State organized through the Fx:onomic Defense 
Advisory Committee a thorough interagency review of all Cocom 
control lists in preparation for the Cocom list review now under 
way. On the basis of this work, the United States submitted more 
than 100 technical proposals to strengthen and update the embar 
go. These included proposals to control technologies of major mili 
tary significance that had never before been covered by Cocom.

Since October 1982, national delegations have been negotiating 
on an almost daily basis the technical parameters of our and other 
countries' proposals. This work is not yet finished. However, we 
can report even now success in high priority areas such as electron 
ic-grade silicon, printed circuit boards and their manufacturing 
technology, certain advanced ceramic materials, gas turbine aero 
engines, selected advanced composite materials and their produc 
tion processes, large floating drydocks, and spacecraft and launch 
vehicles.

We are still working to obtain agreement in top priority areas 
such as computers, robotics, and other types of turbine engine tech 
nologies. We already view the 1982-84 List Review as a success. It 
is certainly the most thorough and comprehensive one that has 
ever taken place. We are looking forward to agreement on the 
final, difficult items within the next few months.

I will conclude my statement there, Mr. Chairman, and be glad 
to answer questions at the appropriate time.

Chairman ROTH. Mr. Olmer.
Mr. OLMER. Thank you, Mr. Chairman, Senators.
I have a statement which I would like to introduce for the 

record * and I will not refer to it now but would like to make a few 
comments about fne Cocom process generally and about the impor 
tance of high technology to our country in particular.

In the first instance, the forthcoming computer negotiations are 
extremely important to us for at least three reasons. As has been 
mentioned, the current standards by which Cocom judges comput 
ers are outdated and largely irrelevant, having last been addressed 
in 1976.

1 See p. 286 for the prepared statement of Lionel H. Olmer.
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In the second instance, virtually half of all of the applications 
which the Commerce Department processes deal with computers, 
and more than half the value of controlled exports represent com 
puters and associated peripheral equipment. Our allies who believe 
they need to catch up in the field of high technology, that they 
have been behind and are getting further behind, see it as essential 
to their economic security that they develop a competitive industry 
in the field of microelectronics.

Now from our perspective, high technology is extraordinarily im 
portant for a variety of reasons which I know you are familiar 
with, but I would like to tick off, if I could, in a hurry. It is impor 
tant to our economy and it is important to our national security. 
Growth in high technology in the last 10 years has been twice that 
of other industries combined. High technology makes an enormous 
contribution to industries across the spectrum of America's econo 
my, low technology as well. Productivity increases in textiles have 
come about in large measure because of advances in applications of 
microelectronics.

We have had a $20 to $25 billion surplus in high technology ex 
ports in the last couple of years, while we have suffered a $59 bil 
lion trade deficit in manufacturing generally. In the last 10 years, 
9 of the 10 fastest growing industries in America have been high 
technology. They have enjoyed 6 times the labor productivity of 
other components of our economy. Prices for high technology goods 
have increased by one-third l.he amount of the inflation rate gener 
ally in our economy.

It is important for our security because it is essential for our 
weapons systems, and it is important for us to combat the weapons 
systems of potential adversaries; countermeasures development, in 
other words.

Growth in employment in high technology has been half again 
that of other sectors of our economy. Indeed, some 44 percent of 
U.S. exports are made up of high technology goods and related 
services.

Senator NUNN. What percent?
Mr. OLMER. About 44 percent of manufactured goods. Japan, 

France, the Federal Republic of Germany, 20 to 25 percent of their 
exports are high technology or related.

Now by most measures, not all, but most measures, the United 
States has been on a declining curve in high technology preemi 
nence. Our trade surplus has declined. Our market share has de 
clined. Even the sale of technology in the form of patents, licenses, 
and cross manufacturing arrangements has declined. Indeed, Japan 
became a net exporter of technology somewhere in the mid-1970's.

The United States no longer gets as high a price as it did for its 
technology goods, and that is attributable in the main to the simple 
reason that we no longer have as much uniqueness as we once did. 
Our goods are not as desirable as they once were.

Japan, France, and the Federal Republic of Germany have 
gained enormously while the United States has been sliding some 
what; France and Germany in third country markets, and Japan 
has gained in the United States and throughout the rest of the 
world.
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Now there has been an enormous, very dramatic change in the 
course of the last 15 years in technology development. Some 15 
years ago the Defense Department was the driving force behind 
technological development. The development of technology depend 
ed upon procurement provided by the Pentagon. That is no longer 
true. Indeed, it is the private sector today which is responsible for 
pressing ahead in leading edge technology, and it can only do so 
when sustained by profits in a competitive marketplace and an in 
creasingly competitive marketplace.

Looking at the field of microelectronics, which is the essential, 
ingredient bar all others in the field of computers and peripherals. 
There are some 50 billion of these semi-conductors which I have a 
representative sample of in this tennis shoe box, 50 billion of them 
produced every year in the world, and the United States probably 
produces no more than 26 billion. They sell from less than a penny 
to a couple of hundred dollars. They are manufactured in develop 
ing parts of the world as well as in the developed world. They are 
available by dialing an 800 number and using a Visa card. And you 
can buy them in quantity.

Japan is ahead in several component assemblies, in the semicon 
ductor field, predominantly in the memory market. Everyone 
knows the story of 16 Kilibet random access memory, access 
system, and the 650 K and now the 256. Japan may even be ahead 
in total production. Japan is probably ahead in the fifth generation 
computer which holds the promise of eliminating the need for com-

Siter software. Japan has announced its intention to be perhaps 
o. 1, certainly no more than No. 2, in the field of even main 

frame computers, thus challenging IBM, by 1990.
IBM today produces roughly 1 personal computer every 7 seconds 

and announced an intention that appeared in the New York Times 
about 2 weeks ago of doubling its production in 1984. By 1990 there 
may be as many as 80 million personal computers throughout what 
we call the free world.

Now confronted with those kinds of factual realities, one must 
take a look at the nature of the Cocom list and the nature of the 
unilateral and multilateral effort to control goods that potentially 
arm our adversaries 01 provide our adversaries a way of eliminat 
ing a U.S. advantage.

We have done, as Under Secretary Schneider has said, a tremen 
dous job at sensitizing our allies to what we believe has been an 
insidious effort by the Soviets over the course of the last 10 years 
to obtain Western technology and thus save themselves time, 
money and effort. Everybody now knows that. Everybody virtually 
knows there are perhaps 1,000 KGB agents throughout the United 
States. It is in open source literature that you can read, that the 
primary method of obtaining access to Western technology is 
through open sources, in the United States and elsewhere in the 
world, through attending conferences, through Freedom of Infpr- 
mation Act requests, through product literature available at prod 
uct shows across the world. There is no end to the open sources 
that are accessible to the Soviets.

But that doesn't diminish the need to do a better job at control 
ling maybe the 5 percent source which is represented in the Cocom 
multilateral effort. My guess is, based on discussions with a
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number of different people in this business, that no more than 5 to 
8 percent of the total technology which is assessed by the Soviets 
conies to them from diverted technology through avoiding Cocom 
restrictions.

But what have we done? We have, as Mr. Schneider has said, 
sensitized our allies, tightened up on enforcement. The Commerce 
Department had increased its resources some 400 percent between 
1980 and 1984. I reject the notion that the Commerce Department 
is biased to promote the export of U.S. goods and services and pro 
vides only diminished attention to the national security component. 
I think we do a pretty fair job by insulating that part of the Com 
merce Department that has that responsibility from the export pro 
moters. And there are a lot of fights internally as to what should 
or should not go on a list.

But on the other side, what we haven't done is reduced the size 
of the list. There are at least 200,000 different kinds of semiconduc 
tors that are manufactured today around the world. The control 
list is so large there is no precise identification as to its sum total. 
It is certainly more than 200,000. Our allies know it, we know it, 
and we both share the common belief that it is unmanageably 
large and thus diverts our attention from what truly is strategic.

On the other hand, it has been necessary that we turn our atten 
tion first to what we consider most important. So back in 1981 and 
in 1982, we couldn't do everything and we knew it. Our first effort 
was made to tighten up the controls at the top. In the course of 
that process, there has been a lot of controversy within the admin 
istration and between the administration and it allies. We know we 
have not paid sufficient attention to decontrolling items at the 
lower end of that list. I believe that we are on that course now. I 
believe that we have gotten the attention of the people whose at 
tention needs to be made more precise. And I believe that we un 
derstand better what needs to be done.

It remains to be seen as to whether we will deliver on the prom 
ises that all of us have articulated since January 1981, tighten up 
the top, and clear out the bottom end. We haven't yet done it and 
we absolutely need to get on with that job.

Thank you, Senator.
Chairman ROTH. I think rather than proceed, why don't we tem 

porarily recess and go vote and then we will return.
[A brief recess was taken.]
[Members present at the time of recess: Senators Roth, Rudman, 

and Nunn.]
[Members present after the taking of a brief recess: Senators 

Roth, Rudman, and Nunn.]
Chairman ROTH. The subcommittee will be in order.
Mi. Perle, we invite you to proceed.
Mr. PERLE. Thank you very much, Mr. Chairman.
I 'vill submit, if I may, my prepared testimony for the record and 

ma! e only a few brief remarks based on that testimony. *
Chairman ROTH. Your complete prepared statement will be put 

in the record.

1 See p. 276 for the prepared statement of Richard N. Perle.
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Mr. PERLE. I would like to describe the general nature of the ac 
tivity of the Department of Defense with respect to the problem of 
controlling the flow of high technology to the Soviet Union and 
Warsaw Pact.

From the earliest days of the administration's involvement in 
the issue at the Defense Department, it has been our view that the 
most important single purpose we could advance was bringing 
about a greater recognition  

Chairman ROTH. Would you pull the microphone a little closer so 
we could hear you?

Mr. PERLE. We have sought to bring about a greater recognition 
of the danger posed to the security of the United States and its 
allies by Soviet acquisition of advanced Western technology that 
finds it way very quickly, in some cases rather faster than we are 
able to incorporate the same technology, into the weapons systems 
of the Warsaw Pact.

Second, we have sought to identify necessary revisions to the list 
of embargoed technologies and commodities, revisions made neces 
sary by the development of technology and by our increasing 
knowledge of the use to which the Soviets have put that technolo 
gy- 

Third, we have sought to improve the involvment of the Depart 
ment of Defense in case processing. In 1981, when this administra 
tion came into office, there was a significant backlog of license ap 
plications that had not been acted upon, several thousands in fact. 
At one point in 1981, the Defense Department had 10 personnel 
over at the Department of Commerce helping to clear up that back 
log. I am happy to say that we have now eliminated the backlog. 
We are current with respect to pending license applications.

In order to accomplish this and it is an accomplishment of 
which we are proud we have introduced for the first time signifi 
cant automation in the processing of cases, so that we now have 
computers in the Department of Defense relieving us of much of 
the burden of paperwork.

We have greatly shortened the communications time between 
Washington and Paris, where Cocom is based, so that multilateral 
cases can also be processed quickly. When we took office, Mr. 
Chairman, cases were transmitted between Paris and Washington 
by courier. It took an average of 2 to 3 weeks. We have now estab 
lished an electronic system of communication so that cases can be 
instantly transferred. The Department of Defense has provided 
equipment with which to make that possible. And Cocom cases, 
cases that originate in Paris, are now received in Washington 
through the Joint Chiefs of Staff message center.

We think these improvements, which were long overdue, have 
enabled us, and will enable us in the future, to deal expeditiously 
with export licensing.

Second, we have taken a number of steps to strengthen the insti 
tutions that are involved in both determining what should and 
should not be sold and in strengthening the enforcement regime 
with respect to the mounting problems of illegal diversions of high 
technology. Within the Department of Defense, we have added sig 
nificantly to the staff involved in this activity. We have consolidat 
ed the internal mechanisms within the Department of Defense in
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order to produce more efficient decisionmaking. We even have gone 
so far as to engage a Naval Reserve unit, which works on week 
ends, so that we are open for case processing 7 days a week. And 
this, too, had contributed to removing the backlog.

To give you yet another example of an innovation of which we 
are proud, working together with the Defense Intelligence Agency, 
we have a project under way to establish a better data base with 
respect to the foreign availability of commodities and technologies 
that are otherwise controlled. That effort is funded in part by my 
office.

Now in Paris at Cocom we have moved vigorously to strengthen 
that multilateral institution that brings together the collective ef 
forts of the Cocom member nations in order to protect against the 
flow of militarily significant technology to the Soviet Union and 
the Warsaw Pact. The first high level meeting of Cocom in 26 years 
was convened in the first year of this administration, and it was 
convened at the urging of Department of Defense together with our 
colleagues in other departments. Indeed, President Reagan in 
Ottawa, at the very first occasion he met with some of our most 
important allies, and asked that a high level Cocom meeting be es 
tablished. That has taken place and those high level meetings are 
continuing.

We have nought also to upgrade the establishment in Paris at 
Cocom by providing it with better staff, better equipment. And we 
are trying very hard to persuade our allies to bring into the Cocom 
system some experts in military research and development who we 
believe have the necessary background and experience to antici 
pate where problems may lie in the future.

It has not always been easy. The record of resistance within the 
alliance is well known. But I think it is fair to say that significant 
progress has been made in strengthening the institutions that are 
intended to deal with this problem. Finally, we have been working 
closely with other countries not members of Cocom in order to 
highten their awareness of the risks to the common security of the 
free world that results from unwarranted transfers of technology.

I would like to focus most of my remarks to day on one issue and 
one technology, and that has to do with small computers, some of 
which you see on display in this hearing room.

Before I do that, let make only one comment about the size of 
the list of embargoed items.

It is frequently said that the list of technologies that it is not per 
mitted freely to sell to the Soviet Union is too long and should be 
shortened. The Depatment of Defense certainly agrees that there 
should not be items on that embargo list that it does not make 
sound military security sense to keep there.

But I think the size of the list is a very misleading indicator of 
whether we have got it right. In a sense we could reduce the list to 
a single sentence. We could write a one sentence list that says we 
will embargo all exports of technology and commodities the trans 
fer of which would have a significant impact on the military forces 
of the Soviet Union and its allies. That would be a very short list 
indeed, one sentence in length. But it would be impossible to ad 
minister.
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Given the realities of administration of any embargo list, we 
have sought, and believe it makes sense to seek, the greatest possi 
ble precision. And precision is attained by having a list that is 
sometimes excruciating in its detail because it enable people who 
have to pass on licenses and make judgments about licenses to ref 
erence the precise commodity or technology in question. So I think 
the size of the list, which has frequently been the subject of criti 
cism, is not the relevant measure of effectiveness. The relevant 
measure is whether there are items on the list that ought not be be 
there and whether there are items that ought to be there but are 
not.

And we believe in, and fully support, an interdepartmental effort 
to assure that unnecessary items are removed from the list when 
ever it is practicable to do so.

Now, it is well known that we are currently negotiating in Paris 
with respect to the future controls that will be placed by all the 
members of Cocom on the sale of computers and other advanced 
electronics to the Soviet Union and its allies. I cannot go into the 
details of that negotiation because we are bound by a rule of confi 
dentiality and it would not advance the American purpose or 
indeed the Allied purpose in achieving a satisfactory result if I 
were to discuss those details here.

But it does seem to me important to bring to the attention of the 
subcommittee the really extraordinary potential of small comput 
ers on the battlefield of the future.

I cannot stress top strongly that we are at the beginning of a rev 
olution in the application of computing technology to the conduct 
of future military engagements. Indeed, we are so much at the be 
ginning of this revolution that we can now only dimly perceive the 
eventual and ultimate uses to which computers will be put in man 
aging the actual conduct of war and in supporting virtually every 
activity of the Department of Defense and the Armed Services, 
ranging from the acquisition and dissemination of intelligence to 
logistics to personnel to battlefield coordination, command ard con 
trol and the like. I would like to say a little bit more abou, this 
area because there is in some quarters the belief that because 
small computers are widely available on the open market, and 
indeed they are, that we ought to throw up our hands and, despite 
the military consequences of the acquisition of small computers by 
the Soviet Union, determine that it is impossible to bring about 
any sensible control regime and, therefore, permit this enormously 
important potential capability to pass freely into the hands of our 
adversaries.

We believe there are control regimes that can be established 
that, consistent with trading interests, will prevent the most seri 
ous flow of small computers and small computer technology to our 
adversaries. And it is light of the importance that we have already 
begun to attach to these computers in our own military that we 
think an effort has to be made and is indeed now being made.

What you see on my right is a computer system that consists en 
tirely of off-the-shelf equipment, equipment that can be freely pur 
chased at any number of retail outlets in this country and abroad. 
The problem to which this array of computer equipment is devoted 
is managing nuclear targeting and survivability. And it has come
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as a surprise to many who have been exposed to it for the first 
time that an Apple II computer and associated off-the-shelf equip 
ment is presently in use for the purpose of targeting nuclear weap 
ons. It is able to'do so in a manner that helps to assure the surviv- 
ability of the structure of command and control and targeting with 
out which we cannot hope to maintain an effective nuclear posture.

The Defense Nuclear Agency developed software that would run 
on Apple computers to locate, to prioritize targets, to select the op 
timum weapon for the task involved, and to designate the aim 
point of that weapon. The initial integration of the software and 
the hardware took about a year. The system has been tested in a 
number of field exercises here and abroad and it has now been in 
stitutionalized in our European Command.

The cost of such a system is approximately $25,000, and the hard 
ware that it uses in only slightly more sophisticated than the 
Apple II itself.

Senator NUNN. Mr. Chairman, may I ask just one brief question 
here. When you are speaking of targeting nuclear weapons, are you 
talking about targeting offensive nuclear weapons in terms of the 
designated targets or are you talking about being able to target the 
nuclear weapons on the other side as designated?

Mr. PERLE. I am talking about the latter, delivery of a nuclear 
weapon.

Senator NUNN. Delivery of offensive weapons?
Mr. PERLE. Of a nuclear weapon.
Senator NUNN. To their targets?
Mr. PERLE. That is correct. With this equipment in place, prob 

lems that formerly required hours to solve can be solved in a 
matter of minutes. And of course, given the pace of the battlefield, 
hours is much too long. The target is almost certain to have moved 
and other changes will have taken place on the battlefield so that 
it is important to be able to reduce the processing time for this sort 
of automated assistance in making decisions.

The Defense Nuclear Agency has demonstrated a microcomputer- 
based command center that greatly improves the survivability of 
the center through dispersal. It is possible to have multiple such 
centers. They are small. They can be easily concealed and protect 
ed.

This contrasts sharply with the way we were compelled to do 
things in the past where we had a very small number of command 
centers, locations of which were far more knowable because they 
were far more visible, the equipment much bulkier. We will later 
give you some specific examples of how it has been possible to com 
press the quantity of equipment that it is necessary to bring to the 
battlefield.

The idea behind the systems was to disperse the elements of the 
command post, the operations, intelligence, supply, personnel and 
the like, across the countryside, separating each element by a 
number of miles. The problem that our colleagues in the Defense 
Nuclear Agency faced was transferring data between these ele 
ments and the commander. This is a probably the single most im 
portant command and control problem on the battlefield.

Using Apple computers, DNA has demonstrated that important 
information could be stored and transferred by these elements
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using radios or hard wire. The concept has been tested since 1982 
in 10 major U.S. and NATO exercises.

Another application of the microcomputer has been demonstrat 
ed in Europe using telephone systems. The advantage of that is 
that those commercial telephone systems without dedicated lines 
are redundant and difficult to destroy. The computers that were 
used in linkups with telephone systems did not reveal their loca 
tion because they don't radiate information. And together with en 
cryption devices, classified information has been successfully trans 
mitted at very high data rates over commercial telephone systems. 
Robustness of the European telephone systems in the theater 
means that in the event of war, we can keep effective command 
and control even with the damage that has to be expected in the 
conduct of operations.

I would like, if I might, to ask Morton Rubenstein, who has a 
small team with him from the Defense Nuclear Agency, which has 
been resnonsible for this development, to say a little bit more about 
what it irf you are seeing in this display of hardware. I would only 
again emphasize that precisely because this is off-the-shelf hard 
ware we have a problem that we are trying very hard to come to 
grips with both internally and in persuading our allies that a 
regime of controls is going to be necessary if you are going to pre 
vent the Soviet Union from operating in the same manner that we 
believe it will be possible for U.S. forces to operate.

Major LEE. Mr. Chairman, I am Major Lee from the Defense Nu 
clear Agency. As Mr. Perle said, the equipment you see in front of 
you is readily available in any computer store in the Washington 
area today. However, hooked together we use it very effectively for 
military application, and it is presently on the ground in Europe 
and the United States right now.

What this system does for the commander is it allows him to dis 
perse his command center, be it at any level, and disperse the func 
tions so there is nuclear survivability in the event that he is sub 
jected to a nuclear attack.

This is a replicated data basis. This particular piece of equipment 
here allows him to input information into the total system, and the 
piece next to it, this stack, is the communications network that 
allows the stations to talk to each other. Now recognize that this is 
just one of many stations that are employed in the corps.

The cost of the staff duty station is about $8,000 and the commu 
nications gateway costs about $12,000. But it will handle many of 
the staff duty stations.

To train an individual to use this can take anywhere from 1 to 2 
weeks. So we don't need a high tech guy in order to operate one of 
these. It is a simple off-the-shelf computer with technology that 
DNA can provide, and it is in use right now.

Mr. Lynch will demonstrate some of the applications of this ma 
chine.

Mr. LYNCH. Right now I don't know if you can really see it, but 
you are actually looking at an overlay of a data base of positions 
for units on top of a videomap which looks exactly like the battle 
maps in any of the headquarters. That type of information and the 
data base for that can be disseminated via the gateway to other lo 
cations, including targets and nuclear targets, and information per-
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taining to the firing of the nuclear targets, as well as any other in 
telligence data and operational data.

And it is done by a 16 byte system which is represented in all 
commercial equipment right here. And it is actually being used on 
tactical communications in V Corps, the A Infantry Division and 
the 3d Armored Division, the videodisc system.

Senator NUNN. Let me ask one question here because I am piec 
ing back something that may have happened in a conversation a 
couple of years ago. This isn't on the subject we are talking about, 
but I had an Army gentleman who told me he got so frustrated 
with the procurement system and all the sophisticated weapons, 
computers and so forth, that he had on order that he went out and 
just put together somathing himself by buying what looked very 
similar to this, the computers and putting it together. He just said, 
"The heck with DOD procurement; I am going to put it together 
myself." He demonstrated it. And then after that the Department 
of Defense put this together. Am I relating at least these two 
things properly?

Mr. LYNCH. Are you talking about General Mackmull?
Senator NUNN. I wouldn't want to call him names.
Mr. LYNCH. BDM supplied General Mackmull with this system.
Senator NUNN. What I am asking is: Did this originate in the 

normal DOD way or did somebody become very innovative in the 
Department of Defense and put this together on their own?

Mr. PERLE. DNA has been extraordinarily innovative in bringing 
together people with great technical competence. DNA was innova 
tive in its decision to test this concept as part of its research pro 
gram. I should note that this was a proof of principle test rather 
than a fielding of operational equipment. As such, the equipment 
was acquired using proper RDT&E procurement procedures.

Senator NUNN. Is that a way of saying this did not go through 
the normal DOD procurement channels?

Mr. PERLE. This equipment went through normal RDT&E pro 
curement channels. If the concept continues to appear feasible for 
operational use, the acquisition of equipment will receive further 
consideration through the major system acquisition process. If we 
had to use normal DOD major system channels to acquire equip 
ment for use in research I think we would probably still be waiting 
for it, Senator.

Senator NUNN. It is the same conversation then.
Mr. PERLE. I might just mention, in passing, I was talking the 

other day with an official who had spent a good part of his working 
life at Wright-Patterson Air Force Base, who recalled a situation 
during the Korean war when he found it convenient to resort to 
the Sears Roebuck catalog, to meet some urgent procurement re 
quirements. So nothing changes.

Senator NUNN. I don't have anything else.
Mr. LYNCH. Right now we just put up a photo that is of the ave 

nues of approach into the 5th Corps sector. It is about 2,000 or 
3,000 photographs that the Army has taken but heretofore had not 
been able to use very effectively on the avenues of approach into 
the sector. This system allows them to more rapidly retrieve that 
and make it useful for a command decision.
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Major LEE. It gives the commander a tool he hasn't had in the 
past to make rapid decisions with accurate information that is 
stored in the computer. It is available at any number of locations. 
It even allows him to command from more than one location. He 
has that information at more than one location if he really needs 
it.

Thank you.
Mr. PEr./,E. If any single impression emerges talking to our Army 

personnel, u is that the battlefield is chaotic. The flow of informa 
tion in the past has been intermittent and often unreliable. The 
small computers of the future will give the battlefield commander 
the opportunity he has never had before, to correlate information 
virtually in real time coming from dozens of different soUiC.r;s and 
to disseminate that information as and when it is needed. There is 
no way that the United States is going to be able to match the 
Soviet Union, tank for tank, or troop for troop, or aircraft for air 
craft, particularly in the European theater. We are compelled by 
necessity to resort to the advantages we have in technology.

We think this is a vital mission of the Department of Defense to 
protect for as long as we can and as effectively as we can the ad 
vantage in technology that enables us to multiply the effectiveness 
of our far more limited forces in order to give us a decent chance 
on the battlefield.

Now a great deal of work has been done not only by the Defense 
Nuclear Agency, but the 9th Division, the High Technology Experi 
mental Division. They are deeply involved in the application of 
computers to the battlefield. The ability of a commander efficiently 
and effectively to accomplish command and control is really the 
linchpin of the current doctrine of air-land battle, the doctrine that 
the Army is now introducing. The Army is faced, as you know, 
with an ever-increasing threat. They must be able rapidly to col 
lect, process, and analyze battlefield information and to execute 
plans before the enemy has had time to react and gain the advan 
tage.

Now the previous command and control system that was devel 
oped by the High Technology Division involved a large number of 
vehicles, organized into command posts which planned, coordinat 
ed, and executed the tactical commander's battlefield plans. The 
system was characterized largely by manual processing of massive 
amounts of battlefield information and by the centralization of 
command and control, which was made necessary by the volume of 
information and the size of the establishment necessary to process 
it.

The manual procedures for the processing of this information 
were cumbersome and they really didn't meet the commander's de 
cision needs on the battlefield. Moreover, the centralization of the 
personnel and equipment meant that the command and control 
system was unduly vulnerable to enemy attack. These deficiencies 
are being overcome now, largely through the use of commercially 
available high technology microcomputers interactors into the divi 
sion's command and control system. The innovative use of these 
has provided the commander with significantly enhanced capabil 
ity.
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I think given the time constraint that we are under we probably 
can't go into the detail we would like to share with you. There are 
some fascinating briefs on how the Ninth Division has bean apply 
ing these technologies to it» command and control structure. Per 
haps on another occasion we could return to do that.

Let me just say a word or two. We don «, know yet the full impact 
of the application of these computers to the battlefield. I am quite 
sure we will find hundreds we have already found dozens of ap 
plications across the whole spectrum of military requirements. But 
on the basis of what has been done already, they have already 
proven their worth in the field. Operations orders which previously 
required up to 6 hours to prepare and distribute within one brigade 
have been processed and distributed now in less than 2 hours using 
commercially available computers such as the computer that you 
see here, which is the Grid computer. This is a computer with 256 
K bytes of random access memory and 284 K bytes of bubble 
memory. It weighs about 10 pounds. You can drop it from 3 or 4 
feet off the ground and pick it up, plug it in, and it will work. It is 
a highly reliable, robust piece of equipment.

The entire contents of this hearing could be stored in this com 
puter. At the moment, we have stored in it the recommendations 
made by this subcommittee when you held previous hearings on 
the subject of controlling technology transfer to the Soviet Bloc.

It is an enormously valuable tool netted with other such comput 
ers on the battlefield. We are seeking to control the ease with 
which computers of this type are made available to the Soviet 
Union. Now we know very well that it is always going to be possi 
ble to buy computers in ones and two and threes from commercial 
outlets and that we cannot put a hermetic seal around the Soviet 
Union and its allies. What we think we can do in concert with our 
allies is reach agreement that these are not to be imported into the 
Soviet Union in quantity, and in particular so they are not import 
ed into the Soviet Union tailormade for the specific military pur 
poses that we think they can so usefully serve.

So between those who would argue that the problem is unsolva- 
ble because computers are commercially available and those who 
argue that we ought to stop all such trade in computers, there is a 
middle ground. We are searching together with our allies to 
achieve that middle ground because the military consequences of 
failing to do so are so inimical to our security.

Thank you, Mr. Chairman.
Chairman ROTH. Thank you, Mr. Perle.
Senator Rudman, I am going to ask that we limit the first round 

to 10 minutes.
Senator RUDMAN. That is fine.
Thank you, Mr. Chairman.
Mr. Perle, let me just pick up on the very last portion of your 

testimony. In the estimate of the Defense Department and your in 
telligence sources, when are the Soviets going to be able to produce 
the fairly sophisticated personal computers we Americans can buy 
in downtown Washington this afternoon: Apple, Tandy, whatever, 
a new IBM?

I know, I own two of them. They do a great deal.
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Are you telling us that it will be a long time in the future before 
the Soviets or their own Eastern bloc nations will be producing 
computers of that relative simplicity in large numbers?

Mr. PERLE. Let me say, Senator, that that depends in large meas 
ure on how successful we are in maintaining an effective embargo 
on the production line equipment that is necessary for the manu 
facture of these machines. And indeed, it is the success the Soviets 
have had in obtaining the machines with which to make these com 
puters, the equipment that taken together constitute a microelec 
tronics production line, that will spell the difference. But at the 
moment, it is our judgment that the Soviets have not succeeded in 
producing a reliable machine even at 16 bytes.

Senator RUDMAN. So essentially, what you are saying is thai al 
though they and their scientific community obviously understand 
precisely how to construct these, and I am sure they know how to 
write the software, that it is going to be a long time before they get 
to manufacturing the semiconductors and microelectronics in tht 
quantity necessary.

I am going to get to you in just a second, Mr. Olmer, because I 
am going to ask you a question after hearing Mr. Perle's answer to 
that.

That is essentially your answer?
Mr. PERLE. It is going to be a long time before they are in a posi 

tion to produce large numbers of machines, let's say, comparable to 
the Grid with a high degree of reliability. But the length of that 
time will depend vitally on how much equipment they are able to 
get from the West.

In the city of Zelenograd, where the Soviets have their silicon 
valley I suppose it would be more correct to say they have a good 
part of our silicon valley they operate almost entirely with equip 
ment of Western origin.

It is that equipment that is putting them on the map with re 
spect to microelectronics and it is our success in restraining the 
flow of that equipment that will ultimately determine the answer 
to the question you have asked.

Senator RUDMAN. Mr. Ohner, would you like to respond to that 
question?

Mr. OLMER. Just a small point. I think it would be a gross under 
estimation of Soviet capabilities to suggest they are technologically 
backward. They are not. They do produce 100 percent they have 
the capability for producing 100 percent of their semiconductor re 
quirements for military application and roughly 40 to 50 percent of 
their semiconductor requirements for civilian application.

It is indeed true the more important issue is the control of the 
semiconductor manufacturing equipment, which the Soviets have 
been successful at obtaining from Western sources. In our judg 
ment, they are not yet capable of manufacturing with the degree of 
reliability and quality assurance that has been available in the 
West and until recently, mostly in the United States.

We are again in that area losing our technological lead. We no 
longer have a clear dominance in the ability to manufacture semi 
conductor manufacturing equipment.

We are now under severe competition from both Europe and 
Japan.
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Senator RUDMAN. As a matter of fact, that is precisely one of the 
issues that is before Cocom, is it not, as to what extent this equip 
ment  

Mr. OLMER. Yes.
Senator RUDMAN. No one is challenging the scientific expertise 

of the Soviets in understanding the theory. But there is obviously a 
serious question as to whether or not they are able to get the 
equipment to put their theory in pract-ce.

Isn't that what Mr. Perle is saying?
Mr. OLMER. Senator, the Soyuz isn't held up in space with rub- 

berbands
Senator RUDMAN. I understand that.
Mr. OLMER. Not entirely is it composed of equipment stolen from 

the West.
Senator RUDMAN. Now that really is not my point, Mr. Olmer. 

Mr. Perle said that if the Soviet Union were suddenly to receive 
unlimited quantities of semiconductor and other microelectronic 
manufacturing equipment, all of which being quality computer con 
trol equipment, then this would have a very positive impact on 
their defense establishment.

Do you agree or disagree with that?
Mr. OLMER. I agree completely with respect to the semiconductor 

and other microelectronic manufacturing equipment. Absolutely.
Senator RUDMAN. Then of course he also says that they could 

shortstop that, if they wanted to, for field applications. If they 
could place an order with Apple Computer or IBM for 25,000 of 
those units with the microprocesses and the data links, then of 
course the fact they were behind in manufacturing would not 
really hurt them that much because for the short term they would 
have the equipment and would know how to develop the software.

Do you agree with that?
Mr. OLMER. Much of this equipment comes with its internal soft 

ware prepared to be used. Presumably the kind of software neces 
sary to net it in the battlefield effect might also be lifted by them 
from the United States or other Western sources. But clearly 
volume control is an issue we are looking at very carefully. It does 
have some problems, yes. There is no disagreement on concept.

Senator RUDMAN. I didn't want to get that agreement. I don't 
really think there is a basic disagreement on the issue. At least the 
subcommittee ought to understand how you both feel. I want to 
just have the precise area of your testimony and move on to just a 
very careful discussion with you of some cf the things we heard in 
the closed session. The reason is because the issue that this sub 
committee is really confronting is, whether there is something Con 
gress ought to do to make this process work better, or it is working 
well enough and moving along within the executive branch so that 
we really ought not to do anything else. You know there are a 
number of bills pending, in fact, one in Congress. Ambassador Katz 
testified about many things we are not discussing here in the open 
session, but there are some things that he said that I think ought 
to be said in the open session.

I want to say them in terms of something that we could reflect 
upon, and I would like to ask each of you a question based on that. 
He said that after giving a history of and this was contained in
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certain secret documents, but this was not certainly a secret part of 
those documents that there had been a history of the problems 
which we f.ll know of, that he thought this administration s role in 
trying to meet the problem at a high level was, to use his words, 
and I will use them exactly, he said that through the persistent ef 
forts of the President and the administration, that trend had been 
reversed.

Second, he said that each of the three agencies represented at 
our hearing table this morning had a natural bias, although not in 
dicating one had less of a concern for national security than the 
other.

He said there was a natural bias. I suppose today his testimony 
at its simplest essence, the Defense Department might like to see 
us sell almost nothing, the Commerce Department would probably 
like to sell everything, and the State Department would like to be 
friendly with everyone but, on the other hand, recognize our na 
tional security interests.

That is a simplification, but Ambassador Katz really was saying 
that each of you come here with a different mission.

He said that stress within the system was good, that the stress 
within the system produced a good result in his view.

His third point was that the problems were historical and not 
unique to this administration. But the most important thing he 
said and what I want to address my question to is this: Ambassador 
Katz said that where we are failing, if we are failing at all, is in 
the resolution of these disputes between these agencies in a forth 
right manner in which a decision is mada, and once it is made that 
proposal is tabled. He said that he thought that ought to be within 
the State Department. That is no secret. That was his position. 
And I think what he really was saying was that unlike Yogi Berra, 
who once said "It is never over until it is over," I think Ambassa 
dor Katz was saying it is over.

I would like each of you to respond to how you think we can re- 
soive this dilemma which I think is the key of the dilemmas facing 
this whole Cocom process and what Congress is wrestling with.

I will call on Mr. Schneider first.
Mr. SCHNEIDER. Thank you, Senator.
The institutional arrangements that we have made within the 

Government, specifically the Senior Interagency Group on Technol 
ogy Transfer, which is part of the NSC system, happen to be the 
most effective means of addressing the problem of establishing an 
interagency agreement on matters relating to the Cocom negotia 
tions.

What we have done in the past several months within the Senior 
Interagency Group on Technology Transfer has been to tighten the 
managerial arrangements so that that group, which is at the As 
sistant Secretary and Under Secretary level, will be abje to adjudi 
cate disputes between agencies and arrive at a final negotiating po 
sition before the teams go off on bilateral discussions or we go into 
final multilateral negotiating sessions. With respect to this process, 
I will let the other agencies speak for themselves, but my impres 
sion is that this process now works to the satisfaction of all of the 
participants involved.

Senator RUDMAN. Mr. Olmer.
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Mr. OLMER. Senator, you raised three points and I would like to 
briefly comment on each of them.

One, I fully subscribe to Ambassador Katz' judgment, that the 
trend has been reversed as a consequence of President Reagan's 
leadership and decisiveness at the outset of the administration. 
That clearly has had a continuing effect in our ability to deal with 
each other internally and arbitrate differences of view and to make 
a more convincing case to our Cocom partners.

The second point was the question of whether the stress is a good 
thing. I have always maintained that it is highly desirable to have 
a very strong advocate role played by the Defense Department. I 
have said that privately as well as publicly to my compatriots in 
the Pentagon. You hold our feet to the fire if you think we are 
wrong. I absolutely believe that is critical to this process. Even 
though sometimes working under the gun one loses one's patience 
with the difficulty of arriving at a harmonious position, I would 
never alter the rough balance that I think is essential from each 
participating agency.

Ambassador Katz wrote that cable in January after an unfortu 
nate series of events dealing with the perhaps single most impor 
tant issue to be negotiated in Cocom. And it applies, I think, 
though you could read it differently, mainly to that unfortunate ex 
perience.

The proof of what we have now, as Bill Schneider suggests, a 
system in place to adequately manage the process and to deal with 
the dispute settlement in an effective way, will be seen in whether 
01 not the administration, as it has committed itself to doing, pre 
sents a Cocom position by May, the first week in May.

Senator RUDMAN. In fact, the unfortunate incident, which is 
hardly a secret around this town anymore, was that when everyone 
got to Paris to start the negotiation, for it turned out that no posi 
tion has been reached here in Washington. And you essentially had 
three p.rms of the U.S. Government going into a negotiation having 
strong disagreement with each other, which wasn't really resolved 
until th? next day.

I have serious doubts about how well things get resolved that get 
resolved in that kind of short notice. That was the issue, was it 
not?

Mr. OLMER. Yes.
Senator RUDMAN. Do you think that has been fixed?
Mr. OLMER. I think I would like to be asked that question on 

April 23.
3?nator RUDMAN. We will arrange it.
Mr. Perle.
Mr. PERLE. I think, if I may say so, the problem was not so much 

a unified position at the outset. It was how to respond to changes 
in the situation on the scene. And that frequently poses difficulties 
in a negotiating situation. It is all v«ry well to enter negotiations 
with a unified position, but as soon as counterproposals are made, 
a response is needed and frequently differences then develop over 
the rapidity over which we ought to abandon our positions.

Senator RUDMAN. Of course, in this particular case, in all due re 
spect, Mr. Perle, we are not talking about counterproposals. As it 
turned out, in fact, the Defense Department had some problems
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with what was going to be its position, and in the early morning 
hours there were phone calls back and forth. So that was before 
anything was even tabled. Am I not correct? That is kind of a slip 
shod way, in my view, to conduct international negotiations?

Mr. PERLE. We have developed what I think is a very bad habit 
of anticipating the positions of our interlocutors and responding to 
them before they can even table their own views.

I think that is what was entailed in that particular situation.
But on your larger question, I agree entirely with Ambassador 

Katz. The situation is much improved over what it has been in the 
past, back a long way, beyond this administration.

I disagree with him on only one point, and that is where the 
final decision ought to lie, in the case of disputes that cannot be 
reconciled among the executive agencies. I think clearly the final 
resolution has to belong to the National Security Council. This sub 
committee has inherited the earlier activities of the Subcommittee 
on International Operations which did pioneering work on this 
question of the coordination of executive departments, and I think 
a strong NSC is the only way to reconcile what are admittedly pa 
rochial outlooks on the part of all of the agencies that are involved.

Senator RUDMAN. Mr. Chairman, thank you very much for your 
indulgence. I am sorry to have to run over the time, but I felt it 
was important at the very outset of questions to get a clear state 
ment of each of the three of these witnesses mirrored against the 
excellent testimony of Ambassador Katz.

Chairman ROTH. Thank you, Senator Rudman.
I just want to ask one followup question and then I will turn it 

over to Senator Nunn.
Have your procedures been modified so that in addition to 

having a common position initially you have your alternatives? It 
would seem to me that that is just a matter of good planning, that 
you just don't try to reach agreement on where you stend original 
ly, but what are the counter-proposals going to be and what is the 
reaction of this Government?

Has this been modified?
Mr. SCHNEIDER. Yes. A part of what would be agreed to would be 

negotiating strategy which would include the various points along 
the way.

Chairman ROTH. Senator Nunn.
Senator NUNN. Thank you, Mr. Chairman.
Before I begin, I would like to ask the chairman and vice chair 

man what their guidance is about the length of time we have now 
because I want to make sure we accommodate.

I have a number of questions. There is no way I will be able to 
get through my questions in less than an hour, hour-and-a-half. 
Perhaps we are going to have to come back in some other hearings. 
So maybe I could get some guidance. Then I will just ask a few 
questions if we are going to be adjourning in the next few minutes.

Chairman ROTH. It is my understanding that this room is being 
used for another hearing at 2 o'clock. So I would take it from what 
you are saying, Sam, that there is no way we can complete the 
question by 2 o'clock.

Senator NUNN. I think that is right. May I ask the witnesses if 
they could come back tomorrow morning? We have another hear-
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ing scheduled on this subject with industry. I think it would be in 
order to defer that so we can get into these questions.

Do any of you have any problems coming back tomorrow morn 
ing?

Mr. OLMER. I will let you know in just a few minutes.
Mr. SCHNEIDER. I can come back tomorrow morning.
Mr. PERLE. Unless it is another hearing thai I am scheduled for, 

I will be glad to be here.
Senator NUNN. I will go ahead and see where we go.
Just in completing that dialog, I share Senator Rudman's senti 

ments that it would have been very helpful if it had been possible 
for Ambassador Katz's testimony to be public. I think he did shed a 
good deal of light and he put this whole matter in perspective.

To make sure we understand where he was coming from in the 
context, he also said and I assume this is, after having been in 
the media for quite a bit, not quoting him but he also said the 
interagency process, and this was as of January of this year, the 
interagency process in this technology area had never been so bad. 
So I think that has to be the starting point, and had everything 
been smooth we wouldn't be sitting here today and having these 
hearings.

Since January, could I ask each of you to tell me in your view 
whether the interagency process has improved?

Mr. Olmer.
Mr. OLMER. It is a very difficult question to give a flat response 

to Senator, because the interagency negotiating position is also one 
where people will begin by asking for more than their bottom line. 
We are in the midst of that at the present time.

I do have a feeling, based on evidence, that there is no reluctance 
for each agency to air its differences of view on the technical char 
acteristics of the proposal that needs to be submitted to Cocom 
without any reservation and with an understanding that it has to 
be developed with specificity.

It cannot be simply a flat "I accept this and reject that." That is 
a very healthy development, and I don't believe that that was prev 
alent prior to January, and in particular the circumstances leading 
up to that unfortunate incident.

So I am at the moment cautiously optimistic, and I, perhaps, 
shouldn't even use the word "cautious," I am optimistic that we 
will meet the deadline we have imposed on ourselves, upon which 
our Cocom partners anticipate receiving from us a well thought 
out, documented presentation which does represent a strongly held 
point of view by this administration on computers and software.

Senator NUNN. Thank you, Mr. Olmer.
Mr. Schneider, the question is whether the interagency process 

has improved since January 1984.
Mr. SCHNEIDER. Yes, Senator, I believe it has. The nature of the 

problem has been that the interagency process in my judgment 
prior to January 1984 was adequate to meet the problems that we 
encountered up until we entered into these computer discussions.

As Ambassador Katz observed, the computer discussions are no 
tably more complex than are the other controls that we have tried 
to negotiate within Cocom. The interagency process was adjusted in 
January 1984, and my view, based upon what has happened be-
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tween January 1984 and today, is that the situation is significantly 
improved.

Senator NUNN. Thank you.
Mr. Perle.
Mr. PERLE. Yes; I agree with my colleague, Senator.
I would only add that there are issues of substance here as well 

as process, and in many ways I think the differences in substance 
that have developed have been more important than the shortcom 
ings in procedure. And I think we will be able to reconcile those 
differences in substance which I expect will always exist because, 
as Ambassador Katz said, and as this subcommittee well knows, 
there are different orientations. We worry about this situation a lot 
more than some of our European allies do, in part because some of 
our allies are simply unaware of the use to which small computers 
can now be put. So I have reasonable confidence that we will have 
an agreed administration position in Paris for the next round of 
computer negotiations and that we will be successful in persuading 
our allies of the importance of coming to grips with problems rep 
resented by the equipment you see.

Senator NUNN. When you get into the question of procedure, it is 
my understanding that leading up to what has been so far in this 
hearing referred to as the unfortunate episode, and I assume that 
is the meeting late last year on the computer subject, that there 
were meetings that were called by the State Department that the 
Defense Department did not attend.

Now, we have heard two versions of that. That was the October 
meeting leading up to us having no position later on in the year 
after we called the meeting and had no position to table, at least at 
the outset.

Just procedurally, if that is the case, why did the Defense De 
partment not attend these meetings? The other side of it, we have 
heard, that is Defense was not notified. Therefore, the natural 
question is who is responsible for notification of meetings?

It seems to me that that is elementary. If we cannot get every 
body to attend the same meeting on an important subject, it is very 
unlikely we will be able to get agreement on technical substance.

Mr. Perle, I will start with you on that, then Secretary Schnei- 
der.

Mr. PERLE. I am unaware of any occasion in which the Depart 
ment of Defense did not attend a meeting as a statement of policy. 
There are an awful lot of meetings, Senator Nunn. Sometimes half 
a dozen in simultaneous session. It is a little bit like the problem 
you have choosing among the hearings you are going to attend. It 
may well have been that there was an occasion on which we did 
not have someone available to participate. But we do not stay away 
from meetings for the purpose of attempting to influence decisions.

Senator NUNN. Mr. Root testified there were numerous inter- 
agency meetings that defense did not attend.

Secretary Schneider, would you comment on that? I am speaking 
in the timeframe of late summer and early fall of 1983, leading up 
to this computer meeting problem in Cocpm.

Mr. SCHNEIDER. As Secretary Perle said, there are a lot of meet 
ings that are conducted at the working level. I was not specifically 
involved in meetings during that time period. I was never advised
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that there was any boycott of meetings by any agency. It is often 
the case, including when we hold meetings at the senior interagen- 
cy level, that for a variety of reasons an agency is not represented.

For example the relevant person couldn't attend, or had some 
sort of a conflict. But I know of no policy reason why any agency 
has not participated in meetings.

Senator NUNN. So this is news to you?
Mr. SCHNEIDER. Yes.
Senator NUNN. This is out-of-the-blue type news. You have never 

heard of Defense not attending meetings?
Mr. SCHNEIDER. I have heard of Defense and other agencies not 

attending meetings, but not for a policy reason. I heard that a 
person was sick that day or had some other reason. It was not a 
policy issue.

Senator NUNN. Would you comment on that, Mr. Olmer? Have 
there been critical meetings that were important that Defense was 
not represented at; and, if so, why?

Mr. OLMER. Well, two comments. No. 1, I have no personal 
knowledge of any meeting in which any member of the Defense De 
partment, from the policy level on down, stayed away because of a 
belief that staying away would have an effect on the outcome.

Defense's involvement is absolutely essential. If you are going to 
ask me is it conceivable that it happened, I would say sure, and 
perhaps even for that purpose. But it would be unfair to character 
ize the whole process because of an incident like that.

There are meetings at a very senior technical working level, and 
it could be that someone got a particular point of view at a time 
and stayed away. But I have no personal knowledge of that.

Senator NUNN. Let me get to another subject. A little while ago, 
Secretary Olmer testified, and I don't want to quote this inaccu 
rately, but it was the first I have heard of it. Five to eight percent 
of the total technology going to the Soviet Union is what the 
Cocom process could potentially control.

Would you restate that?
Mr. OLMER. I am basing this on a judgment made in an unclassi 

fied study that was produced in 1981 that said first, the vast major 
ity is available Jn open sources.

Second, when pressed for a number it was reluctance to give a 
number it was well in excess of 90 percent.

Senator NUNN. Ninety percent coming from open sources?
Mr. OLMER. Coming from open sources or espionage. What we 

were trying to do was limit the kind of technology which is ac 
cessed by the Soviets from the West that goes through the Cocom 
process. We don't count in that the coopting of an employee of an 
American microelectronics company who provides blueprints to a 
RGB agent.

Senator NUNN. When you say open process, what I am trying to 
get at, let's say 90 percent comes through either the open process 
or the espionage.

The Cocom process itself deals with the open process, does it not? 
So what does the 5 to 8 percent mean? I am not sure I understand 
what that means.

37-7X4 O-84   12
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Mr. OLMER. The 5 to 8 percent deals with diversion of technolo 
gy, either because the licensing process or the enforcement process 
was not up to speed.

In other words, we licensed something that shouldn't have been 
licensed.

Senator NUNN. Maybe I am missing you, but I thought your 
statement insinuated that Cocom, working at best could, can only 
control perhaps 5 to 10 percent  

Mr. OLMER. Yes.
Senator NUNN [continuing]. Of the technology that would be 

available to the Soviet Union?
Mr. OLMER. Ten percent, yes. That was a judgment reached 

nearly 2 years ago in a report which I will try to find for you.
Senator NUNN. All right.
Mr. Perle, I am trying to get the scope of the problem. If it is 10 

percent or roughly, and these are estimates, but do you want to 
comment on that?

Mr. PERLE. Yes, I do. I don't agree with that figure at all. I think 
a great deal more is  

Mr. SCHNEIDER. There is a classification issue here, Mr. Chair 
man. We could provide more information on this subject on a clas 
sified basis, but I am afraid we just can't go into detail to discuss 
this in this forum.

Senator NUNN. OK. Let me ask another question.
Secretary DeLauer testified last week that in 1975, or 1974, ap 

proximately 75 percent of all of the advanced technology in the 
world originated in the United States. He further testified, if I 
recall the figures, that approximately 50 percent of all advanced 
technology today originates in the United States and that in an 
other 7 or 8 years, I believe the year he used was 1989, there would 
be only about 30 percent of all advanced technology originating in 
the United States.

Mr. Olmer, let me start with you.
Do you agree with that generally speaking?
Mr. OLMER. Yes, I do. But it is slightly misleading because the 30 

percent would probably not include the technology which is devel 
oped by U.S. companies through subsidaries or joint venture ar 
rangements in foreign countries. But clearly the thrust of his point, 
with which I associate myself, is that there is a reduction in the 
American dominance in high technology.

Senator NUNN. Mr. Schneider.
Mr. SCHNEIDER. As a qualitative statement, I would agree that 

modern technology has been diffused. But I am not sure that the 
numerical characterization is one I would have confidence in.

Senator NUNN. Do you think it is way off or do you think it is in 
the ballpark? Is the trend correct?

Mr. SCHNEIDER. 1 think the trend is correct. That is the point I 
was agreeing with. The difficulty is we see the internationalization 
of the development of technology to the point where it tends to ob 
scure these kinds of numerical characterizations.

Let me cite a recent development. Boeing is in a joint venture 
with the Japanese on developing large air frames for commercial 
aviation. This is technology that we had pretty much to ourselves 
in the United States.
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Now, that process is going to be fairly widely internationalized. 
While we are going to remain a part of it, it will no longer be au 
American monopoly.

Senator NUNN. Mr. Perle, let me add one element to that.
Dr. DeLauer also testified that advanced technology has a very 

short half life, to use his words, and that the challenge was to 
make sure we got the technology, the advanced technology, out in 
the field. He said that the Soviets inevitably were going to get it, 
just a question of when, and it was the cutting edge he was looking 
for rather than any permanent thing.

Is that also a fair statement of your view?
Mr. PERLE. Not exactly. This is a subtle issue. This is sometimes 

posed in the following way: More important than controlling the 
flow of technology to the Soviet Union is remaining in the fore 
front of advanced technology, the cutting edge, if you will.

This is sometimes taken to mean that as long as we have a gen 
eration of technology that is more advanced than the generation 
available to the Soviet Union, we can rest content.

That, I think, is very wrong. There are critical military thresh 
olds which, once crossed make a profound difference. And the fact 
that we may have gone beyond that threshold to something even 
better may be of declining military significance.

So, for example, achieving accuracy necessary to destroy the 
target is the critical threshold, and accuracy beyond that may be 
elegant and satisfying for the developers of the system, but what 
matters is whether the Soviets get the accuracy they need to de 
stroy the targets.

So I would wa"t to be very careful with the way in which that 
insight of Dr. DeLauer's is applied to the process of controlling 
technology.

We cannot stop it. I am not under any illusion about that. But 
we can slow it down. And in some areas we find the Soviets after 
many, many years still unable to match technology developed 
many years ago in this country.

One striking example that came to light during the discussion of 
the gas pipeline was the production of 25 megawatt compressors. It 
turned out that the Soviets had been attempting for vears to devel 
op compressors comparable to those in use in the West and several 
development efforts had failed catastrophically. So there may be 
areas in which we may be able to maintain the lead if we are judi 
cious about what we transfer.

Senator NUNN. I will just ask a couple more question at this 
time. I hope we can come back here tomorrow.

Mr. Perle, there have been articles written about the dispute in 
the Defense Department between your shop and Dr. DeLauer's 
shop on the whole question of role within the Defense Department.

No. 1, as a historical matter, are these stories correct? It was an 
Aviation Week article. You probably read that, of December 2, 
1983. If they are correct historically, has that ihtra-agency problem 
been resolved?

Mr. PERLE. It is correct, Senator, that there was, beginning over 
a year ago, a transfer of some authority that had at one time been 
on the policy side of the Pentagon, and that had been transferred 
in the previous administration to the research and engineering side
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of the Pentagon. It has now come back to its natural home on the 
policy side of the Pentagon.

Arrangements of this type are often the occasion of some dispute. 
And this was.

Senator NUNN. Maybe everybody claims victory here. If so, that 
is a good resolution of it. But Dr. DeLauer described this process as 
having evolved to the point wherein one member of his shop and 
one of your shop are involved in every decision from the very 
bottom all the way up. It is sort of like a two-headed monster that 
goes from the bottom to the top.

Whether that is workable or not, he said he would have to re 
serve judgment of it. Is that a correct description of it or are you 
really in charge at this point?

Mr. PERLE. No. Ultimately, of course, the Secretary of Defense is 
in charge.

Senator NUNN. Assuming he may be busy when some of these 
decisions are made, who is in charge in his absence?

Mr. PERLE. It is hard to answer that because there is a structure 
by which decisions make their way up the ladder in the event of 
disputes among different parts of the Department of Defense.

Senator NUNN. So is your shop and Dr. DeLauer's shop on equal 
terms here?

Mr. PERLE. No, I think I would have to say that the Office of the 
Under Secretary of Defense for Policy has the final decision, which 
of course is always subject to appeal to the Secretary of Defense.

Senator NUNN. Well, it is interesting. I will go back and look at 
Dr. DeLauer's testimony. But this directive from the President was 
supposed to have solved all of this. It seems to be interpreted two 
ways by the two people in charge.

Senator RUDMAN. If the Senator would yield. It is a brilliant 
compromise. They both think they are in charge.

Senator NUNN. That is great for diplomatic purposes, but I am 
not sure it is going to work. That is the question. We will go back 
and review that testimony.

Mr. PERLE. I think all of this is laid down in a lengthy document, 
a directive issued by the Secretary of Defense. And the issue was 
partly how we were organized internally. It was also partly who 
spoke for the Department of Defense outside the Department of De 
fense.

I don't think there is any question that it is the policy side that 
speaks for the Department of Defense.

Senator NUNN. I think there is agreement on that. I recall him 
saying that. You represent Defense in terms of other departments, 
but internally and how the decisions are made is another thing, in 
terms of interpretation.

I notice we are running out of time. I hope all the witnesses 
could be back tomorrow morning. It is 10 o'clock, but it is in Rus 
sell 236 tomorrow morning.

Chairman ROTH. Can you attend, Mr. Olmer?
Mr. OLMER. Yes, sir.
Chairman ROTH. Let me go to a more basic question. Frankly, 

when you are talking about computers and software and this new 
technology, this is a very critically important area to the future de 
velopment of this country. This goes somewhere beyond merely
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sales as far as Commerce is concerned or Defense, as far as the 
Pentagon is concerned. If we don't keep on this cutting edge, I 
think we have some very serious problems ss a nation.

I think Western Europe is already suffering from the fact they 
have not kept on the cutting edge.

One of my questions is: Do we make these kinds of decisions on a 
computer-by-computer basis or are you gentleman, any of you, able 
to say is there some higher level at which general policies in this 
area are being reviewed and discussed? Because when you are talk 
ing about this new technology, no one knows how it is going to 
impact of what its importance will be. I think it happens to be 
critically important, and it may be something on which there 
should be a broader policy decision than one to be made by this 
interagency group.

Mr. SCHNEIDER. The Senior Interagency Group does report 
through the National Security Council system to the President. 
The decision process is ultimately made at the highest levels of 
Government with the full spectrum of national security, economic 
and foreign policy interests taken into account.

[At this point, Senator Rudman withdrew from the hearing 
room.]

Chairman ROTH. I am not sure if it is just a national security 
problem. I think it is even broader than that. It is the future eco 
nomic development.

Mr. SCHNEIDER. Yes. Well, that is why the final decision is not in 
the hands of an interagency group at the level of people at this 
table. It is in the hands of the President who has the opportunity 
to address all dimensions of it.

Chairman ROTH. Mr. Olmer.
Mr. OLMER. Senator Roth, one of the most important sources of 

advice for us is the private sector, and we do have an instrument 
known as Technical Advisory Committees. It is important to us be 
cause, increasingly, as the Government is not at the cutting edge of 
technology, we don't have sufficient expertise to judge the complex 
ities and sophistication and significance of some technologies and 
products. And so we rely to a great degree on the advise we receive 
from volunteers from the private sector, some of whom have 
worked very, very hard, without reward, and without publicity, in 
an effort to help us design a technology control program.

In some areas, and back to the issue of whether or not we are 
controlling top much or whether it is just right, I would like to say 
that we require a better handle on the decontrol process for the 
very reason that you have identified. The extent that America can 
remain technologically preeminent is dependent to the greatest de 
gress on its competitiveness internationally. If it cannot sell its 
products and earn a profit, it can't have money available for pour 
ing back into research and development of the next generation of 
products.

All of the defense procurement in the world isn't going to make 
it possible for our private sector to remain technologically superior 
to the Japanese or French or Germans.

We have had under control for several years an entire range of 
medical equipment that has been controlled because the equipment 
has imbedded within it a microprocessor It has been the judgment
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of this interagency process and against the advice of the private 
sector, which urged perhaps swifter decontrol of that, that it ought 
to be decontrolled, but we haven't done it. We are now in the proc 
ess of doing that. Several hundred pieces of equipment will soon be 
decontrolled, this enabling, 1 hope, our entire industry of medical 
equipment suppliers and scientific instrument suppliers to again 
compete without the restraint of having to apply to the Depart 
ment of Commerce for a license and have that referred to an inter- 
agency process.

Yo" are absolutely right, we have to do a better job to enable 
America's strength to remain what it is and, indeed, to have a hope 
of sustaining itself.

Chairman ROTH. I would like to go back again to the basic ques 
tion of general policy rather than the specifics of a particular com 
puter.

The comment was made that this will wind its way through the 
NSC. Is the Secretary of Commerce a member of the NSC?

Mr. OLMER. He is not a member of the NSC. If I could take just a 
moment. We get 90,000 license applications a year. We did in 1983. 
Roughly 9,000 of these cases get referred to or could get referred to 
the Defense Department. Those are transactions from the West to 
East bloc destinations. Of those 9,000 potential review applications, 
cases that Defense could get, they only ask for roughly 3,000. They 
say the Commerce Department, under these kinds of criteria, can 
go ahead and make its own determination whether to approve it or 
deny it. DOD looks at 3,000. Of that 3,000, there are no more than 
200 that are in sufficient dispute to warrant an assistant secretary 
level review.

And, of those 200, no more than a handful require review at a 
higher level because of a dispute as regards that particular comput 
er.

In my 3 years, there have been three meetings of a group known 
as the Export Administration Review Board, chaired by the Secre 
tary of Commerce, attended by the Secretary of Defense, the Na 
tional Security Adviser, the Secretary of Sti.te, and on two occa 
sions the Director of Central Intelligence, to discuss a particular li 
cense application. That is like, maybe, six items out of the 3 years 
that we have been here and perhaps as many as 250,000 total li 
cense applications and license issuances. Not very much.

Chairman ROTH. Mr. Perle, would you like to comment?
Mr. PERLE. No, I think that is quite right. The number of occa 

sions on which there are significant disagreements in connection 
with these licenses has been very small indeed. So it is easy to ex 
aggerate the extent of the problem.

Senator NUNN. Isn't that about to be broadened, though? 
Haven't we just had a directive that goes to West-to-West trade? If 
so, aren't those statistics we just heard really out of date?

Mr. OLMER. The agreement is about to be implemented. It has 
the potential for reducing the time required for a license applica 
tion. And in my view, given the Defense Department's motivation 
in getting at what it really wants to get at, and their ability to do 
so being dependent on their performance in the review of these in 
dividual license applications, I suspect that we will see a swift
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action and very little to be in dispute that requires resolution at a 
higher level.

Chairman ROTH. I have further questions I want to ask, but I 
guess we have a vote. So I think rather than continue we will 
stand in adjournment until 9:05 o'clock tomorrow morning.

Thank you very much for your patience, gentlemen.
[Senators present at time of .,-ijournment: Senator Roth and Sen 

ator Nunn.]
[Whereupon, at 1:25 p.m., the subcommittee adjourned, to recon 

vene at 9:05 a.m., Thursday, April I?., 1984.]
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PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
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The subcommittee met at 9:05 a.m., pursuant to caii, in room 
236, Russell Senate Office Building, under authority of Senate Res 
olution 354, section 13, agreed to March 2, 1984, the Hon. William 
V. Roth, Jr. (chairman of the subcommittee) presiding.

Members of the subcommittee present: Senator William V. Roth, 
Jr., Republican, Delaware; and Senator Sam Nunn, Democrat, 
Georgia.

Members of the professional staff present: S. Cass Weiland, chief 
counsel; Eleanore J. Hill, chief counsel to the minority; Katherine 
Bidden, chief clerk; Mary Robertson, assistant chief clerk to the irv 
nority; Kitty Dias, executive secretary to the chief counsel of the 
minority; Fred Asselin, Glen Fry, and Leonard Willis, minority 
staff investigators; John Sopko, assistant counsel, minority; Sarah 
Presgrave, executive assistant to the chief counsel of the majority; 
and Howard Shapiro, majority staff counsel.

Chairman ROTH. The subcommittee will please be in order.
Mr. Peile I think is either in the vicinity or will be here in the 

next several minutes.
I would like 10 go back to the line of questioning that I was pr-j- 

pounding yesterday. I am still not clear in my mind whether there 
cannot be a resolution at the lower level when it goes to the NSC 
or when it goes to the ad hoc committee that you mentioned I 
think six different times. How do you decide which route it goes for 
resolution?

TESTIMONY OF LIONEL H. OLMER, UNDER SECRETARY FOR 
INTERNATIONAL TRADE, DEPARTMENT OF COMMERCE; WIL 
LIAM J. SCHNEIDER, JR., UNDER SECRETARY FOR SECURITY 
ASSISTANCE, SCIENCE AND TECHNOLOGY, DEPARTMENT OF 
STATE; AND RICHARD N. PERLE, ASSISTANT SECRETARY FOR 
INTERNATIONAL SECURITY POLICY, DEPARTMENT OF DE 
FENSE [continued]
Mr. SCHNEIDER. Mr. Chairman, the way we have handled these 

issues generally is that the vast majority of them have been han 
dled at the working level. There have been some issues which have 
been necessary to work out on an interagency basis at the senior 
interagency level.
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At this juncture we have not needed to refer any issues concern 
ing Cocom negotiations to a higher level in terms of individual po 
sitions or anything like that. We have been able to work them out 
on an interagency basis, apart from the matter of computers where 
we had to work out a new management arrangement, so to speak, 
within the Senior Interagency Group on Technology Transfer. That 
new management effort is now in process.

Chairman ROTH. Who is that new management group that you 
referred to?

Mr. SCHNEIDER. That deals with a subgroup of the Senior Inter- 
agency Group on Technology Transfer, including representatives of 
State, Defense, Commerce, CIA, NSC, and the Department of 
Energy, together in a smaller group. We have worked out a de 
tailed schedule for the sequence in which various outstanding mat 
ters would be adjudicated, and we try to have this smaller group 
work on more or less a real time basis, to make sure that all of the 
agencies are together as we move in various steps toward the com 
puter negotiations in May.

For other issues we have been able to work out interagency posi 
tions in the more conventional way, using the regular working 
group process.

Chairman ROTH. How does the private sector have any input on 
those decisions?

Mr. OLMER. The private sector has not had a substantial involve 
ment in the specific preparation of the U.S. negotiating position for 
Cocom. However, the Commerce Department uses a mechanism 
known as Technical Advisory Committees to deal with each of the 
militarily critical technologies. Some of the those areas have been 
more active than others. Most prominent among them is the semi 
conductor TAG. The Defense Department has a series of technical 
committees which on occasion they, too, solicit private sector in 
volvement. But in terms of formulating a specific U.S. negotiating 
position, I think it would be fair to say we do not actively solicit 
their views on the specifics of it.

However, in general we hfve, of course, had to rely on their judg 
ment as to what does represent latest state of the art technology.

Chairman ROTH. I can partly see why they could not get directly 
involved in specifics, but I guess what concerns me is that as we all 
know, you are in an extrao; dinarily controversial area. There is no 
easy resolution of these matters, if you look at it strictly from a 
security point of view. If you make a mistake there, you can endan 
ger our security. At the same time, if you become overly protective, 
as I think at least one of the prior witnesses testified, we cai; aelay 
or prevent our continuing to be on the technological edge. I just 
wonder in this overall, how we can ensure broad policies that will 
help create an effort for technological growth?

Mr. OLMER. I think it is a fair assessment to say we have not 
done an adequate job in this area up to now or we would have had 
an agreement as of last December as to the new Cocom computer 
items. But it does not mean we are not now prepared to do that. As 
Mr. Schneider points out, we do have a mechanism to achieve a 
consensus within the administration. And I think that consensus 
will fairly represent the views of the administration, but not as to 
the specifics.
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Chairman ROTH. Mr. Perle.
Mr. PERLE. Mr. Chairman, I disagree both with the judgment, im 

plied judgment, that the views of the private sector are not well 
known to the executive branch of Government or, for that matter, 
to the Congress as well. Those views are a matter of public record. 
We are all visited by representatives of industry. We go out and 
meet with and speak to industrial groups. Their views are well 
known. They are even well represented within the interagency 
community, often by the Department of Commerce, which because 
it is sensitive to the attitude of the business community feels 
obliged, and I think properly, to put the business community per 
spective forward in interagency deliberations. There is no shortage 
of knowledge about their preferences and views.

Chairman ROTH. Has that been formalized or is it ad hoc?
Mr. PERLE. There are, as Lionel has indicated, a number of advi 

sory groups which are a formal mechanism for conveying views. 
But the informal mechanisms are abundant.

Chairman ROTH. What are the formal ones? I know we have a 
formal advisory for involving trade. But do we have a formal advi 
sory for  

Mr. OLMER. We do have formal advisory groups both in the Com 
merce Department and in the Defense Department as regards solic 
iting private sector advice on both the kinds of things that need to 
be controlled, and the kinds of things that the business community 
feels should be decontrolled. But again in terms of formulating the 
negotiating position, we do not on a dymanic basis solicit the views 
of the private sector as to whether this position is an appropriate 
one or not. And I don't believe that we could afford to do that. We 
do know the views of the private sector as regards what is high 
technology and what in their judgment is not high technology.

Mr. PERLE. We also know their preferences. They are not shy 
about expressing their view with respect to how they would like to 
see both our own controls configured and Cocom's.

Chairman ROTH. I suppose you have a difference of opinion on 
the part of the private sector. There are probably those who are 
opposed to technological transfers from the standpoint of competi 
tion. Is that true?

Mr. PERLE. There are a variety of views within the private 
sector. To give you one example, I believe it was Business Week 
that editorially endorsed the arrangement decided by the President 
in which the Department of Defense was given expanded authority 
to review licenses.

Chairman ROTH. That is at the heart of what I am discussing. 
Yes?

Mr. SCHNEIDER. Mr. Chairman, if I could comment on that, I 
have has a good deal of contact with representatives of the business 
community and I found a great deal of supp> rt for our Cocom 
effort. In their view it would help reduce the uncertainty or unpre 
dictability about what items would be controlled. The business com 
munity shares the concerns that the administration and many in 
the Congress have about the consequences of the transfer of ad 
vanced technology to the Soviet Union.

If I could generalize, I think their concerns relate to the fact that 
they want these controls agreed to on a multilateral basis, as we
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are trying to accomplish in Cocom, so that U.S. business will be 
protected from having competitor copies in other countries under 
cutting the U.S. controls.

Mr. OLMER. Mr. Chairman, if I might, the President's Export 
Council, which you know very well, has a standing subcommittee 
known as the Subcommittee on Export Administration. It has done 
a superb job over the course of the last 3 years at reviewing all of 
the procedures connected with export administration, both enforce 
ment and licensing and the Cocom relationship. But they are not in 
a position to get involved in the development of the U.S. negotiat 
ing strategy for a forthcoming Cocom negotiation.

Chairman ROTH. But you see what I am talking about is not spe 
cifics, as I indicated. What I am concerned about is how you strike 
the proper balance because of the legitimate concerns of the De 
partment of Defense from the security standpoint, but at the same 
time striking a proper balance that we keep the technological cut 
ting edge in this country. I think that is a matter of serious broad 
policy concern.

Mr. OLMER. I would have to agree with Mr. Perle. We know with 
some precision the views of the private sector, both the scientific 
community, the academic community, and industry, as regards 
technology transfer issues. We may not know it at any given 
moment as to what we are proposing to do in Paris, but that is a 
different matter. That deals with the specifics. In general we know.

Senator NUNN. Mr. Chairman, on this point, if I could just inter 
ject something in order to get the comments of the panel. You are 
right on the point that one of our witnesses later this morning, Mr. 
McFadden. He will be speaking on behalf of the Industry Coalition 
on Technology Transfer, in quoting his testimony, regarding the 
distribution license procedures, which I think have just been 
issued is that right?

Mr. OLMER. Proposed new procedures.
Senator NUNN. They are proposed. What he says is:
The Government did not conduct any audits prior to issuing the proposed regula 

tions and apparently has not thoroughly reviewed the functioning of the distribu 
tion license. Further, the proposed changes were developed and published with vir 
tually no consultation with industry, the one group that has significant expertise 
with the day to day operations of the distribution license.

So forth and so on.
Mr. OLMER. Could I respond to that, Senator?
Senator NUNN. Sure.
Mr. OLMER. Perhaps it is time for Mr. McFadden to get dressed 

down a little bit. In addition to representing that coalition, he rep 
resents a company which is responsible for having abrogated the 
authorities given to it under a distribution license which it had in 
its possession. It is currently operating under some restraint.

Proposed regulations are exactly what they mean, they are pro 
posed, we had them under study for a year. When we issued them, 
we indicated to the private sector they would be given thorough op 
portunity both publicly and privately to corns in and tell us what 
their views were on proposed regulations. We were unable to com 
plete the review of the private sector response, so we extended the 
period twice. We have been collecting the submissions of foreign 
governments and of the private sector on a regular recurring basis



183

and we are about to hold a public hearing with regard to those sub 
missions.

Senator NUNN. You are saying they are not final and there is 
going to be plenty of chance  

Mr. OLMBR. Absolutely not final. Some folks have the view every 
time the Government wants to open and close a door they ought to 
bring in everyone and ask whether or not it is appropriate to open 
or close the door. We did issue those. Again, I say they are pro 
posed regulations, and we published them as we thought they could 
be implemented in the Federal Register and invited public com 
ment.

Chairman ROTH. Just let me make the comment, as the one who 
proposed in the t^ade area the advisory committees that would 
have the opportunity to comment during the last GATT round, in 
May. I am not passing judgment on what you have now, but I 
think there ought to be some formalized procedures where the pri 
vate side has an opportunity to comment at least generally. I am 
not necessarily saying on the specifics, because as I see the prob 
lem, and I am not being critical of either side, these are extraordi 
narily tough problems of how do you adequately score our technolo 
gy from the standpoint of leakage to the Russians but, at the same 
time, maintain the kind of effort that keeps this country techno 
logically advanced. It is very easy for either side with hindsight to 
criticize. And I think you are always going to have to face that is 
going to be a fact in this kind of set of circumstances. But I do 
think it is wise, because we are dealing with policies that can 
impact upon our capability of new research and development, that 
we try to formalize that.

Let me change, because I want to turn over to Senator Nunn for 
a second round on his part, the two of us have been very much in 
volved in the question of arms cooperation and NATO. It seems to 
me that technological transfer goes to the very heart of that prob 
lem and perhaps it is the most serious part of the problem. Do you 
see that we can develop policies in this area that permit real arms 
cooperation with our NATO allies?

Mr. Perle, would you like to comment?
Mr. PERLE. Mr. Chairman, I don't believe that the principal ob 

stacle to arms cooperation with our allies, which we very much 
favor, is the technology transfer problem. From time to time there 
aro exceedingly sensitive technologies that we are loath to transfer 
to anyone. Indeed, I am aware of some technologies possessed by 
the Navy that are so sensitive they won't share them with the 
Army or the Air Force or, for that matter, with the Office of the 
Secretary of Defense, except under great dure s.

So there is always going to be a little bit o» ^hat. But the princi 
pal objectives to arms cooperation are commercial, and the encum 
brances of the procurement process. And in the final analysis there 
are often political obstacles, when it comes to making sizable acqui 
sitions offshore that might otherwise have been made in someone's 
congressional district. The only way I know to advance the cause of 
arms cooperation is to work on each element of that problem indi 
vidually, and we are endeavoring to do so in the Department of De 
fense. I am unaware of any significant potential program of arms
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cooperation that has been adversely affected by technology transfer 
considerations.

Senator NUNN. If I could just follow the chairman's question on 
that. I agree with him as to its importance. I think what he is re 
ferring to and what concerns me is not what has happened in that 
regard. I would agree with you. I think the primary problems in 
terms of arms cooperation have been political. And I mean that 
with a capital P. Including politics within the Department of De 
fense, in terms of parochial interests of services, and certainly in 
cluding Capitol Hill where we have had numerous problems on 
that. But is seems to me if you have a breakdown of Cocom, let's 
say hypothetically the computer issue is not resolved and I hope 
it will be, as you all have testified you hope it will be but if that 
computer issue is not resolved and Cocom is rendered ineffective 
because of that, and there is some indication it is such a linchpin, 
then unless it is resolved it will critically damage Cocom. It seems 
to me, without Cocom operating effectively with some confidence 
on both sides of the Atlantic, that this whole area of two-way 
street, particularly in advanced technologies, could well go down 
the tube. I have a hard time seeing how we could have a vigorous 
pattern of transfer of technology on critically new emerging tech 
nologies if there was not at least a medium confidence level that 
those technologies would not be given the same degree of protec 
tion on that side of the Atlantic as they are on this side.

So I think what I interpret the chairman's question to be is basi 
cally the fear and the potential as to Cocom if we have a break 
down in this process.

Mr. PERLE. I think the point is well taken, but I don't think 
there is any prospect, Senator Nunn, of a breakdown in Cocom. If 
anything, Cocom is in better shape today than it has been in its 35- 
year history. Greater attention is being paid to it. The level of rep 
resentation at these high level meetings has been increased over 
what it was before.

You know, when we began talking to the allies about Cocom, I 
sat in meeting after meeting where ministers of defense and for 
eign affairs and in some cases prime ministers either didn't know 
what Cocom was or hadn/t the vaguest idea of what it was doing. 
This has been a backwater, obscure, almost unknown for a quarter 
of a century. That may have been appropriate in the period where 
military technology was so much of the leading edge that it was 
easy to make decisions, but now, as many people have observed, we 
are in a situation where commercial technology is out ahead of the 
military technology. And so decisions on these dual use technol 
ogies entail greater economic sacrifice, though it is still not signifi 
cant in the larger picture. I think a lot has been done to strengthen 
Cocom and we will settle the computer issue. It is a question of the 
terms on which it is settled and how we conduct the negotiation^. 
But I don't think there is any danger of a breakdown of Cocom.

Senator NUNN. Mr. Olmer.
Mr. OLMFR. Senator Nunn, I would like to support at least part 

of what Mr. Perle has said about getting the attention of the allies 
and turn it a little to suggest we have also gotten the attention of 
U.S. companies. I think that technology transfer issues are as im-



185

portant to U.S. corporations as are issues dealing with antitrust 
and antiboycotts and foreign corrupt practices.

Historically technology transfer issues in most or many Ameri 
can corporations have been handled at the level of shipping clerk 
or a little bit above that, and that is no longer the case. There are 
chief operating officers and chief executive officers that are writing 
the Cabinet officers in this Government oftentimes to complain 
about the severity of the proposed restraints or the actual re 
straints, but we sure have their attention. That is all for the good 
of it. Of course, it depends on how we work it out.

Senator NUNN. We had the allies' attention on the pipeline issue, 
too, but I am not sure it was the right kind of attention. Attention 
is not always positive.

Mr. OLMER. The argument could be made the outcome has had 
some salutary benefits in the Cocom process, and I would be pre 
pared to make that argument.

Chairman ROTH. Let me just ask a couple of brief questions. Mr. 
Perle, in talking about these computers, am I correct in my under 
standing that there is no intent to prevent the export in large 
quantities in West-to-West trade? In other words, are we trying to 
restrict the number of home computers, for example, that would be 
sold to Western Europe?

Mr. PERLE. Well, I want to be careful about getting into the de 
tails of the proposal that we will be discussing in Paris. But the 
answer to that question is "No," we are not seeking to diminish the 
flow of small computers within the West. The question is what is 
permitted to be sold to the Soviet Union and its allies. 
  Chairman ROTH. Let me ask a second question. Ho* does 
Japan I don't know whether any of the Asian countries are in 
production of home computers. How do they fit into the picture?

Mr. PERLE. As a member of Cocom——
Chairman ROTH. They are?
Mr. PERLE [continuing]. They have a veto over the Cocom delib 

erations, as does any other member.
Chairman ROTH. They are a full-fledged member?
Mr. PERLE. Yes. They would be bound by any agreement reached 

in Paris.
Chairman ROTH. Senator Nunn.
Senator NUNN. Thank you, Mr. Chairman.
First, let me state to all of you I appreciate very much your ad 

justing your schedules. I know you are busy. To come back for 
second day was absolutely essential. We appreciate it.

Mr. Perle, I hope that your appearance later on this morning has 
not been disrupted. My understanding is you are going to be called 
when the Armed Service Committee needs you. I hope we can focus 
on quafitions to you at the beginning and then you will be available 
when the time comes for the Armed Services Committee.

Mr. Perle, the Defense Science Board Task Force and Industry 
International Armaments Cooperation, June 1982 and I realize 
there have been some changes since then but I want to see if that 
has been changed or what has happened with the new Presidential 
directive on intradefense cooperation. Page 86, and I quote, "The 
political-military rational for ISA" and I suppose ISA is really the
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policy side. That is not the name of your office now, is it? Isn't that 
what they are referring to?

Mr. PERLE. I believe that is what they are referring to.
Senator NUNN. Going back, the political-military rational for ISA 

primacy in arms collaboration programs has been overtaken by 
events. It is time that the primacy be shifted to DR&E with ISA 
retaining a coordinating role.

Questions. One, do you agree with that? Second, is that what has 
happened or has the reverse of that happened with the new Presi 
dential directive?

Mr. PERLE. The Presidential directive, Senator Nunn, does not 
bear on the internal organization of the Department of Defense. I 
disagree with that recommendation.

Senator NUNN. I guess I mean the Defense directive.
Mr. PERLE. It is inconsistent with the Defense Department direc 

tive which in fact goes the other way.
Senator NUNN. In other words, the Defense directive gives your 

shop primacy?
Mr. PERLE. That is correct. With all due respect to the Defense 

Science Board, it does report to the Office of the Under Secretary 
for Defense Research and Engineering, so it is in fact an advisory 
group to the client in whose behalf it has made a recommendation 
there.

Senator NUNN. Are you saying that wasn't an objective recom 
mendation?

Mr. PERLE. I am saying it was consistent with the predisposition 
of the technicians. As I think even the hearing thus far has indi 
cated that the issues here are broad policy issues. It would be a 
mistake to construe them as narrow technical questions.

Senator NUNN. That is a point I think on which there is consid 
erable disagreement. That is one of the points that really concerns 
me. I don't know where I will come out on this but I think that is 
one of the keys as to the role of the Defense Department. I think 
you have just put your finger on it. As you well know, I am one of 
those who believes the Defense Department should play a vital role 
and a very important role in this process. My interpretation of 
what Congress intended when we set this up, and I recognize in a 
previous life you were part of that and played a vigorous and very 
positive role, but my interpretation is that what we wanted from 
Defense was basically assessment of strategic value; assessment of 
technical capabilities; and that we weren't looking for philosophy 
from Defense. Now I know there is a thin line between philosophi 
cal beliefs and policy, and I think policy is certainly a relevant part 
of it. But I will have a series of questions on that very point.

Just to see how it is working now, I asked Dr. DeLauer this in 
our hearing last week, "Could you capsulate for us your current 
procedures you interpret that your office will be doing and what 
the office that is under Richard Perle will be doing?"

The answer he gave me, and I want to see if you agree with this, 
and see if we have a firm agreement as to exactly what the status 
is now, the answer he gave me was:

They will be dealing with the State Department, Commerce Department, with for 
eign governments, embassies, for the purpose of settling the question of whether we 
have a narrow technology. Certain technology will be transferred in a particular
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way. My organization will be responsible for the technical assessment that permits 
them to have that conversation in the first place.

Once that conversation is done and the details of that, the acquisistion that re 
sults from that or the activity that results from that as it affects the product or the 
technology or the details are handled by my people.

Do you agree with that interpretation of the new Defense alloca 
tion responsibilities?

Mr. PERLE. I would not have put it in those terms, not because I 
necessarily disagree with it but because it doesn't track very well 
with the licensing process. If I could put it in my own words, when 
a question of a license reaches the Department of Defense, it goes 
to my office. It goes simultaneously to a number of other offices 
within the Department of Defense and an analysis is made of the 
issues entailed in the decision.

The technical recommendation, narrowly construed as technical 
advice, is handed by Dr. DeLauer's office to my office, and that is 
factored in together with a number of other considerations in order 
to pioduce a judgment.

Senator NUNN. On that point, could you tell us what those other 
considerations are?

Mr. PERLE. Well, in some cases they are questions of armament 
cooperation.

Senator NUNN. What else?
Mr. PERLE. In some cases they are political, what is the status of 

the relationship between the Department of Defense, for example, 
and the country to which the export would take place. We are talk 
ing in many cases about countries outside the Soviet bloc.

Senator NUNN. Political in the sense of relationship between our 
Nation and those nations?

Mr. PERLE. It may well bear on the defense relationship, on the 
security relationship.

Senator NUNN. Well, in what political sense are you talking 
about? I am not SIT,- I understand precisely what you mean by the 
political.

Mr. PERLE. I would think that licenses for the sale of munitions, 
for example, to countries we might potentially be in conflict with, 
would be political. Security, if you will.

Senator NUNN. Wouldn't that, by its nature, come more from the 
State Department? This is what I am wondering. I really wonder if 
Congress wants to give the Defense Department basically the direc 
tive to make essential political judgments, on the relationship be 
tween countries and so forth. This is what, I gather, is happening

Mr. PERLE. We don't make the essential political judgments. All 
we can do is make a recommendation, Senator Nunn.

Senator NUNN. All right. But when that recommendation is 
made, the technical side comes into your shop and you are incorpo 
rating the policy side with the technical side. It seems you are 
making basic political judgments about the relationship between 
countries and what countries we may pdtertially Have a conflict 
with. I don't mind you doing that as long as it is separated from 
the technical judgment. I don't mind the Defense Department tell 
ing the State Department what they think about the state of diplo 
matic relations. But, I think it is enormously important that that 
be separated from Dick DeLauer's technical strategic judgment
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about the importance of these weapons. If the technical side gets 
lost in the Defense Department's political analysis, then in my 
view we have lost what Congress intended the Defense Department 
to do.

Mr. PERLE. It is not getting lost. I don't think Dick would argue 
for a moment that there have been licenses that we have recom 
mended be disapproved on political grounds that he would have 
been happy to approve on technical grounds.

Senator NUNN. I am not saying he is arguing that. This is me 
arguing that.

Mr. PERLE. In the real world it doesn't happen. We are responsi 
ble in the Department of Defense, and I believe properly, for look 
ing at things like the regional military balance.

Senator NUNN. Well, that is not political.
Mr. PERLE. Well, security is probably a better word than politi 

cal.
Chairman ROTH. Yes, go ahead, Mr. Schneider.
Mr. SCHNEIDER. Senator, if I could comment on that, State does 

have a central role in assessing the foreign policy interests relating 
to such transfers. The Department of Defense provides input on the 
national security dimension of this, which includes the scientific 
and engineering part of it that would be provided by Dr. DeLauer's 
office. Defense contribution also includes an evaluation of the mili 
tary capabilities that such a transfer might provide to a country 
that could become a potential adversary, for example. This is the 
Defense input into the final decision, which is ultimately recom 
mended by the Department of State in this regard. So I think the 
intention of the regulations in DOD, as we understand it, contrib 
utes to a well rounded defense or security input to technology 
transfers evaluation that involves more than strictly science and 
engineering estimates, but goes to the entire defense dimension of 
the problem.

My understanding is that the regulation has been helpful in 
making sure that we have a comprehensive security view before a 
final licensing decision is made.

Senator NUNN. What I am interested in is the technical side and 
the strategic judgment about the importance of a weapons system 
on the balance between the United States and the Soviet Union or 
between other countries that may be in conflict. In fact with the 
Iran-Iraqi issue, I think a!i of that is relevant. But I think it is 
enormously important in this process that the Defense technical 
side be separated from the Defense policy side. It can be considered 
in a final Defense Department position, no doubt about that. But I 
would like for the State Department and the Commerce Depart 
ment, the President of the United States and the NSC, on the few 
disputes that go all the way to the top, to have a clear delineation 
between the technical side of the Defense assessment and the polit 
ical side of Defense assessment. Now; I don^t know whether that is 
being done, but I have a feeling there is some indication it is not 
being done.

Mr. Olmer, would you comment on that from a Commerce De 
partment point of view?

Mr. OLMER. I was hoping I would be left out of that.
Mr. PERLE. So was I.
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Mr. OLMER. I am sure.
I think you have put your finger on the central joncen. of many 

in the business community, and I think it is a legitimate concern, 
but I will leave to others the judgment of whether the balance is 
being maintained or whether it is cut of whack somewhat. If you 
talk to some folks, they would say that there is too much policy 
being introduced in the Defense Department judgments and they 
are being masqueraded as technical judgment. I have to say that 
we require Defense Department technical judgments. It is absolute 
ly essential. I mean that honestly and sincerely.

Senator NUNN. Are you getting that? Is there something you can 
read so you know what is the Defense technical judgment and 
wh(. her the technical judgment may have been blended in with a 
policy judgment?

Mr. OLMER. There have been occasions in which I would say that 
there has been a blending of policy with the technical judgment. 
There are times when I would disagree with the technical judg 
ment. But that is also part of the process and I think it is a legiti 
mate part of the process. I don't often see that. There are very few 
instances when we have observed the need to raise these issues to 
that high a level. They are usually I think you are expressing a 
concern that if there is a basic change in this balance, that it could 
trickle down ,nto the working level. And I don't have a good judg 
ment as to whether or not that has occurred.

Senator NUNN. Let me go on with Dr. DeLauer, the dialog we 
had on this point. I asked:

The effect on security you mentioned a while ago, you separated that from the 
technical assessment. Who will be responsible for assessing and giving the Secretary 
of Defense the assessment of how this kind of transfer could affect our security?

This was the answer Dr. DeLauer gave to that question: "Both of 
us." And I said, "At that point that is a dual function." Dr. De 
Lauer says, "And the military. They review this also." Then the 
question, "Does that input go directly to the Secretary?" Dr. De 
Lauer, "It goes directly to the Secretary."

Question: "Three prongs." Dr. DeLauer, "Also the problem we 
have with the military, it is hard for them to assess the risk. They 
tell you go or no-go. They formally don't have the capability." And 
so forth. Do you disagree with any of that?

Mr. PERLE. Senator, I think we probably should have started this 
hearing with the point by point description of how the system 
works because some of the questions that are being put, and 
indeed, the answers that are being given, are likely to lead tc a 
misapprehension of how the system works. We are talking most of 
the time, in fact virtually all of the time, about the processing of 
cases at the working level. The question about how things get to 
the Secretary of Defense is not really relevant to the structure by 
which licenses are processed day to day.

The fact is that we have set up a committee that has subgroups, 
that has working groups reporting to it; and difficult cases, when 
they arise from time to time, and they aro very infrequent, are 
worked through this committee on which ail parts of the Depart 
ment of Defense are represented. The committee recommendations 
can be appealed by any element in the Department of Defense that
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disagrees with them, in which case it will be ultimately settled by 
the Department of Defense. But Dr. DeLauer is represented on that 
committee.

I happen to chair the committee. But people from his office chair 
one of the subpanels of that committee. So there is pretty thorough 
integration throughout the process. But very few cases, let me em 
phasize, are ever brought before the committee since they can be 
settled without great difficulty at the working level. We are talking 
about thousands of licenses, and only in rare instances are there 
broad questions of policy that come to the top of the Department of 
Defense, questions that may have a particularly important prece 
dent-setting character.

Senator NUNN. Of course, we did start asking questions about 
how this process worked. I started by asking Dr. DeLauer about the 
Aviation Week and Space Technology edition and the blow-by-blow 
description in the December 19 publication about the furious 
debate between your shop and Dr. DeLauer's shop. He answered 
that was approximately a correct article. Then I think I asked you 
that same question yesterday and you also said it was correct.

Mr. PERLE. It was correct there was a dispute.
Senator NUNN. We are not imagining there was a furious battle 

in the Department of Defense over this whole issue. Dr. DeLauer's 
testimony last week was bascially that he would reserve judgment 
about whether the new procedures are going to work. But it was 
clear to me in the dialog I had with him that he felt the whole 
process was now going to be a dual hat, that his shop and your 
shop were going to have dual responsibility all the way up. It is 
clear to me that you believe that you have been given primacy in 
this area.

Mr. PERLE. I think it is a difficult question to answer if you put it 
in terms of primacy because as I said initially the Secretary of De 
fense will settle issues where there are disagreements. It is not 
really a question of who has primacy. There is a technical dimen 
sion to these issues which is not, by the way, solely possessed by 
Dick DeLauer's office. The military services also comment. The De 
fense Intelligence Agency also comments. We frequently go to the 
laboratories for comment on the technical aspects of these issues. 
But we have a structure that I could explain in much greater 
detail. I don't want to take the time of the subcommittee. It is a 
parallel structure, if you will, in the sense that at every stage Dick 
DeLauer's office and other offices in the Pentagon have an opportu 
nity to comment on a case. Someone has to manage the process.

Senator NUNN. That role has been given to your shop?
Mr. PERLE. We have the management responsibility in the sense 

that when a case comes to the Department of Defense, it comes to 
my office. It is then processed, and when a decision is reached, it is 
my office that conveys that decision to other departments of the 
Government. I won't use the word primacy. I don't think it accu 
rately reflects the integrated nature of the decisionmaking process.

Senator NUNN. Let me go on to a couple of other questions along 
this line. Last week our subcommittee received testimony from 
Larry Sumney, executive director of the Semiconductor Research 
Corp. Mr. Sumney was formerly director of the Navy, very high 
speed integrated circuit project, known as VHSIC, in the Office of
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Under Secretary of Defense Research and Engineering. In his testi 
mony Mr. Sumney warned about the imposition of what he called 
overzealous controls not only regarding the VHSIC program but 
other areas of American high technology as well. Quoting from his 
testimony, he said,

The Defense Department classification group is genuinely concerned with keeping 
our technology out of adversary hands.

Then he added:
They tend to come from the field of international affairs, foreign affairs, econom 

ics and law. They are in no position to assess the technology or the effects of their 
suggestions on the work of technology manufacturers in the technical community. 
They argue from ideology.

Now how would you respond to that?
Mr. PERLE. I don't know the gentleman. In my time in the De 

fense Department I never encountered him. I think that is rubbish. 
What company did you say he was with, Senator Nunn?

Senator NUNN. You want to take notes?
Mr. PERLE. I believe he is involved in the industry and he is com 

plaining  
Senator NUNN. He is.
Mr. PERLE [continuing]. He is complaining about the extent of 

the controls. If he had been at all specific about the controls he has 
in mind, I could comment more usefully.

Senator NUNN. Do you have a technical capability in your shop?
Mr. PERLE. Of course we do. Of course we do.
Senator NUNN. Who is your top assistant in this area?
Mr. PERLE. Well, the overall management responsibility is with 

Steve Bryen
Senator NUNN. What is his background, academically?
Mr. PERLE. He is a Ph.D. in political science. He spent some 

years on the Hill.
Senator NUNN. Does he have any science background?
Mr. PERLE. He is not a technician, but  
Senator NUNN, What is your background, academic?
Mr. PERLE. My background is also in international affairs.
Senator NUNN. Who is the third man in your shop? Who is 

under Steve Bryen?
Mr. PERLE. Well, we have Don Goldstein whose background is 

with the intelligence community.
Senator NUNN. Do you have anybody that has an engineering, 

physics, technical background at the top of your shop, in a top rung 
of management?

Mr. PERLE. No; but these are not technical decisions made at 
that level. Nowhere in the Government are they. Nowhere in the 
Government.

Senator NUNN. Well, that may be true, but I know what my in 
tention was when I wanted the Department of Defense to get vital 
ly involved in this. My intention was not to get political judgments, 
but rather, to get technical judgments and strategic judgments arid 
policy judgments. I realize it is a thin line here. I recognize that. I 
want to know what Richard Perle thinks about the policy of tech 
nology transfer.
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I think that is valuable. But I don't want that to become so inter 
twined with the technical side of the Defense Department's input 
that one can't distinguish between your opinion and Dick De- 
Lauer's.

Mr PERLE. No; I don't think you would have any problem distin 
guishing between mine and Dick's and I can't think of an issue on 
which Dick and I disagree. The misconception here is the manage 
ment of the process which involves a very large number of people. 
The managers are not themselves technicians any more than the 
manager of any of our top technical firms ar  themselves techni 
cians. So the management responsibility is in the hands of people 
who are skilled by background and experience in pulling together 
the activity of a large number of people. I would not put a physicist 
in that job.

Senator NUNN. You have a consultant. Did you hire a consultant 
group to assist your shop in handling these technical judgments? 
Have you hired consultants that are technically inclined to give 
you advice?

Mr. PERLE. Indeed we have had consultants and continue to have 
consultants who are technically competent. I would be happy to 
provide a list of the very large number of technically competent 
people who make technical judgments.

Senator NUNN. That is fine. But what I am getting at now is you 
have a whole technical side of the Department of Defense. Why is 
the policy side hiring consultants on the technical side when you 
have a whole shop of people that are in charge of that?

Mr. PERLE. I am not sure to which shop you refer.
Senator NUNN. I am talking about DeLauer's shop.
Mr. PERLE. There are a handful of people in DeLauer's shop who 

are very much involved in this process.
Senator NUNN. What I am trying to get at, are you getting your 

technical judgments from that part of the Department of Defense.
Mr. PERLE. Yes; indoed we are. But they in turn are getting it 

from the whole Defense research establishment. That has always 
been the case and the only issue, the only issue you hear  

Senator NUNN. Why not let them?
Mr. PERLE [continuing]. Has been the management of that proc 

ess.
Senator NUNN. If you are doing the policy side, why not let the 

technical side flow from the R&D group?
Mr. PERLE. It does.
Senator NUNN. Why do you have consultants for your own side?
Mr. PERLE. Because there are broader policy issues than the judg 

ment of the technician on a specific chip. The interesting questions 
are seldom the narrow technical issues. There is seldom dispute on 
the narrow technical issues. Indeed, if you press me, I don't think I 
could give you a single instance now of a significant technical dis 
pute.

The questions tend to be much more difficult questions, like I 
hesitate in open session. I could give you some interesting specific 
examples that are currently active, but not in open session.

The number of people involved in managing the technology 
transfer process in the Departmej of Defense has never numbered 
more than a handful. It is much larger now than it ever was before
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because my office was expanded to enable us to perform that man 
agement function with care and deliberation and in a timely fash 
ion. What happened before the change, Senator Nunn, is that a 
small number of people working in Dick DeLauer's shop, at a 
rather low level of Dick DeLauer's shop, managed the process. That 
is, the licenses came in, license requests came int) them. They then 
solicited technical opinion throughout the Department of Defense.

Most of the technical advice that was ultimately brought to bear 
did not come from individuals within Research & Engineering. It 
came from the military laboratories, from the services, from the in 
telligence community, elsewhere.

This small group at a low level in Dick DeLauer's shop then inte 
grated the information that had to bear on the license and a deci 
sion was made. The only thing that has changed is that the man 
agement function now resides in my office rather than in Dick De 
Lauer's office. And a larger number of people are involved in the 
process.

Senator NUNN. But that technical information was all flowing, 
as you just described it, into the Research- and Engineering part of 
the Department of Defense. And what you have described, as I un 
derstand it, in the last minutes, is that you are getting that infor 
mation, but then your group on the policy side has also hired con 
sultants to bring in technical judgments to your shop.

Mr. PERLE. No, no. No, no. I am sorry. I may have misspoken. 
Not to deal with licenses. We have brought in consultants on broad 
issues of technology, but in some cases the same consultants that 
were used previously and continue to be used by research and engi 
neering. There is not the sort of division that you seem to be imply 
ing here between  

Senator NUNN. I asked Dr. DeLauer why your shop would need 
consultants on technical matters when he was basically in charge 
of that, and he said, "You will have to ask Mr. Perle; I can't tell 
you."

Mr. PERLE. We are not bringing in consultants to handle cases. 
There may have been a misunderstanding.

Senator NUNN. What are they doing?
Mr. PERLE. Well, they are doing different things. Among other 

things, we have brought in consultants for the purpose of organiz 
ing, rationalizing the system by which licenses are processed. So 
that for the first time look, in the years it was under R&E, it was 
never automated, it was never computerized. The interface with 
other elements of the government was less than adequate. And a 
deliberate decision was made that this activity could be better car 
ried out where it is now being carried out. I think the results speak 
for themselves. The backlog has been eliminated. People have been 
added to handle the responsibilities so that we are able to provide 
business with more expeditious answers, and I think the perform 
ance tells the story.

Senator NUNN. Well, I don't disagree that progress has been 
made. What I am really puzzled about, though, I still do not have 
in my mind a clear line of distinction between the two parts of the 
Department of Defense and what you are doing. Clearly policy is a 
part of this. I think there is a danger on one hand, though, that 
policy may become basically political and diplomatic policy should
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flow from other parts of the overall government. The other danger, 
as I see it, is if your shop basically has people who are not 
equipped in the technical area, which is fine, and you hire consult 
ants to give you technical advice when within the Department of 
Defense, as I understand it, all the technical information should 
flow from the R&E shop. It looks to me as if you are really having 
a competitive battle, on one hand, with the technical side and on 
the other hand the policy side plus its technical consultants.

I think maybe it will work. We will have to wait and see. We 
have to recognize so far that within the Department of Defense, ac 
cording to the Aviation Week article, it has not worked.

Mr. PERLE. Look, the Aviation Week article was written before 
this arrangement was put into place and it was based entirely on 
the views of Dr. DeLauer while the decision was being made by the 
Secretary. It was entirely tendentious and misleading.

Senator NUNN. It is not like an ancient history. It was about 2Vz 
months ago.

Mr. PERLE. That is right. And the decisions were made subse 
quent to that.

Senator NUNN. It was during a critical period when on the most 
crucial technology, in fact the linchpin, the computer, it was 
during a period where our own government could not  

Mr. PERLE. It had nothing to do with  
Senator NUNN [continuing]. Could not get a position together to 

present to a meeting we called at the Cocom.
Mr. PERLE. Those issues within the Department of Defense had 

absolutely nothing to do with the Cocom negotiations, nothing 
whatever. The issue was simply which office was going to handle 
munitions licenses. And while we keep talking about the distinc 
tion between technical and policy considerations, in most instances 
the policy considerations are far more important than the technical 
judgments when it conies to munitions cases.

For example, Senator, when we have to consider whether to 
permit the sale of a missile, say an air-to-air missile, to a country 
in a region if instability, a judgment has to be made about the re 
gional military balance, about the impact of that sale on the de 
fense establishments in other countries that may be affected by it 
and so on. That isn't a technical judgment. You turn that over to a 
physicist and it is almost certain to come out wrong. That is a 
policy judgment. And because most of the issues that we have to 
deal with are predominantly policy questions and not technical 
questions, they are properly handled on the policy side.

Senator NUNN. I don't disagree with that at all. I think that is a 
proper judgment for your shop after getting the technical assess 
ment from the DeLauer shop. It puzzles me why you would need a 
group of technical consultants to make these decisions.

Mr. PERLE. We don't have that.
Senator NUNN. Maybe you could furnish for the record exactly 

what your technical consultants are doing if they aren't making 
technical judgments.

Mr. PERLE. I will be glad to give you a list of the consultants and 
the projects they are working on. We bring in consultants to give 
us broad advice which we think is necessary and important. For ex 
ample, on the question of computers and software, we would like to



195

have some judgments independent of the judgments of everyone 
else, including the Army, Navy, Air Force, the laboratories and the 
like, about issues bearing on software.

[The information requested which was subsequently received by 
the subcommittee follows:]

ASSISTANT SECRETARY OF DEFENSE,
Washington, DC, July 16, 1984. 

Hon. SAM NUNN, 
U.S. Senate, 
Washington, DC.

DEAR SENATOR NUNN: You requested additional information on the use of consult 
ants by my office in the course of the testimony I gave in April on the role of the 
Department of Defense in the export control program of the United States Govern 
ment before the Senate Permanent Subcommittee on Investigations. In response to 
this request, I have cited below the contributions made by consultants under my 
office, with particular attention to the COCOM List Review negotiations. In addi 
tion, I have enclosed an attachment which addresses the questions surrounding the 
Military Critical Technologies List.

Mr. Brad Smith, of B-K Dynamics, Inc., has advised my office on small computers 
for purposes of the COCOM negotiations. Mr. Smith's efforts were very important as 
they constitute the first time the military utility of small computers was systemati 
cally studied. We will be glad to brief you on this crucial and timely issue.

Mr. Duyck Van Gorder, from GTE, has provided clear technical advice on the 
international switching market. His advice was instrumental in developing our posi 
tion for the COCOM switching negotiations and remains crucial to their successful 
outcome. I might add, Mr. Van Gorder has provided his services free of charge.

Dr. Jack Benoit, of the MITRE Corporation, has provided invaluable technical as 
sistance for the COCOM computer negotiations. Dr. Benoit is assisting my office, as 
well as the Office of the Under Secretary of Defense for Research and Engineering, 
in the formulation of Defense Department positions on various issues under negotia 
tion which my office has identified as being crucial.

Mr. Richard Hohn, of Cincinnati Milicron, provided technical advice to the U.S. 
robotics negotiating team in Paris on several occasions. Mr. Hohn was designated by 
the Robotics Industry Association as an industry representative and provided his 
services to my office free of charge. His thorough familiarity with the international 
market, as well as technical manufacturing details, was instrumental in presenting 
our Government's position on robotics in COCOM.

The consultants cited above are not the only channels through which we have 
sought advice. Defense has also frequently met with industry to probe and learn 
about critical manufacturing technologies. I believe that the participation of the pri 
vate sector has dramatically increased our effectiveness in COCOM negotiations. 

Sincerely,
RICHARD PERLE.

Attachment.

RELATIONSHIP BETWEEN MCTL AN3 CCL

(1) The MCTL identifies, in each of 20 categories of technology, arrays of know- 
how, keystone Equipment and materials, and goods accompanied by sophisticated 
know-how.

(2) The MCTL is constantly being evaluated and updated to reflect advancing 
technology.

(3) The technologies identifiad in the MCTL primarily contribute to the develop 
ment, production or utilization of items being controlled for national security pur 
poses on the Commodity Control List (CCL).

(4) The know-how, i.e., technical data, portion of MCTL is not now fully incorpo 
rated in the CCL. A major interagency effort, however, is now underway to correct 
this deficiency with a goal of completion by March of 1985.

(5) Although there are some items on the current CCL that are Controlled unilat- 
erally (i.e., Robotics), updates to the CCL normally result from changes in the 
agreed COCOM international embargo lists.

(6) Normally the U.S. updates the CCL by first proposing a change to the COCOM 
embargo. When COCOM agrees on the U.S. proposal that agreement is implemented 
by the U.S. in the CCL.
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(7) Since most U.S. COCOM proposals have their origin in the MCTL, there is usu 
ally a time lag between an MCTL update and a CCL update.

(8) For example, early versions of the MCTL showed only about a 40 percent cor 
relation with the CCL versions published at the same time.

(9) Recent efforts, however, to streamline the MCTL, as well as approximately 100 
U.S. proposals being considered in the current round of COCOM negotiations, have 
resulted in higher correlation.

(10) The draft 1984 MCTL was distributed for review by offices in the Defense and 
Energy Departments on 1 June 1984. The new MCTL is expected to be published by 
1 October 1984.

(11) Approximately 95 percent of the goods, products and materials in the new 
MCTL are reflected either in the current CCL or in a pending U.S. proposal to 
COCOM. This is significantly higher than the estimates 3-4 years ago and is the 
result of streamlining improvements in the MCTL, as well as new U.S. proposals to 
COCOM.

(12) One can say, therefore, there is a 95 percent correlation between the newest 
(1 June) draft of the MCTL and the latest "about to be agreed" CCL (contingent on 
COCOM acceptance of U.S. proposals).

Senator NUNN. But that sounds an awful lot like to me you are 
getting too involved in the technical side of it. It sounds like we 
have two groups in the Department of Defense getting head over 
heels in the technical side and one group is always a matter of har- 
monicity. I am sure you won't believe it, so I am trying to be as 
forthcoming as possible, and add to that an editorial comment that 
the give and take is a useful process. Even when we disagree it is 
still useful.

Chairman ROTH. I think Mr. Perle said earlier that performance 
tells the story. I would ask both you, Mr. Olmer, and Mr. Schnei- 
der, is there any evidence in your view that the internal dispute at 
the Department of Defense has adversely affected the overall proc 
ess?

Mr. OLMER. I would say that if there were a straight technical 
judgment made by Mr. DeLauer as regards the Cocom proposal, we 
probably would have had a proposal and it would have gone for 
ward, yes.

Mr. PERLE. That is rubbish.
Mr. OLMER. One man's rubbish is another man's accuracy.
Mr. PERLE. That's complete rubbish. The fact is the Department 

of Defense in its approach to these computer negotiations has rep 
resented a departmental view.

Chairman ROTH. Mr. Olmer, do you want to comment?
Mr. OLMER. You asked for an opinion, and I certainly have no 

evidentiary basis for arriving at that judgment, and it could be 
wrong, but it is my opinion.

Chairman ROTH. Mr. Schneider?
Mr. SCHNEIDER. From my perspective in dealing with both muni 

tions licensing cases and the establishment of our positions at 
Cocom, it has not been affected by this management dispute in the 
Defense Department.

Senator NUNN. That is where diplomacy comes in, right, Mr. 
Schneider?

Mr. SCHNEIDER. No, I have dealt with circumstances where there 
have been disputed cases before this event and after it. It has been 
no more difficult to resolve the cases before than since. From my 
perspective in a day to day sense, it would take a more sensitive 
political seismograph than I have to take note of any change in the
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process stemming from the adjudication of this dispute within the 
Department of Defense.

Chairman ROTH. Well, because of the importance of what we are 
dealing with, I suppose some dispute is not necessarily undesirable. 
I mean these are awfully tough questions. While the process must 
work and proceed, and I think it is a serious matter when you go to 
negotiations and don't have a position, at the same time I think if 
there are those who feel very strongly, there ought to be the oppor 
tunity to make their voices felt.

Let me go back to the restructuring of this. Do you think, Mr. 
Perle, a new process will work or do you think the problems inter 
nally will continue?

Mr. PERLE. No, I think the problems internally have been re 
solved, and they had 99 percent to do with the fact that some re 
sponsibilities were being shifted from one office to another. And let 
me say it was no more agonizing, Senator, than some jurisdictional 
disputes that I sat through in the Senate of the United States. It 
involved exactly the same kinds of concerns and issues. And as you 
well know, once those things are settled, things settle down and the 
process resumes.

Senator NUNN. You are not suggesting we have problems with 
jurisdiction between committees and so forth, are you?

Mr. PERLE. Never. Never. But when they do get resolved, com 
mittees carry on and they do their work, and I would ask you to 
recognize that that is what happened here.

Senator NUNN. Sometimes they never get resolved on Capitol 
Hill. I hope you are not using us as a model to straighten out your 
own. I would be very discouraged if I thought we were the model.

Mr. PERLE. We hope to perform at least as well, Senator.
Chairman ROTH. One of our previous witnesses who retired from 

the government in September of 1983 insisted that no conclusions 
were reached at a Cocom followup meeting in December 1983. 
There is also the implication that the December meeting was cha 
otic. He wasn't there. Would you care to comment, Mr. Perle?

Mr. PERLE. We would prefer to get into the details of that in 
closed rather than in open session. But there is nothing unusual 
about a Cocom meeting that doesn't reach a conclusion. Indeed, for 
several years previous the computer issue remained unresolved. So 
it is easy to exaggerate the importance of one meeting. But that 
really is a worm's eye view of what is a complex negotiating 
process.

Chairman ROTH. Senator Nunn?
Senator NUNN. Mr. Chairman, I just have a couple more ques 

tions. I would have probably a thousand more if we are going to go 
into details, but I think we have covered the concepts here. That is 
what we are getting at.

Since we will have more testimony this morning from industry, 
let me just pull one more statement out by Mr McFadden who is 
representing the Industry Coalition of Technology Transfer. Quot 
ing from his prepared statement:

In its current form, the Militarily Critical Technologies List does not provide an 
appropriate compilation of militarily critical technologies, at least not for the pur 
poses of export control. The list a? developed by the Defense Department is approxi-
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mately 700 pages in length. It is classified secret and includes virtually all modern 
technology.

Could we get comments from each of you on that statement? I 
think particularly the question of whether that has to be classified 
secret; and, if it is classified secret, does that in itself become self 
defeating?

Mr. OLMER. I would like to ask Mr. Perle, whose list it is, to 
begin commenting.

Mr. PERLE. It is actually Dick DeLauer's list.
The list was prepared by the Research and Engineering side of 

the Defense Department, actually done under contract by a private 
contractor for the most part.

Senator, the list is a resource. It is not in itself an embargo list. 
And so while the MCTL is itself classified, most of what is in the 
MCTL finds it way onto the commodity list in the form  

Senator NUNN. This is not the embargo list?
Mr. PERLE. No.
Senator NUNN. Is it a background list?
Mr. PERLE. It is an intellectual tool for trying to make more dis 

criminating judgments about what should be on the embargo list. I 
don't think the publication of the MCTL would make much differ 
ence because the fruits of that research tool are published in the 
form of the control list or embargo list, and that of course is widely 
available and it is available to industry to comment upon.

Senator NUNN. Mr. Schneider, do you have a comment?
Mr. SCHNEIDER. Yes; I would like to reinforce the notion that the 

MCTL is not the instrument by which we control exports. It has 
been a resource, for example, in the 108 proposals we made to 
Cocom. The MCTL was a valuable technical encyclopedia, so to 
speak, to understanding not all modern technology but technology 
that has relevance to the production of weapons systems or de 
fense-related products. For that purpose, it is useful.

There is a misapprehension that we are trying to control every 
thing on the Military Critical Technologies List and that is not 
true.

Senator NUNN. Mr. Olmer?
Mr. OLMER. I think something more needs to be said about what 

Congress intended when in 1979 it included in the Export Adminis 
tration Act instructions about the MCTL. There was never an 
intent and it certainly would be impractical to assert that the 
MCTL is a guide for licensing officers.

Senator NUNN. Is a what?
Mr. OLMER. A guide for licensing officers to make judgments or 

recommendations on.
Senator NUNN. You are saying it is not?
Mr. OLMER. It is not. But the clear intent was that it be convert 

ed into a control list. Mr. Schneider and Mr. Perle have indicated 
that that has in fact happened. It hasn't happened. The vast major 
ity of critical technologies, of arrays of know-how and, a variety of 
other things, have not been converted into the embargoed list that 
the Cocom partners subscribed to or that we even in some in 
stances unilaterally control. It is a process of gruesome proportions. 
It has been under way in surges over the last 3 years, it is one that 
absolutely requires private sector involvement.
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Now we have attempted to use these technical advisory commit 
tees to help us take the broad general guidance in the MCTL, 
which is between 700 and 800 pages, and to break it down into spe 
cifics. I could provide for the record unclassified excerpts from the 
document which would indicate the general and the inability to use 
that general for purposes of making recommendations on a license 
application. We have not made much progress toward making one 
list. We are in the process of submitting additional proposals to 
Cocom for accession to the Cocom list, many of which do come from 
the MCTL process.

But we are a far cry from saying the MCTL has served its pur 
pose. It has guided our process. We now have one list which is ef 
fectively and essentially an agreed upon administration and allied 
position on what needs to be controlled and what does not need to 
be controlled. We are a long way from achieving that objective. 
And that objective is what I believe the Congress intended in 1979.

If I am any judge of the hearings that have taken place with 
regard to the renewal of the 1979 act, that is exactly what the Con 
gress has had in mind.

Senator NUNN. Perhaps, Chairman Roth, you are absolutely 
clear about what we have heard on this list. I am not. What, Mr. 
Olmer, do you believe the list should do as opposed to what it is 
doing? It sounds like you are saying I don't know whether you are 
saying it is working properly or you are saying that you have  

Mr. OLMER. No; I apologize for the lack of crispness. It may have 
something to do with the nature of the MCTL or my inability to 
articulate clearly.

What we should have is a single list, one list, which the private 
sector has access to and knows represents the embargoed lists of 
items, products and technology.

Senator NUNN. You are saying there shouldn't be a separate list 
from the embargo list?

Mr. OLMER. No, there shouldn't be. I don't disagree with the 
MCTL having been put together when it was. The process that has 
got to move along a little more speedily is the conversion of that 
MCTL into a useful document for the private sector and for rela 
tively junior licensing officers in the Commerce Department.

Senator NUNN. You are saying that list is not the licensing list?
Mr. OLMER. That is correct, it is not.
Senator NUNN. But it should merge into it?
Mr. OLMER. It should absolutely be merged, yes.
Senator NUNN. And it has not?
Mr. OLMER. It has not.
Senator NUNN. Mr. Perle?
Mr. PERLE. Ninety-five percent of the products on the MCTL are 

in fact on the commodity control list. So there is a high degree of 
congruence between that list and the one that Lionel is refei /ing to 
as a list useful for the license process in the private sector.

Senator NUNN. Mr. Olmer is shaking his head on that.
Mr. OLMER. I think that is a rather high proportion.
Mr. PERLE. Well, I stand by that.
Senator NUNN. Could you furnish that for the record so we will 

know?
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Mr. PERLE. Now not all of those items have been successfully ne 
gotiated in Cocom yet. But virtually everything necessary to har 
monize our commodity control list and the Cocom list is now under 
negotiation. At the conclusion of these negotiations we expect to 
have precisely what Lionel is talking about, which is one list that 
applies internationally as well as for American exports.

Senator NUNN. So you both agree on the goal then?
Mr. PERLE. We both agree on the goal and I think we are 95 per 

cent of the way there with respect to the relationship between the 
MCTL and the commodity control list, which is the published list 
available to industry and licensing officers. The reason, by the way, 
for keeping the list secret is that, as I said, it is a tool and so it is 
not simply an enumeration of items. It also has a military assess 
ment of the potential applications of those broad technologies. And 
that would be of obvious intelligence value.

Chairman ROTH. If you have whether it is 95 percent or a some 
what lower figure when do you think the work will be completed?

Mr. PERLE. Well, it is a process without an obvious termination 
point, as technology evolves. The only point I wish to make  

Chairman ROTH. Let me say obviously there will be new tech- 
nolgies that will have to be worked on. But when do you think you 
will complete what it now covers?

Mr. PERLE. I think it is close to complete now in the sense those 
technologies on the MCTL that are not on the commodity control 
list are not on it for specific reasons. And in the main, the effort to 
identify critical technologies through the exercise of establishing of 
the militarily critical technologies list and to bring those technol 
ogies under control has been accomplished by the incorporation of 
that list in the commodity control list. The remaining step is to 
bring our allies the rest of the way so that there will be essentially 
one list that governs the restraints of all this together.

Chairman ROTH. Mr. Olmer, do you want to comment?
Mr. OLMER. There are three basic parts to the MCTL process. 

One is called the Keystone Equipment. One is called equipment 
that would be potentially useful to a potential adversary. And the 
third is called arrays of know-how, a rather ambiguous term that 
clearly incorporates technology. Now we can't mix and match tech 
nology and product. With respect to the two first categories, that is 
Keystone Equipment and equipment that would be potentially 
useful to an adversary, a good deal of progress has been made to 
formulate proposals to submit to Cocom. That process is under way 
and we hope it will be completed by the end of this list review in 
the fall of 1984.

We have yet to come to grips with the third and some would say 
at least equivocally important area of technology, of the arrays of 
know-how. Technology per se is not now on the commodity control 
list. The U.S. controls technology unilaterally and in some, with 
few exceptions, Cocom does not. Cocom does not control know-how, 
very f^w exceptions. What we are trying to do is to devejpp a U.S. 
position on arrays of know-how and submit it. And that part has 
not been done yet.

Chairman ROTH. Mr. Schneider or Mr. Perle, do you want to 
comment on that?
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Mr. SCHNEIDER. Just to reinforce the point about Cocom we 
have had the list review under negotiation for well over a year  
and a number of the areas have already been settled and have 
been incorporated in the list of embargoed items. As a consequence, 
we are well down the path toward the objective of a single list to 
which we all agree. I am optimistic that we will conclude the list 
review some time this year. I think we are very close to the objec 
tive we all seek.

Chairman ROTH. What about the third section? What did you call 
it?

Mr. OLMER. Arrays of know-how.
Chairman ROTH. Arrays of know-how.
Mr. SCHNEIDER. The nature of the controls that we are proposing 

often have the know-how in some ways embedded in the equipment 
because the equipment is usually connected with a process. That is 
how you make a semiconductor chip. The equipment is part of it, 
but the knowledge of how the equipment is operated is one of the 
ways in which we get control of the transfer of the leading edge of 
advanced technology. At least for purposes of control, that is fre 
quently a good proxy for controlling the distribution of knowledge.

Chairman ROTH. But if I understand the earlier testimony, we 
really hadn't come to grips with that, arrays of know-how.

Mr. SCHNEIDER. In the sense that I just described it, technologies 
of equipment that we are trying to control are generally coupled to 
manufacturing process. For example the controls over access to the 
equipment also inhibit transfer of technology to use that equip 
ment, and adequately serve as a proxy for controlling the diffusion 
of the knowledge of the technology. But this is not the only factor 
in the Cocom list review. In some cases, the United States has pro- 
posed that Cocom nations agree to control technology unconnected 
to product controls. Several such proposal have been accepted. We 
are occasionally seeing Cocom exceptions cases for technology 
alone. So I would have to clarify that the "arrays of know-how' 
mentioned by Mr. Olmer are among the technology controls accept 
ed by Cocom now, though perhaps not as clearly as Commerce 
would like to see.

Chairman ROTH. Senator Nunn.
Senator NUNN. A final question, Mr. Olmer. I understand you 

have a study you would like to explain briefly and introduce for 
the record. We welcome that.

Mr. OLMER. Thank you, Senator Nunn. Yesterday, I referred to 
the decline in competitiveness of U.S. high technology industries. I 
would like to introduce for the record a study which is now 1 year 
old entitled "An Assessment of U.S Competitiveness in High Tech 
nology Industries." It describes the reason why high technology is 
important to the United States and it points to some disturbing 
trends in the maintenance of U.S. high technology competitiveness.

It is unclassified. It has been given broad circulation into the 
American business community, into academia, and I think it still 
represents a reasonably accurate assessment of where we have 
been over the last 10 years and where we are trending.

[The document referred to was marked "Exhibit No. 6," for refer 
ence and may be found in the files of the subcommittee.]
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Mr. OLMER. I would like to comment further on a remark that 
Senator Nunn referred to yesterday from testimony at some previ 
ous hearing with regard to the United States having been responsi 
ble for 75 percent and then 50 percent and then by the end of this 
decade 30 percent of the world's technology.

Some of my colleagues don't share that judgment, so I tried to 
find out where it originated. It originated in a study of the Nation 
al Science Foundation and it has been reported widely. The basis 
for it, the judgment on which that assessment was made is on the 
number of patents and on the number of inventions and on the 
amount of R&D expenditures.

Now, the 30 percent is a projection and, of course, it is an esti 
mate that may not be borne out. But the decline, the trend, from 
75 percent to 50 percent, is a reasonably accurate one, if you use 
and stick with the criteria that the NSF used.

I would, if you would permit me, also like to introduce for the 
record an unclassified CIA report of April 1982, entitled "Soviet 
Acquisition of Western Technology." It does describe within it some 
of the particularly onerous features of Soviet efforts to obtain 
Western technology and I think supports the view they expressed 
yesterday to the effect that the licensing process is responsible in 
some way for 10 percent of the problem, that 90 percent of the 
problem or more than that generates from our open society and 
clandestine efforts of the Soviet apparatus.

Senator NUNN. Could you point out the part of that that does say 
that? What you are saying when you say the licensing process is 
responsible for it? As I understand what you are saying is, if a li 
censing process worked absolutely perfectly and if we shut off ev 
erything that could be shut off by the licensing process and had 
complete coordination from Cocom in shutting that off, we would 
only interrupt 10 percent of the technology. Now is that flow to the 
Soviet Union, is that the right interpretation? I still don't know 
what it is.

Mr. OLMER. It is close to the right interpretation, but there are 
two aspects of the Cocom process. One is the licensing process. 
Second is the enforcement process. A great deal of what the Soviets 
have obtained and are clearly intent on obtaining is through 
dummy corporations, for which licenses are asked. And so one 
would have to make a judgment as to the effectiveness or efficacy 
of the licensing process if we in the Commerce Department author 
ized the transfer to a dummy corporation and that corporation was 
simply being used as a cutoff for the Soviet KGB.

Senator NUNN. Maybe you could furnish for the record, if you 
would, your interpretation of the CIA document in words that are 
as precise as possible.

Mr. OLMER. Yes, sir.
[The information requested and received subsequent to the hear 

ing was marked "Exhibit No. 7," for reference. The 1982 CIA 
Report entitled "Soviet Acquisition of Western Technology, 1 ' may 
be found in the files of the subcommittee. Mr. Lionel H. Olmer's 
letter follows:!
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EXHIBIT No. 7
U.S. DEPARTMENT or COMMERCE, 

THE UNDER SECRETARY OF INTERNATIONAL TRADE,
Washington, DC, May 29, 1984. 

Hon. SAM NUNN, 
f/.S. Senate, 
Washington, DC.

DEAR SENATOR NUNN: At your request, I am providing you with a copy of the un 
classified 1982 report, entitled "Soviet Acquisition of Western Technology," for in 
sertion into the April 11, 1984 hearing record of the Permanent Subcommittee on 
Investigations. That report does not, however, contain the figures which are men 
tioned in your letter to me of May 8, 1984, and which I offered during my testimony 
regarding the percentage of Western technology acquired by the Soviet Union 
through open sources, illegal means and espionage, and diversions. Those percent 
ages derived from estimates provided the Department in a July 1983 clarification of 
the report by the Deputy Director of the Technology Transfer Assessment Center. 

Sincerely,
LIONEL H OLMER.

Chairman ROTH. Let me ask one question on the first document. 
When you say we were dropping to 30 percent, our percentage of 
trade has dropped, although the actual amc ,nt of trade we do dol- 
larwise has increased, but other countries have caught up, is this a 
case where other countries partly because of their growth of their 
economies are catching up with it, or is there a real  

Mr. OLMER. Mr. Chairman, I understand your question. There 
are parallel thoughts, however, being perhaps run together. The 
document that I have introduced into the record does not talk 
about 75, 50, and 30. It talks about a general decline in the com 
petitiveness of U.S. companie- operating in roughly nine different 
high technology sectors. The ference to 75, 50, and 30 is a projec 
tion of the National Science ~ oundation upon their calculations as 
to the number of patents which have been issued and the amount 
of money that is spent for research and development.

And clearly a large reason for that is the rise by other countries, 
the expenditures of other countries, for research and development, 
in developing part of the world. That is clearly a part of it.

With regard to our study, certainly a significant consideration 
has to be the rise of the trade of other countries and trade conduct 
ed outside the United States but under U.S. control, or, if not 
under U.S. control, a substantial U.S. interest. So a certain amount 
of loss of market share had to be anticipated.

My report that I have referred to attempts to distinguish be 
tween that part which is to be assumed as a national rule conse 
quence of rising expectations in the developing world, targeting 
programs in parts of the world who recognize the importance of 
high technology and so on, distinguish that part from a general de 
cline. There is a very significant observation that I think is borne 
out by the data, that the United States is getting less for its high 
technology goods than it used to, which suggests we aren't as com 
petitive. We are simply not able to command the price for it be 
cause it is not as unique. There are more people competing and our 
ability to compete is being reduced. We are not catching up is the 
suggestion.

Chairman ROTH. Is there any evidence that our security practices 
are partly responsible for that?

:i"-7X4 O-X4 ——14
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Mr. PLMER. Well, there is no assessment in that report of Soviet 
capabilities in this area. If you are suggesting that the licensing 
process may have inhibited American companies from competing 
in world markets, there is no calculations as to that and I do 
not  

Chairman ROTH. I was going to the decline in our research and 
development efforts.

Mr. OLMER. Yes, I think that the decline in our research and de 
velopment efforts certainly has caused us to pay a price that is 
measured in terms of market shares generally. I don't think at 
all some businessmen might assert to the contrary but I do not 
believe our competitiveness has yet been affected by our technology 
control policies. That is a point of view that some business leaders 
express, and some people have expressed, including the President's 
Export Council, that these kinds of severe restraints will inhibit 
their ability to make sales around the world and that they will lose 
market share.

They will therefore not make sufficient profits to convert those 
profits to more research and development and so on.

They haven't been able to make the case. I don't believe they 
could make the case. And it is our position, more firmly, that that 
will not be the case.

Chairman ROTH. Mr. Schneider?
Mr. SCHNEIDER. Just a cautionary note on the statistics I have 

found evidence that is anecdotal at this point rather than rigorous 
ly assembled. To a considerable degiee, owing to the pace of devel 
opment of modern technology, the notion of relying on a statistic 
relating to the number of patents filed may not be wholly helpful 
as a guide to the development of technology because many compa 
nies appear to be finding it in their interest to develop the technol 
ogy and maintain it on a proprietary basis rather than try and pro 
tect the technology with patents because of the uncertainty of that. 
I wouldn't rely too heavily on the statistical basis for that to the 
extent that patents were involved.

With respect to private R&D expenditure, there are other varia 
bles relating to, for example, tax treatment that tend to influence 
the way in which statistics get reported. It is sometimes a little 
misleading.

Chairman ROTH. Mr. Perle?
Mr. PERLE. Mr. Chairman, two things. First, with the permission 

of the subcommittee, I would like to have added, at some appropri 
ate point, in connection with my remarks yesterday, statements 
that had been prepared by the Defense Intelligence Agency, the 
Joint Chiefs of Staff, and the Defense Nuclear Agency.

Chairman ROTH. Without objection.
[The statements referred to were marked "Exhibit No. 8," for 

reference, and may be found in the files of the subcommittee.]
Mr. PERLE. Second, just a brief comment on this latter issue, and 

that is the competitiveness of American high technology industries. 
I was glad to hear Lionel say that he doesn't believe the case has 
been made that whatever problems our high tech industries are en 
countering can be attributed to the controls we place on the export 
of high technology to the Soviet Union and its allies. It is a trivial 
percentage of the total volume of business and a price that we
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think we ought to be prepared to pay in the interests of national 
security.

For the sake of the lost business, it would not be wise in our 
judgment to permit that technology to flow to the Soviet Union. 
There undoubtedly are encumbrances of a bureaucratic nature that 
result from the licensing process that have some intangible effect. 
But I really don't believe that the heart of the problems our high 
tech industries are encountering can be associated with the system 
of export controls. If there were a desire to relieve those problems, 
the Congress could do with a single stroke, a great deal more to 
help by better tax treatment for investments in research and devel 
opment. That would have a profound and immediate effect, where 
as dismantling what we believe are vital security measures in 
order to slightly disencumber the business community from the li 
censing process would have grave consequences on national securi 
ty and only trivial effects on the competitiveness of our R&D.

Finally, the Defense Department is as concerned, and indeed I 
think probably more concerned than anyone else about the reten 
tion of an American and, in a broader sense, a Western lead in 
high technology. That spells the difference between security and in 
security in a situation in which the Soviets field vastly more num 
bers of virtually every major weapons system than we do. We need 
that cutting edge. We don't want to do anything that diminishes 
that cutting edge. We spend a great deal of money sponsoring re 
search and development in order to maintain the cutting edge.

I just didn't want an impression to arise that somehow the De 
partment of Defense is insensitive to the importance of maintain 
ing a lead in high technology. We take that very seriously.

Chairman ROTH. Obviously when you are talking about technolo 
gy, you are talking about policies at the highest level, not necessar 
ily within either the Department of Defense or Department of 
Commerce. I must say those kinds of policies are such that I don't 
feel it is appropriate they even be determined by NSC. I think it is 
much more important and something that the other agencies, such 
as the Department of Commerce, ought to be involved in. But that 
is another matter.

I have no more questions.
Senator NUNN. I have no more questions, Mr. Chairman. I may 

have a few for the record. I would certainly welcome any amplifica 
tion of remarks. After you all review the record and want to add 
something to it, we welcome that. I again thank all of our wit 
nesses. I think we have received good, candid expressions from all 
of you. That is, I think, the essence of what we need to do to be 
able to sort out the problems and sort out the progress that has 
been made and sort out the opportunities in terms of national secu 
rity protection and our economic base. So I thank all of you for ap 
pearing. You have been most helpful.

As we begin to sort through and try to make recommendations, 
we would expect to have a continuing dialog with each of you. I 
paticularly appreciate you coming 2 days in a row when you had 
not planned on it. But I thought this morning was essential in 
terms of completing the record.

Chairman ROTH. Let me add my thanks for your cooperation in 
coming again this morning. I will just make one general observa-
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tion, that I think Congress and this subcommittee are rightfully 
concerned with procedures in the controversy. But I would also say 
that perhaps if there were no controversy in these difficult ques 
tions, maybe there wouldn't be the freedom of discussion that is 
necessary in trying to resolve these very difficult matters. As I in 
dicated at the beginning, I think all of us on hindsight can use a 
lot better judgment. These kinds of decisions do impact very seri 
ously on the future development of the country.

I congratulate you for each of your interests in being here today. 
Thank you very much. We will keep the record open 5 days for fur 
ther questions.

Mr. SCHNEIDER. Thank you.
Chairman ROTH. There will be some further witnesses.
At this time I will call forward Mr. McFadden, who is here on 

behalf of the Industry Coalition on Technology Transfer. I would 
also call forward Mr. Lyon, who is an official of Texas Instruments. 
He was, as I said, also associated with the Industry Coalition on 
Technology Transfer. However, in his capacity here today as an 
expert witness, who has served in both Government and now in the 
private sector in technology matters, he is testifying only for him 
self. I want to make the record clear that Mr. Lyon's remarks re 
flect only his own views, not necessarily those of Texas Instru 
ments or the Industry Coalition.

I would also point out that he is testifying today voluntarily and 
freely of his own volition.

At this time, gentlemen, I would ask you both to rise. Raise your 
right hand. Do you solemly swear to tell the truth, the whole truth, 
and nothing but the truth, so help you God?

Mr. LYON. I do.
Mr. MCFADDEN. I do.
Chairman ROTH. Please be seated.
At this time I am going to request Senator Nunn to take over the 

hearings.
[At this point, Senator Roth withdrew from the hearing room.]
Senator NUNN [presiding]. Thank you, Mr. Chairman.
I will add one footnote. Mr. McFadden was an outstanding 

member of the staff of the Armed Services Committee for several 
years, so we are glad to see him back up here as a witness this 
morning. Also, Mr. Chairman, I echo your remarks about Mr. 
Lyon. We have had several conversations with Mr. Lyon. He has 
been very helpful. I understand completely that he is not repre 
senting any views this morning except his own views. We appreci 
ate him being here voluntarily. Mr. Lyon, we welcome you.

Mr. LYON. Nice to be wanted.
Senator NUNN. At this point, it is my understanding, Mr. Lyon, 

you have a short statement. We would be glad to have that and 
short comments by you. Mr. McFadden has a more lengthy state 
ment, and I know that having been an outstanding member of the 
staff of the Armed Services Committee he will be able to summa 
rize that statement with great precision.

So I will ask you, Mr. Lyon, to lead off in whatever comments 
you would like to make. Then we will come back with questions for 
both of you after Mr. McFadden's statement.
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TESTIMONY OF W. CLARK McFADDEN II, ON BEHALF OF THE IN 
DUSTRY COALITION ON TECHNOLOGY TRANSFER; AND H. B. 
LYON, AN OFFICIAL OF TEXAS INSTRUMENTS, WHO IS TESTI 
FYING ONLY FOR HIMSELF

Mr. LYON. Senator, I am pleased to be here and especially appre 
ciative of your clarification of conditions under which I present my 
views.

My remarks stem from a lifetime of participation in high tech 
nology in all sorts of roles. My test of responsibility for my position 
this morning is that it squares with the totality of this experience. 
I have been an operational military pilot, a scientist, a military 
technology program manager, technical advisor to the White 
House, in the State Department, deputy director of an internation 
al organization, and a manager in a high-tech firm.

In order to go back into all of that experience, I really can't 
speak for any of the organizations.

My test of the problem as I will define this morning is not relat 
ed to declared policy or description of process but to an assessment 
on my own as to whether all of the phases add up to a systemic 
response that makes sense.

My benchmark for defining whether things are sensible is the 
difference in field of performance that results between U.S. and 
NATO forces and those of our military adversaries, the proscribed 
countries if you will.

There is a gap between these two performance levels, and the 
test of correctness of a policy for me is whether it changes that gap 
to the advantage of the United States.

One conviction which I hold very strongly as a result of this ex 
perience is that all policy initiatives impact on a determinant of 
the U.S. capability and on the Soviet capability. So our test of 
whether our national interest is served by any policy initiative 
must therefore be based on an objective analysis of the impact on 
both of those performance capabilities.

In your hearings of a couple of years ago, you report stressed the 
importance of good communication and cooperation with U.S. mul 
tinational industries, and I support that fully.

I would urge the problems solving approach to the solution of all 
of these issues that we will be talking about. It has been my per 
sonal experience, having dealt with almost every individual you 
have talked to, that when you do this, you can find solutions, and 
when you have this test of credibility all parties come together.

When I put this all together, I am convinced that despite its 
weakness, Cocom is the only mechanism for slowing down the flow 
of strategic technology to proscribed countries, that U.S. leader 
ship, consistency, and clarity is essential to a strengthened Cocom. 
Clear U.S. policy guidelines and well defined positions are critical. 
The international control list and U.S. export controls must em 
phasize control of know-how, these arrays of know-how that you 
talked about earlier, over the contfol of products. And last, the list 
reviews must be more effective and lists maintained up to date.

This is my short statement.
Senator NUNN. Thank you very much, Mr. Lyon.
Mr. McFadden?
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Mr. McFADDEN. Thank you, Mr. Chairman.
It will be difficult to keep mine as short as that, but I will do my 

best.
Senator NUNN. We don't expect you to. I was just giving a little 

bit of a prod and incentive. We probably will need to cut it down 
somewhat. We want to hear your views in full. We have time. Go 
right ahead.

Mr. McFADDEN. I think I can summarize this in under 15 min 
utes and then try to give you time for questions.

Senator NUNN. That is fine. Your complete statement will be put 
in the record. 1

Mr. McFADDEN. I am an attorney in the law firm of Verner, Liip- 
fert, Bernhardt & McPherson and I am pleased to appear before 
the subcommittee today on behalf of the Industry Coalition on 
Technology Transfer.

The seven trade associations that make up the coalition cover 
the spectrum of high technology industry. Let me just reiterate 
those for you: The Aerospace Industries Association of America, 
Inc.; the American Electronics Association; the Computer and Busi 
ness Equipment Manufacturers Association; The Electronic Indus 
tries Association; the Scientific Apparatus Makes Association; the 
Semiconductor Equipment and Materials Institute, Inc., and the 
Semiconductor Industry Association.

Through these associations, the coalition represents over 3,000 
high-technology companies with 4 million employees in the United 
States and worldwide sales of over $250 billion.

It is natural that companies represented in this coalition would 
be deeply concerned about U.S. export controls. These companies 
have long supported national security export controls and have in 
no way opposed controls on commodities that could significantly 
cpntibute to the military potential of any U.S. adversaries. In addi 
tion, these companies more than any other sector of U.S. business 
directly and continuously are affected by U.S. export controls.

The coalition was formed for a very particular purpose, to ad 
dress export control regulations. The coalition was borne out of a 
broadly held conviction that U.S. export control regulations in 
creasingly fail to reflect the realities of technology transfer and the 
international marketplace. Perhaps more importantly, recent regu 
latory proposals from the executive branch have sent a shock wave 
through the high technology industry. The disturbing implications 
of these prop ^als for U.S. technology development, international 
competitiveness, and national security deserve a concerted industry 
response.

I want to highlight that these are proposals at this point. I don't 
want any misunderstanding about that.

But before I go further, I would like to address the realities of 
technology transfer and the international marketplace. Much of 
this has been gone over yesterday.

U.S. high-technology exports "roughly 30 percent of its output 
compared to 8 percent for U.S. manufacturers generally. High-tech 
nology exports comprise almost half of the exports from the U.S. 
manufacturing sector. The positive balance-of-trade contribution in

1 See p. 290 for the prepared statement of W. Clark McFadden II.



209

the high-technology sector continues to grow. Productivity in the 
high-technology sector is increasing at a rate six times faster than 
U.S. business in general; and the inflation rate in the high-technol 
ogy sector during the 1970's was only one-third of the national av 
erage.

At the same time, the majority of our Nation's research and de 
velopment is conducted by high-technology industry. This techno 
logical innovation has preserved the U.S. qualitative edge in weap 
ons systems. Indeed, the U.S. high-technology industry supplies 
over two-thirds of all Defense hardware purchases for our military 
forces.

While the size and importance of high-technology exports has 
grown, the United States has lost the overwhelming production 
and technological superiority that it once enjoyed over the rest of 
the world. There is hardly a single area of advanced technology 
that is available exclusively in the United States. Increasingly, 
technology is being developed outside of the United States or 
through the interaction of United States and foreign sources. Our 
Cocom allies, for example, employ more scientists and engineers 
than the United States. While the U.S. remains the largest single 
exporter of high-technology products, the Cabinet Council on Com 
merce and Trade reports that foreign firms account for roughly 
three-quarters of all free world exports of high-technology products. 
This underlines what Secretary Lionel Olmer said earlier this 
morning.

The United States is increasingly dependent upon these foreign 
sources for its own technology development. Access to foreign mar 
kets also provides economies of scale and a crucial margin to sus 
tain research and development.

Finally, there has been a fundamental change in the relationship 
between commercial and military technology. Defense research and 
production increasingly depend on commercial developments, such 
as high-speed integrated circuits.

These conditions mean that U.S. high technology is far more sen 
sitive to the effect of export controls then ever before. Despite the 
sweeping changes over the last decade, however, virtually no signif 
icant adjustments have been made in U.S. export regulations. Reg 
ulations continue to proliferate. The result of this has been that 
U.S. export controls are now more cumbersome and less effective.

Senator NUNN. Let me ask one question, Mr. McFadden. Right at 
the end of the hearing with the previous witnesses, Mr. Perle said 
that the amount of technology that is affected by our export policy 
in terms of world trade is trivial.

Mr. MCFADDEN. I would like to comment on that. I think the 
general position of industry is in accordance with that statement 
with respect to East-West trade. East-West trade is not a major 
area of activity or concern in a business sense for U.S. industry. 
And the controls on East-West trade have had in my view really a 
trivial impact on United States competitiveness.

But that is not the concern and the question that industry is 
facing now. The concern is on East-West trade, and there the ef 
fects have been significant and particularly, if these developments 
that have been proposed are implemented, the effects could be very 
dramatic and substantial.
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Senator NUNN. Have the effects already been significant with 
West-West trade or are you basically speaking of the apprehension 
of what will happen if the proposals go through as written?

Mr. McFADDEN. The effects are substantial.
Senator NUNN. Already?
Mr. McFADDEN. Already. We don't have a situation where indus 

try is saying they can't continue to do business. The controls are 
something they have learned to live with. They are difficult. They 
do put us at a competitive disadvantage. But we think they can be 
designed, streamlined, and improved in a way that we can live 
with them. And that is our basic focus at this point.

We are concerned that the direction of many new regulatory ini 
tiatives is not going to allow us to do that. That is *"hy we formed 
this coalition and that is why we are here.

We are not at all interested, as Mr. Perle emphasized, in disman 
tling our control procedure for critical exports. It has never been 
the view of responsible U.S. business and certainly the coalition we 
represent today. Our focus has been on West-West trade and the 
burdens and difficulties that are presented in that arena to U.S. 
business. That is where we would like to see the changes proposed 
in a very careful, deliberate way, with full consultation of industry.

That is the thrust of what I intend to address here today.
What has been the Government's response to this situation you 

described? The executive branch has made a commitment to 
expand its enforcement efforts. Preventing illegal diversion has 
always had the support of responsible U.S. exporters. Since we are 
told that most sensitive equipment and technology reaches the East 
bloc through illegal means, strong enforcement measures are ap 
propriate.

The concern of the coalition has been in another area, develop 
ment of new export control regulations, and specifically three 
items: The proposed distribution regulations, proposals dealing 
with technology transfer, and the continuing failure of U.S. export 
regulations to take account of foreign availability. These may seem 
like technical and esoteric concerns, but they go to the heart of 
export control operations for both the Government and industry, 
and that is why we want to address them today.

The distribution license authorizes U.S. exporters to make multi 
ple shipments of medium-level technology items over an extended 
period to free world destinations, West-tp-West trade. As such, 
high-technology industry depends on the distribution license as its 
principal vehicle for licensing exports.

The original purpose of the distribution license was to streamline 
the licensing process. The recent regulatory proposals by the Com 
merce Department go in the opposite direction.

There are several dimensions. They would raise the qualifying 
threshold for distributors in sales territories, making it more diffi 
cult for U.S. exporters to arrange for distribution and sales net 
works effectively. The regulations would also require distributors 
in countries outside of Cocom, Australia and New Zealand to pro 
vide their customer lists to the U.S. Government and obtain certifi 
cations from their customers that they will comply with U.S. 
export laws. Foreign customers for U.S. products will naturally 
resist these requirements. They view them as an extraterritorial
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instrusion that in some countries will be contrary to data protec 
tion laws. They will simply seek to adjust their supply patterns by 
purchasing similar, non-U.S.-origin goods elsewhere.

The proposed regulations would also exclude certain items from 
eligibility for export under distribution license procedures and 
seemingly without reference to commercial usefulness, foreign 
availability or military significance.

Perhaps the most distressing aspect of these regulations is they 
would limit the availability and scope of the distribution license so 
as to force a greater reliance on individual licenses. More case by 
case licensing will raise the competitive cost for U.S. industry and 
increase the burdens on an already overloaded licensing system. By 
accommodating a series of transactions, bulk and multiple licenses, 
on the other hand, such as the distribution license, afford industry 
the operating flexibility it needs to compete internationally. That is 
in West-West markets.

Equally important, because they encourage the Government to 
assess a company's export system rather than numerous individual 
transactions, bulk licensing mechanisms offer the best prospect for 
effective national security control.

Rather than being cut back, bulk licensing arrangements should 
be encouraged and depend primarily on the competence of the ex 
porter and reliability of the consignee. It is the direction of future 
regulatory proposals that we are concerned about here.

Addressing the subject of technology transfer, the Department of 
Defense and Commerce Department have informally circulated sep 
arate regulatory proposals to impose new controls on the transfer 
of critical technical data to all destinations. These proposals repre 
sent a fundamental shift in U.S. export control regulations. Al 
though the coalition has not yet developed a detailed proposal, 
there is broad agreement as to the applicable principles. I want to 
just highlight the principles we think the coalition ought to apply 
to any new regime to control arrays of know-how, technology and 
technology data.

First, any approach to the control of militarily critical technolo 
gy must be strictly confined to items directly and significantly re 
lated to the military potential of an adversary.

In its current form, the Militarily Critical Technologies List does 
not provide an appropriate compilation of militarily critical tech 
nologies, at least not for purposes of export control. Let me just put 
that statement in context. To be sure, the Militarily Critical Tech 
nologies List is not now being used as a control list. But we have 
some major concerns about that. One is pending legislation before 
the Congress that would make the MCTL, Militarily Critical Tech 
nologies List, integrated into a control list and make it a control 
basis for U.S. technology.

Second, we have seen a regulatory proposal, this isn't a broad 
concepts paper, but 40 pages of detailed regulations, which would 
impose a new scheme for technology control. It is addressing only 
the semiconductor and semiconductor manfacturing sector. But in 
that proposal, as the basis for identifying technologies, they use the 
relevant section of the Militarily Critical Technologies List, or 
appear to have used that, Our concern is that while Defense and 
others may not be using that list now for control purposes, there is
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a great deal of momentum pushing in that direction. We don't be 
lieve the list in its current form is a useful device for control deci 
sions, as a control list.

The second principle, it would be both futile and self-defeating 
for the United States to develop an extensive system of controls on 
technologies that remain available on an uncontrolled basis from 
our principal allies and commercial competitors. Any changes in 
existing export controls on technology should reflect, rather than 
precede, agreement reached with our friends and allies.

As Secretary Olmer said, with very few exceptions, our Cocom 
allies do not have specific controls on technology. We would like to 
see multilateral agreement before we move to impose it on our own 
industry.

Third, any new controls on technology transfer should be accom 
panied by a corresponding reduction in controls on end-products.

Finally, export licensing must be sufficiently restrictive to con 
trol the exports of militarily critical technology while sufficiently 
flexible to allow U.S. companies to trade and compete in the free 
world. We believe that this objective could best be furthered 
through a licensing mechanism that takes advantage of existing 
commercial safeguards and the shared interests of U.S. companies 
in protecting sensitive proprietary information.

In this area, the coalition and high technology industry has de 
veloped a so-called comprehensive operations license. This is a li 
censing mechanism that is more stringent than current regulation. 
But it is designed not to cripple the free world operations of U.S. 
companies. As proposed, the comprehensive operations license is a 
procedure for multiple transfers of critical technology and required 
Keystone Equipment to consignees within an exporter's established 
network of control. Eligible consigness would include subsidiaries, 
joint venturers, suppliers, and other entities that maintain contrac 
tual obligations with the exporter prohibiting disclosure or trans 
fers of critical items.

The comprehensive operations license can accommodate the spe 
cial characteristics of high-technology industry with a minimum of 
interference. It also has the advantage of allowing Government to 
build upon a corporation's existing network of self-imposed, self-pa- 
troled controls on the export of sensitive technology. No company 
can stay in business for long without a sophisticated system of in 
ternal controls.

Again, bulk licensing proposals, such as the comprehensive oper 
ations license, are indispensable if controls are to be increased on 
critical technology and U.S. industry is to maintain its technologi 
cal vitality.

There are several other aspects of the proposed regulations that 
raise problems and concerns for U.S. industry. Treatment of for 
eign nationals, the treatment of certain sales and operations and 
maintenance data, the treatment of certain scientific and educa 
tional data, all raise concerns. In these areas there would be new 
restrictions and new licensing requirements. Because of the poten 
tial impact on the U.S. high technology industry of these proposals, 
the coalition believes that any new technology transfer controls 
should be implemented only with great care and full participation 
of industry.
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I would like to turn to the last subject, foreign availability. No 
subject has been more frustrating to U.S. high-technology than for 
eign availability. When items are available to potential adversaries 
from uncontrolled sources, U.S. export controls only damage U.S. 
industry. When items are available <i Tocom and, hence, are sub 
ject to multilateral control, there shou'.' be no restrictions on U.S. 
shipments of functionally equivalent items to Cocom countries.

The objective of the coalition with respect to foreign availability 
is pragmatic how to enlist the Government to make foreign avail 
ability determinations consistent with the proliferation of technolo 
gy in the West and existing multilateral controls? Despite elabo 
rate and explicit statutory direction that such determinations 
should be made, foreign availability has simply not been reflected 
in U.S. export controls. I would just like to emphasize that in the 
hundreds of pages of the comprehensive Export Administration 
Regulations, not one provision is dedicated to a procedure for 
making foreign availability determinations. And this is one of the 
basic principles underlying our whole export control system.

Senator NUNN. Who is supposed to make that determination as 
things now stand, which Department?

Mr. McFADDEN. The Secretary of Commerce and the Commerce 
Department have primary responsibility for it.

Senator NUNN. You are saying they don't do it?
Mr. McFADDEN. They have not done it. They are trying to do it. 

They are expanding to do it. But over the last decade, and even in 
the last few years, there have been virtually no determinations of 
foreign availability. Indeed, to my knowledge, all the efforts to deal 
with foreign availability have been in the East-West trade context, 
not in West-West trade. So it is just an item that has not been 
operationally taken into account in any effective way. That is a 
major concern of U.S. industry.

The coalition is working with U.S. export officials to focus Gov 
ernment resources on rendering and implementing foreign avail 
ability decisions. And we do think there is a sincere effort and com 
mitment being made in that area. But several other things have to 
be done. First, we have to shift the burden to the Government, the 
burden of proof, in making foreign availability determinations, es 
pecially as they relate to Cocom.

At the same time, the coalition is attempting to strengthen in 
dustry participation in the Government's foreign availability deter 
minations. Here again this is an area where industry possesses 
unique expertise and experience that is available nowhere else.

Adequately adjusting for foreign availability could probably do 
more to simplify and rationalize existing U.S. export regulations 
than any other single measure.

Now I would just like to summarize the goals of our coalition and 
what we intend to do in the future.

Like any regulatory scheme, U.S. export control regulations 
must be periodically reevaluated. The work of the coalition has just 
begun, but its initial goals are well-defined. First, U.S. export regu 
lations must focus on systems for control, including business pro 
prietary systems, for exports to the West, rather than an over 
whelming number of individual transactions; second, export con 
trols must accommodate to the realities of international trade, in-
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eluding widespread foreign availability of items subject to U.S. con 
trols; third, U.S. controls should be eliminated on items that are 
subject to multilateral control, such as in Cocom; and fourth, indus 
try must be assued a greater role in the formulation and imple 
mentation of U.S. export controls regulations.

By moving in accordance with these goals, we believe that U.S. 
high technology can be protected from potential adversaries with 
out undermining the vitality of U.S. high technology industry.

Thank you, Mr. Chairman.
Senator NUNN. Thank you, Mr. McFadden.
At this point I have to make one phone call. I am going to take 

about a 4-minute break and come back for questions.
[A brief recess was taken.]
[Member present after the taking of a brief recess, Senator 

Nunn.]
Senator NUNN. I am informed, if you will all wait just a minute, 

I am informed by some Defense and State representatives here 
that there have bfen a couple of statements that Cocom does not 
control technology know-how. Defense and State people have indi 
cated to us that they do control technology know-how. They indi 
cated that when the product is controlled, that the know-now is 
also controlled, and that that is specifically stated in the Cocom 
rules and regulations.

Mr. McFadden, I believe you said that know-how wasn't con 
trolled. Do you want to respond to that?

Mr. MCFADDEN. Yes. I may try to elaborate on it. I think earlier 
this morning Lionel Olmer indicated that the United States doesn't 
impose controls on technology, pure technology either.

Senator NUNN. I think he did say that. And the Defense and 
State people say that is not correct.

Mr. MCFADDEN. That is not technically correct. In fact, like most 
of the aspects of the export control regulations, it is kind of a 
hodge-podge. There are instances on the commodity control list 
where technology, technical data itself is controlled. It is a separate 
item, essentially treated as a commodity. Certain software and 
others are examples of that. There are also, in the classification 
categories, for each of the major divisions of commodities, there are 
requirements that say the commodity as well as the accompanying 
technology is controlled.

Most of the controls on technology are based on relationships to 
the commodity, so if you sell a commodity and the accompanying 
technology, it is all subject to the same control. And that is the 
same in Cocom; but it is often misunderstood.

What we were talking about was pure technology, pure know- 
how.

Senator NUNN. You mean pure know-how as separated from 
hardware?

Mr. MCFADDEN. Yes. That is the shipment of designs instead of 
shipments of hardware.

Senator NUNN. When you say designs, is that technology or 
hardware?

Mr. MCFADDEN. For commodities?
Senator NUNN. Are you saying there is no control at all for 

know-how standing alone, separate from the commodity?
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Mr. McFADDEN. No. There are some controls. You cannot gener 
alize, that there is none whatsoever.

There are a series of general licenses and restricted general li 
censes. But the fundamental structure of the control system, first 
and foremost, controls technology by virtue of its relationship to a 
commodity. And as the commodity and the shipment and disperals 
of that commodity is controlled, so is the accompanying technology. 
What we are addressing in one of the major concerns with the new 
initiatives on technology control is how do you just control the dis 
persion of know-how itself. Going back to the Bucy Report several 
years ago, the recommendation was made we ought to refocus our 
export control system on critical technology, that is know-how, 
design and manufacturing know-how, and try to relieve the con 
trols on all of the products that are particularly at the low end of 
the technology spectrum. And so it is that general momentum 
which we are concerned about.

Industry is not opposing it as such. In fact they were largely re 
sponsible for initiating it. We are concerned about the direction 
that it seems to be taking.

Senator NUNN. I will ask the State Department and the Defense 
Department if they want to comment for the record at this point 
on that so we will have as much as we can a clarification of exactly 
what is and what is not controlled.

Mr. Lyon, our staff has had a chance to talk to you. It is my un 
derstanding one of the things you have stated to them is there 
seems to be a lack of continuity in Government policy. The things 
that happened 10 years ago and mistakes that were made and so 
forth are repeated. There is not a continuity of either policy or per 
sonnel. Is that, in your view, accurately stated? If so, what do we 
do about it?

Mr. LYON. It is my understanding that all institutions have trou 
ble with institutional memory and keeping the growth of concepts 
and ideas constantly evolving. In any export control area, the prob 
lem of institutional memory is really at two levels. One is the level 
of technical expertise which isn't so bad. I have had friends who 
have been involved as technical advisers in the Government and 
out of Government for 10 to 12 years. However, I think you put 
your finger on part of the problem today where the technical judg 
ment, if you will, of how many millions instructions per second, 
how many disk drives, how much does it cost, who makes it, really 
isn't the issue. On top of that technical description is a layer of 
subjective judgments, a band, if you will, of more political or cvb- 
jective determinations that then result in the national position.

It is in that area that I think there is a lack of institutional 
memory. I can't find any criteria, guidelines or rules in my mind 
that have constantly been evolved and improved upon as we went 
along.

Senator NUNN. In the so-called policy area or subjective area. Is 
that what you are talking about?

Mr. LYON. I would like to call it more the subjective judgment 
because it has to be made. There are a lot of issues that cannot be 
analytically defined. It is hard to analytically define the intent of 
the Sov ets to acquire. It is hard to define the intent of a firm to
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sell. It is hard to define the level of reliability of a consignee in a 
quantitative form.

Senator NUNN. What would you have the Government do about 
that?

Mr. LYON. Well, we have to have some check for balance and/or 
somebody who overrides the process to make sure that the judg 
ments are properly presented one against the other.

Senator NUNN. You heard the discussion. You were sitting here 
when we had a discussion with Mr. Perle about whether indeed the 
subjective judgments basically were merged with the technical as 
sessments, whether that was happening or not. Do you believe that 
is happening in the Department of Defense or elsewhere?

Mr. LYON. I am not sure I would look at the problem that way. I 
would look at it more who is accountable for those judgments if ev 
erything is merged into a big ball of wax. Who has to defend and 
justify a certain position in that process? I think the chairman and 
many of the speakers this morning pointed up that if it is subjected 
to a good debate, we will all get on board. But if it isn't subjected to 
that kind of debate, if people aren't prepared and don't have clear 
backup for their arguments, then we can arrive at conclusions that 
are not necessarily representative of the national interests.

It is in that position that I feel the system has not had this cu 
mulative experience. I have watched individuals come and go from 
this thing. I was on the technology transfer study in the White 
House in 1972. I think there were about 22 people involved. I don't 
know of one other person in that group who is even anywhere near 
this discussion today. And so lots of people have come in and left. 
They all start from scratch. They do an excellent job coming up to 
speed. They learn a little bit. They don't contribute much to any 
corporate memory. Then they leave and new people come on.

Senator NUNN. What do we do about that? That is the problem 
throughout almost every aspect of the Government.

Mr. LYON. Yes, sir. The places where it seems to have worked 
have been where individuals were able to blend the skills that ; 
were raising this morning, that do have some understanding of t. 
technology, that do have some understanding of dynamics of indus 
try and do have some understanding maybe of the physics and 
chemistry as well as the policies and all of these other forces, and 
bringing all those skills to the final resolution. It begs the ques 
tions should industry be involved in sorting out the final issues for 
say Cocom positions and things of that nature.

Mr. Olmer says the industry isn't brought in but their views are 
brought in. Which views?

I don't have a simple institutional solution for that, sir. I think I 
have some criteria I would apply to the decision to see if it was bal 
anced.

Senator NUNN. Why don't you go ahead and tell us what they 
are.

Mr. LYON. The first criteria to me is that at all levels we have 
struck that balance. As an example, in the Technical Advisory 
Committees, where Mr. Olmer mentioned the participation of the 
private sector folks in the Technical Advisory Committees. If you 
go through that process, the little bit of scholarship and analysis 
that I have seen, convinces me where that process works well is
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when the Government members of the Technical Advisory Commit 
tees were also there. You know, the TAC's are not just private 
sector, they have Government members and industry members. 
They are joint groups.

Where they have participation of both sides, success usually ar 
rives. The TAG member who is from the Government side is usual 
ly the participant in the internal Government process called Tech 
nology Task Groups [TTG]. They are technical advisers to the inter 
national process arriving at Cocom decisions.

There are a couple of cases where success has been achieved, in 
dustry views have been balanced, these more subjective judgments 
have been worked out, the package was put forth, and a consensus 
was achieved in Concom. In that case, the criteria were balanced at 
all levels. There was a good mix and debate between Government 
and industry, and in one case I know the industry member went to 
Cocom and presented the case.

So what I am essentially saying is where there is good objective 
debate, all of the issues are considered at all levels and balance is 
achieved at all levels, success usually occurs.

Senator NUNN. The difficulty it seems to me, is what part of in 
dustry would be represented? Obviously the particular industry 
that had something to sell would want to be part of the process. 
Are you speaking of industry in the generic sense, an impartial 
group of people in industry, or are you speaking of a particular 
seller of a particular item?

Mr. LYON. Well, if you have a particular salesman who is work 
ing on a commission, you have a certain urgency in his point of 
view. But the corporations I believe are fairly balanced. It has not 
been my experience to find any senior official or manager in a U.S. 
corporation who doesn't recognize the importance for this kind of 
balance.

Now, there is another point that you put your finger on. It is 
hard to define what skills are needed from industry. Quite fre 
quently they have a person in a TAG who is a licensing expert or a 
traffic manager or maybe even an engineer, but the skills they 
really need are those who do competitive analysis, who understand 
the capability of our foreign competitors and who understand what 
are the emerging trends in the marketplace.

Now it is hard for us to get those people into the paperwork proc 
ess and approved and motivated to come to Washington 1 day a 
month for 12 months, or whatever it is, to participate in a TAG. 
But it is not impossible for us to find new mechanisms for industry 
to reach down inside their organizations and get the judgment of 
those skilled industries and essentially bring it to these resolutions.

Senator NUNN. Can you do it through the present mechanisms of 
the Technical Assessment Committees?

Mr. LYON. It is my conclusion we can't. I tried through the asso 
ciations that I have been working with now for about 3'/2 years to 
try and identify the skills, to try and find the mechanism to reach 
out to th se skills and to try to motivate the firms to have those 
people spend their time and give us their judgment, then consoli 
date that judgment into a given point of view and turn it into the 
Government.
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The few times we have been able to do it, it has worked very 
well. But it is not a lack of intent; it is just a huge structure of 
very busy people who are all trying to compete in the world mar 
ketplace.

Senator NUNN. What would you do about it?
Mr. LYON. I think I would have the industry associations, much 

as in the work plan of the coalition, in particular in the Foreign 
Availability Group of the Coalition, try to define the skills needed 
and try to consciously work with the Government to find a mecha 
nism to bring the judgments of those people into the process.

Senator NUNN. Could you get an industry coalition and group 
that would have a team of experts, a broad array of experts in this 
overall area? And if you could get that put together through some 
type of coalition, then would you be able to provide a mechanism 
that would at least be sensitive to possible conflicts of interest?

Mr. LYON. I think so. I think that is the basis for the formation 
of the coalition. It wasn't stated exactly that way, but it was to try 
and find a means that we could get access to the skills in industry 
and to sue their judgment, exercise it properly, consolidate it into 
an industry point of view, which is what you have asked for, a con- 
soldiated view.

Senator NUNN. Mr. McFadden, would you comment on that.
Mr. MCFADDEN. Yes, I would. But I should preface it by saying 

that the coalition itself has not taken a formal position on this and 
has not worked out their views on it. It is an important subject. 
They are trying to do that. Let me give you a couple of concerns 
that I think have come up earlier.

One is the limitation on industry consultation has been reflected 
in interagency deliberations. The extent that industry does not par 
ticipate, have an input into interagency deliberations, they are 
going to be constrained. Their advice can only be as good as the 
particular Government department tha.. is using it in the inter 
agency process. So there has been a problem in the past, it seems 
to me, given that there have been tensions and lots of changes in 
the Government's handling of interagency deliberations. It has 
been very difficult for, say, the TAC's, which are a vehicle that pro 
vide advice to the Commerce Department, for that single vehicle to 
provide sound counsel on an interagency basis.

Senator NUNN. You are saying it is not sufficient for industry to 
pcur all of your advice through the Commerce Department?

Mr. McFADDEN. I think there is a serious limitation if that is the 
way it happens, because the decisions are made, whether it is 
Cocom or the major policy decisions for U.S. export controls, on an 
interagency basis. That is one limitation.

The second limitation: As Mr. Lyon has indicated, there have in 
the past been some extraordinarily successful efforts of industry 
consultation, and Government has had the best technical advice 
and best general advice. But it seems to me that rarely is industry 
asked the right question or all of the questions. Typically the con 
sultations groups of industry are focused either on the technical 
aspect, maybe some particular aspect, but not on the overall ques 
tion of control; not the kind of policy dimension that Richard Perle 
was referring to this morning.
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And I think in that regard there is not the great problem of con 
flict of interest that many have alleged.

U.S. industry is not so concerned about East-West trade that 
they are willing to abandon any concept of the national interest 
here. That is not the case. The concerns of industry tend to be pri 
marily what are the market impacts in the West, what is going to 
work effectively, what are the foreign availability concerns? That is 
very compatible with the U.S. Government position. Ai.d several 
industry members find that their own subsidiaries are consulting 
with foreign governments in these matters and they are shut out 
from the U.S. Government in these matters.

Classification poses another problem. The difficulty of frustration 
that comes from participating for a long time and not having 
anyone pay any attention to your advice. People don't want to 
come down and spend 2 days in Washington every 6 months for no 
apparent impact. So you do tend to lose good people at various 
times.

Senator NUNN. Are you saying that is the case now?
Mr. McFADDEN. I am not suggesting that is the overall situation. 

I know that has happened in some cases. I know in other cases 
they have obtained the most determined and highest level and full 
kind of industry participation.

Senator NUNN. Are you both saying that the only input you have 
is through the Commerce Department, or are you saying that is the 
main input you have? Are you saying you don't have adequate 
input in the Defense Department deliberations or State Depart 
ment?

Mr. MCFADDEN. No, no, I am not saying that. I am saying the 
input is very fractionated. We have various inputs to various agen 
cies; State, Defense, and several parts of Defense and different 
ways in Defense, and Commerce and so forth. And this input has 
all the problems we have talked about. Sometimes it is better than 
other times. Sometimes they get the right questions, sometimes 
they don't.

The problem is they do not have any real input into the inter- 
agency process, the ultimate deliberations where the decisions are 
made, it just hasn't happened. It seems to me at that level industry 
could make a very worthwhile contribution, and U.S. policymakers, 
U.S. officials, would be fully able, like they are in the trade arena, 
to discount any parochial interests or limitations that industry 
may have.

Senator NUNN. I asked Mr. Lyon whether he saw any problem in 
the Defense Department itself in having the other agencies and the 
people reviewing it as they go up the line, NSC, the President, and 
whether there is any problem is separating the technical side of 
the assessment from the policy side of the assessment. Is that any 
problem at this time as you see it, the way Defense makes its deci 
sions?

Mr. MCFADDEN. I think that is an inherently difficult problem. 
To the extent you can separate them I think it is to everyone's ad 
vantage. It clarifies the decision. It clarifies the thinking. It is ex 
tremely difficult to do it in many of the difficult cases.

Senator NUNN. It doesn't seem to me it would be so difficult if 
there really is a dual role in Defense. We have heard that the De-
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Lauer shop basically makes the technical assessment which goes to 
the Policy shop. The Policy shop plugs in the policy, and then rep 
resents the Defense view to the agencies. I mean the information 
on the technical side comes in separately therefore, it seems to me 
it shouldn't be that difficult to ensure that whatever Defense's 
final position is that there is a way you can go back and isolate the 
technical side before that final DOD decision was made.

I am not suggesting that policy doesn't play a role here. But 1 am 
suggesting if I were the President of the United States and it got 
all the way to my desk, I would want to know what technical as 
sessment was, separate from what somebody's policy judgment was, 
thereby assuming the President and NSC themselves would feel ca 
pable of making the policy decisions, but probably not technical de 
cisions.

Mr. McFADDEN. That is right, absolutely. I agree with you. The 
ultimate decision, however, tends to be a combination of all of 
these dimensions. I think the process benefits greatly if you can 
separate them out and say this is the political side and the philo 
sophical side and this is the technical side.

Senator NUNN. Why don't you at least within the Department of 
Defense?

Mr. McFADDEN. I think you should.
Senator NUNN. Why couldn't a product come out of the Depart 

ment of Defense on decisions as to the technical assessment, this 
was thejffllicy assessment, this is the final decision?

Mr. McFADDEN. I think it should. I think that is the great chal 
lenge. I think one of the problems industry has faced is they give 
technical input on a decision and then the assertion is made it has 
been consulted fully on an export control decision. It has been con 
sulted in that case on the technical side of it. It has not been con 
sulted on the foreign availability side of it. It may not have been 
consulted on the feasibility of imposing these kinds of controls or 
the advisability or any number of other dimensions of the question.

Senator NUNN. But if the decision in Defense is merged and you 
can't tell the difference from the technical and the policy, I don't 
see how anybody outside of Defense at that point begins to debate 
it rationally.

Mr. McFADDEN. That is right. It is a very difficult problem for 
industry.

Senator NUNN. That is what I have been trying to get at today. 
Mr. Lyon, would you comment on it? Would it be helpful to have a 
clear delineation in Defense decisionmaking as to what was techni 
cal and what was policy?

Mr. LYON. I have a problem with what we mean by what is tech 
nical. The people I know in  

Senator NUNN. What is technical is what conies out of DeLauer's 
shop, for lack of a better definition, supposedly.

Mr. LYON. Let me say, if I can go back to some of the cases I was 
involved in in the past, there is a technical description of the prod 
uct, of all of those impacts on U.S. capability usually. There is an 
other element of that, which is, does it provide the Soviet or the 
Communist bloc countries with the military capability. That is not 
something that comes out of a semiconductor expert's head. That
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comes out of the intelligence community. In a sense we are talking 
West-West trade right now in most of these cases and the impact.

There is a third element of judgment that is involved with the 
security aspects. Is that a reliable organization? Do we have any 
evidence that that person is a friendly organization?

Senator NUNN. That latter point clearly is not technical in the 
sense that I wouldn't expect a Research and Engineering Depart 
ment of the Department of Defense to get into whether it was a 
dummy corporation or a cover operation at all. But I would expect 
that Department to be able to tell us the effect of that weapons 
system on the Soviet Union's military capability.

I consider that clearly techncial assessment.
Mr. LYON. So that would fall into the policy domain then of what 

you are talking about?
Senator NUNN. No. The third point would fall in the policy. I 

would expect Policy to plug in. I don't know that this is the way it 
is, but it seems to me the second, the technical capability assess 
ment coming out of Research and Engineering, should include both 
the assessment of the weapon itself or the product itself and also 
the effect of that on the Soviet's capability.

Mr. LYON. And as an example there, Senator, many of the Soviet 
needs are not cutting edge technology. They have a much different 
level of technological utilization and progress in that utilization 
than we do. So the question is sometimes their need for a specific 
item that they are searching for and what they are trying to ac 
quire is not necessarily very sophisticated.

Senator NUNN. Let's turn it around. Where would you draw the 
line?

Mr. LYON. I am just trying to point out the interface. I agree 
with your conclusion. Foreign availability determinations were not 
arbitrarily added: That would be on the wrong side of your line.

Senator NUNN. Why should foreign availability be? You are get 
ting outside of the Defense Department now. I mean I would think 
that was not basically a Defense decision.

Mr. LYON. There is one element of it, though. It is Soviet indige 
nous capability, which is a foreign availability determination.

Senator NUNN. That would have to come from the intelligence 
side.

Mr. LYON. Right. So you start sorting these different functions 
out. But there is a technical issue. My problem is if you say the 
technical judgments would be here, and the policy judgments 
would be there, without understanding that there are say technical 
judgments involved in the Soviet indigenous capability, you run 
into a problem. I am agreeing with outlining, clarifying, and show 
ing the audit trail. I have no problem with that. I just want to cau 
tion against  

Senator NUNN. Are you saying there is some overlap in that 
there is not going to be absolute lines drawn?

Mr. LYON. Yes, sir. So the point is you need to have a definition 
of all of the relevant factors, somehow sorted out, and an audit 
trail worked back as to whose judgment was involved.

Senator NUNN. It seems to me that reasonable people in this 
area sitting around a table could make these definitions and sort
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this out so it would be an orderly trail as to how decisions are 
made.

Mr. LYON. Sir, when everybody around that table wants to find a 
way to approve the license or approve the initiative or make it go, 
we find a way. When everybody around the table wants to stop it, 
we find a way. When there is a mixed view of those folks around 
the table, then we use all kinds of arguments, depending on our 
area of expertise, to argue for or against it. That is the problem, 
that people can use technical arguments for political purposes and 
vice versa. That is the game, the kind of debate that goes on. You 
have to say that this is going to go on, but have some test of credi 
bility to the way those arguments are presented and defended.

Let me give you one example that may be close and germane to 
this issue. The issue raised earlier this morning was that technolo 
gy transfer is not controlled. That is a statement that says the Gov 
ernment doesn't have prior review of the control of technology. But 
technology is controlled from my point of view because I have to 
have a written insurance agreement in place which is self adminis 
tered for free world trade for any technology that is in support of a 
product in the commodity control list.

Furthermore, if I have reason to believe that that consignee is 
going to divert, I cannot ship to him under that license, and I know 
that, and I work with that in the private sector.

The Government says it is uncontrolled because they are not in 
volved in how I police that and how I put that process together. 
But that is called GTDR, General Technical Data License. If I don't 
have the written insurance agreement in place, then I do need an 
individually validated license from the Commerce Department; or, 
if that transfer is to a bloc nation, I have to have a license.

Now here is a case of communications problems where someone 
says we don't control the technology and he is right and I say we 
do control the technology and I am right. And you sit there and 
say who is right? And in fact the issue has been working and it is 
in place.

Now, as an example, I read in the earlier testimony in these 
hearings about there is a list of 4,300 people that the Treasury De 
partment and Commerce think are unreliable. I don't have access 
to that list. The only list that I can find is 186 folks in the Denial 
Order List. Admiral Burkholder, who is in the Defense Intelligence 
Community, has published an article in the Signal magazine saying 
there are over 330 chartered purchasing agents for the Eastern 
bloc in the free world. Well, if there are 330 of those and there is a 
list of 4,300, how come I don't have that list? I mean how come the 
industry can t, communicate on those issues so that in our free 
world exercise we know where the front organizations are and the 
problems are and people we can talk to? We don't know that. We 
just have to presume that if a person passes our credit check, we 
can then go in for a consignee statement on a distribution license, 
and hope that the Government in giving us their clean bill of 
health does that check.

Senator NUNN. You are saying those lists should be made avail 
able to the industry?

Mr. LYON. I am not sure they can be because there are a lot of 
problems there with treating with persons  
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Mr. McFADDEN. Due process.
Mr. LYON. Due process.
Senator NUNN. You have classification sources and methods 

problems?
Mr. LYON. But there ought to be some mechanism by which we 

can communicate on such bases as that. That is the kind of issue 
when you start talking about the process of approval of licenses 
and sorting out technical judgments and policy judgments that I 
don't see built in. That is the kind of issue that leads me to say I 
don't see the institutional memory.

Senator NUNN. I see your problems, but I am not clear about 
your solutions. I don't know what we do about that.

Mr. LYON. You put the finger on the problem in the last report 
that staff prepared about better communications and also a good 
working relationship between industry and government. We have a 
lot of communication but not a lot of quality in communications.

Senator NUNN. Is that the fault of the Commerce Department, 
the Defense Department, the individuals in it, or industry?

Mr. LYON. The facts will show, and I don't think there is an indi 
vidual in the system that doesn't want that kind of communication. 
But the tempo, timing or the structure of debate we have had 
today has not brought that about.

Senator NUNN. Again, what can be done about it?
Mr. LYON. Well, from industry's point of view the start was the 

coalition. To start buidling up good working relationships and a 
problem-solving attitude. I am not speaking for the coalition, but 
that is what I understood the whole process was.

Senator NUNN. You are saying the coalition is a first step and 
the coalition itself and its role has to evolve. Is that what you are 
saying?

Mr. LYON. Yes.
Senator NUNN. Do you both agree with that?
Mr. McFADDEN. Yes, I agree with that. I think the coalition has 

come up with some solutions to this problem. We do not have all of 
the solutions by any means, but we have made some suggestions. 
One would go to the licensing system. We think there ought to be a 
licensing system that is compatible with the way we do business. 
That is very important, because any enforcement of our overall 
export controls has to depend on the cooperation and support of 
the U.S. industry. It cannot work otherwise. It is just physically im 
possible to control in any careful way all of our international activ 
ity. So you have to have a system of control that reflects how U.S. 
business does operate.

Second, it seems to us the system ought to take advantage of the 
controls that industry already has in place. It ought to build on 
what is there. And industry does have a lot in place to handle 
these kinds of concerns. They cannot do it all themselves, but the 
licensing mechanism ought to take advantage of what we have.

Third, we think the whole regulatory mechanism ought to focus 
on system? pf control rather than the individual transaction. If you 
are looking at a comc^ny system, you can make judgments about 
consignees. You have more time and a greater ability to look at 
how the operation uotually operates and investigate it, approve it, 
and then let it go. But don't get lost in the overwhelming number
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of individual transactions. You don't get any more insight that way 
and you get lost.

Senator NUNN. Are you saying government is about to go to this 
transaction by transaction approach with the new regulations that 
have been proposed?

Mr. McFADDEN. We are concerned about that.
Senator NUNN. You are saying the Government is already doing 

that?
Mr. McFADDEN. We think they are already doing too much of it. 

We would like to see the focus much more restricted on those items 
that are critical and give us more operating flexibility without re 
ducing control. We think the trends in the future, as we see them 
now, are very disturbing in that regard.

I think the final area that we would endorse and urge is multi 
lateral controls. We are looking for an even-handed system. And as 
long as we are on an even footing with our commercial competi 
tors, we have no objection to export controls particularly as they 
relate to depriving our potential adversaries of sensitive technolo 
gy. We support that notion. And I think one of our concerns is that 
there has not been sufficient attention devoted to the operational 
details of this whole system. It is fundamentally the same system 
we have had since World War II. That is why the coalition was 
formed, to say the stakes are too high now. We have to participate 
somehow and streamline this system, improve it so it gives both 
better control and more flexibility to operate.

Senator NUNN. When was this coalition formed?
Mr. MCFADDEN. January is my recollection.
Senator NUNN. Of this year?
Mr. MCFADDEN. Of this year.
Senator NUNN. Do you have small business representation on 

there?
Mr. MCFADDEN. Absolutely.
Senator NUNN. Who would represent the small business or 

medium-sized business view in the coalition?
Mr. MCFADDEN. There are over 3,000 companies in this coalition. 

As you can imagine, many of our most innovative and active high 
technology firms are small. The American Electronics Association 
has 2,700 members, or something of that nature. The vast majority 
of them are relatively small business. Semiconductor equipment 
manufacturers are typically $20 million operations. But they are 
on the leading edge of technology development worldwide. They are 
small companies, but they are international companies. You cannot 
be in the high technology business even as a small company with 
out being international these days.

So we think we have a prospect of developing some communica 
tion. We think there needs to be a lot more. We don't want to sug 
gest that the Government is abandoning any prospect of communi 
cation. But I think as the distribution license regulations indicate 
improvement is needed. Those were not final regulations, but they 
were developed, the proposed regulations, without any real consul 
tation with industry, despite all sorts of industry consultation 
available. That affected the most vital license applications for all of 
the high technology industry. They come out in elaborate form, 
with a 30-day comment period. Industry is concerned about that.
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In the past, a 30-day comment period has been a very ineffective 
way to deal with major issues.

Now, that is not to say that we have been ignored in the mean 
time. Over 250 comments have been filed. I think the Commerce 
Department has extended the period and tried to engage in a 
dialog. We support that.

Senator NUNN. Mr. Lyon, you mentioned accountability in the 
system and the lack of a accountability in the system. Would you 
be a little bit more specific on that point, particularly in regard to 
how we get more accountability from the Government?

Mr. LYON. I think part of it is in the resolution of these policy 
decisions and these debates so we know where the argument came 
from and have a chance to talk to the people and develop the ra 
tional behind that statement.

Senator NUNN. I suppose that is exactly the point I am trying to 
make, so that you can have a track record there that would reveal 
where the different decisions came from.

Mr. LYON. Let me give you an example, because I have a hard 
time dealing with broad concepts in some of these areas. But when 
the People's Republic of China decided to open up the Pearl River 
estuary and South China Sea for oil exploration and seismic equip 
ment that is used there has an ASW overtone, which is of concern 
to the Defense Department, the U.S. firms individually and some 
what collectively came to the Defense Department and said we 
have to have standard guidelines for competing for these requests 
for proposals that the Chinese will be putting out.

And each of us gets a different answer on a nuance as we start 
trying to find out how our particular set of equipment would be 
dealt with.

The process worked, and after a few weeks of meetings with in 
dustry experts, technical experts, and government experts, the 
guidelines were reached. They were reached in time so that people 
could go bid on these offerings in a comparable fashion. Everyone 
knew why it was there. They knew the rational behind it.

Senator NUNN. Did that just happen or did you know about it?
Mr. LYON. It probably was because some bright person realized it 

and made it happen.
Senator NUNN. If we could legislate bright people, '.ve would do 

it. We have never been able to codify that.
Mr. LYON. I would like to make a comment implicit in what has 

been going on in here between the two of us. I think there is a 
much greater willingness of industry to comply not only with the 
letter of the law but the spirit of the law to try and find solutions 
to accomplish the objectives that are laid out in the broad policy 
intent, and for some reason we don't have good fora to present our 
case. The fora that we have to present our case are adversarial, 
usually trying to get a license approved, to rail against some kind 
of regulatory proposal, and we are forced to present or views in re 
action to something. Therefore, our very legitimate arguments are 
sometirries discredited as nothing more than the arm-waving that is 
expected from industry. I was absolutely overwhelmed, when I 
went to the industry side, that at the very core of industry how 
much concern there was that we get a solution to this problem,
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that we properly balance and we get on with it. Yet we have not 
found a good fora to make that case.

Senator NUNN. It seems to me one of the real challenges here is 
to separate the industry input in the general sense, procedural 
sense, and even substantive sense, from the individual sale of the 
individual item. 

Mr. LYON. Yes, sir.
Senator NUNN. For instance, if you were part of this industry 

group, or Mr. McFadden were part of the industry group, and you 
were sitting on some type of governmental industry interagency 
council where you really have the input at the interagency level, 
and there was a matter which came up relating to the sale of a 
piece of equipment from Texas Instruments. Now, it seems to me 
everybody around that table has to know immediately that that is 
involving you and that there is some conflict, or at least some bias 
on that item.

And I think one of the challenges here is to separate the general 
advice of industry from the specific advice of industry on a case by 
case basis. I am not saying Texas Instruments shouldn't have input 
on that item to Government, but I don't think you ought to have 
an input representing all of industry. I think your input ought to 
be representing your own company with that item rather than in 
the generic sense. It seems to me that is a real challenge in trying 
to devise a way to improve the process, as both of you have advo 
cated, and yet have everybody aware that there is a difference be 
tween item by item interest and a general procedure.

Mr. LYON. There are three dimensions of export control policy 
that I find intriguing. One is what you would call the policy level. 
One is what I would call the listing level. Then there is a licensing 
level. One person they will never get involved in advising on any 
other company's license or taking a judgment relating to their spe 
cific case, just because I can't do that. It wouldn't work. But in the 
listing and in the policy level, we have a tremendous input to 
make, and we need to be able to gather the skills together that can 
make that contribution and find fora and the working relationships 
to grow and improve our trust and working relationship with the 
government. That has been missing.

Mr. MCFADDEN. I think you have highlighted a very important 
point that applies not only to industry but to government as well. I 
would be very uncomfortable, I think reasonably so, if industry per 
sonnel were called upon to make individual judgments as well as 
policy and broad guidelines. We have the same concern, though, 
when we see government policymakers doing that, making the 
policy and than they also are right down on the individual decision 
level. There isn't much in the way of procedural safeguard in this 
whole area, administrative or otherwise.

Senator NUNN. Dr. D Lauer testified that implementation of the 
policy was supposed to be in his shop in defense. We obviously 
don't have a joining, we have not yet got a joining of the minds on 
the Defense Department itself, let alone  

Mr. MCFADDEN. Let alone the rest of them. I mean that has been 
a contention throughout the export control area. And in most other 
areas of administrative law there is a very discrete outbreak. You 
try to separate the administrative rulemaking process from the
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case by case determinations, and you have different people doing 
them. You have a separate appeal process and so forth.

I am not suggesting that, but I am suggesting there is a problem 
when you have policymakers at the highest level engaged in indi 
vidual licenses, foreign availability or licensing decisions and other 
wise.

Senator NUNN. Is that happening in all of the Departments or 
any one in particular?

Mr. McFADDEN. I don't know. I wouldn't begin to be an authori 
tative on that. It is an industry concern that it may happen. As we 
see a great deal of controversy, if not turmoil in the government 
organizations in this area, that is a matter that we are worried 
about how is that going to ultimately be dispatched in licensing 
decisions and in policy decisions.

Senator NUNN. Well, I appreciate both of you being here and 
your cooperation. I hope it would be on a continuing basis. We will 
be over the next few weeks making some assessments of what we 
have heard in these hearings, hopefully coming up with some sug 
gestions and recommendations. We would welcome your continued 
input in that process.

Do either of you have any other suggestions, anything you would 
like to add that has not been elicited by the questions?

Mr. LYON. Just one point I think I would like to raise in terms of 
the importance of Cocom. When we discuss Cocom, we normally 
are thinking of getting allies to agree and have some commensu 
rate controls over their sources of the same technology that the 
United States can manufacture. There is another aspect of Cocom 
that is crucial, and that is we have to have rules of fair play for 
trade within Cocom on high tech goods. This gets to the issue of re 
export controls and their burden on U.S. industry.

It seems to me there is a much more enlightened process that 
could be achieved within the Cocom framework that would not 
compromise national security objectives but would enhance our 
ability to compete in the largest high tech markets in the world. 
Right now there is a disparity between the way the U.S. firm com 
petes in that marketplace and our Japanese, French, and German 
competitors. And that to me is probably the most crucial aspect of 
a good, solid, effective, improved Cocom which is getting those 
ground rules for trade within Cocom commensurate and compara 
ble.

Senator NUNN. You are saying they are not now?
Mr. LYON. They are not.
Senator NUNN. Give us some reasons.
Mr. LYON. If I have to pick the three most crucial, first would be 

the differences in individual validated licenses processing delays. 
These are for licenses for free world shipments.

Senator NUNN. You are saying it takes longer here than over 
there?

Mr. LYON. I can get licenses through the system with Japan in 
less than 2Vfe days. I have to get two licenses because I have to get 
a reexport control license for the United States or use the distribu 
tion license. It is roughly a week in the Cocom countries and it is 
roughly 6 weeks to 2 months here.
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Senator NUNN. You are saying this is a competitive disadvan 
tage?

Mr. LYON. Yes, sir. There are a number of stories and scenarios 
you can draw from that. The second thing is we have reexport cri 
teria on our products. In other words, when I sell, if you were a 
purchaser in Germany, you would get product from me but there 
would be a prohibition on reexport of that product without getting 
further approval by the U.S. Government. My Japanese competitor 
doesn't have that. He only has control on the first shipment.

Senator NUNN. Is that existing or is that proposed?
Mr. LYON. That is existing. And a third is the commingling con 

cept. If you are a purchaser over there and by some technology of 
product from me and embed it in your product, your whole product 
picks up U.S. reexport controls. There is a lot of debate about when 
U.S. identity stops. Essentially I have to work on the theory if you 
commingle my technology with your technology, that products 
picks up U.S. reexport controls in total.

These things then set us apart. If everything else is equal, we are 
not competitive to that particular purchaser. That is within Cocom 
and within West-West trade.

Senator NUNN. Is Cocom addressing that or those issues?
Mr. LYON. I am not privy to any such discussions. I just don't 

know. They may be going on. They may not.
Senator NUNN. Mr. McFadden?
Mr. MCFADDEN. Senator, if I could build on that, I would like to 

suggest to you export controls are enormously important to our 
high-technology industry. And the stakes are very high. Congress 
has recently become actively engaged in this area in the legislative 
area and dealt with a number of the difficult and central problems.

A number of the things we are talking about here, and Mr. 
Lyons has just emphasized them, are operations problems. They 
are low level, nitty-gritty problems of how we do business. Those 
problems need great attention because they are going to have a 
very substantial impact on our whole industry and our national se 
curity if they are not carefully dealt with and resolved.

Senator NUNN. How would you categorize the three just men 
tioned by Mr. Lyon?

Mr. McFADDEN. Those are virtually all operational. It is how the 
actual control system works and affects companies in individual 
cases, how effective it is in terms of actually controlling something, 
what are the reexport problems, how does it bear on enforcement, 
how does it bear on the way you can respond to customers and 
your competitors can respond. Those are very important matters, 
more so now than ever before.

I would just urge that the Congress and you subcommittee to 
continue to explore this area, because it does have enormous impli 
cations for our industry and our national security.

Senator NUNN. Are you saying these problems would be solved if 
there was a 6-week delay in Japan as well as here?

Mr. MCFADDEN. Well, it would certainly relieve one part of the 
problem.

Senator NUNN. Are we supposed to get more efficient or get the 
Japanese to be less efficient? Or is it efficiency? Is our Government
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addressing things in this process that the Japanese aren't looking 
at at all?

Mr. LYON. Senator, I think there is another techr 'cal issue th'  
Senator NUNN. Is there a distinction between diligence or dnl- 

ciency in this delay?
Mr. LYON. If these delays were on items on a proven strategic 

and areas of serious concern, it would be different. Brit in many of 
these areas it is just the volume shipments of the total product our 
company manufactures. I have seen licenses for spare paics that 
are five pages long on technologies that are obsolete by today's def 
inition.

Senator NUNN. What are the Japanese doing differently to make 
that process move so much faster?

Mr. LYON. You almost turn in your bill of shipment to the gov 
ernment and it is stamped approved as a license. This is not to 
negate the preparation of all the paperwork needed for the ship 
ment.

Senator NUNN. Are they being derelict in export control?
Mr. LYON. No, sir. They are following regulations to the letter. In 

fact, they are sometimes a little too much to the letter in their ac 
countability scheme of making sure every little entry is exactly 
right.

Senator NUNN. I am not saying about the low level of people 
whether they are following the policy of the government. I am 
saying is the policy of the government basically lax in terms of con 
trolling import and export? So you think the Japanese Government 
is basicially exercising due care in protecting Western security in 
the control of export?

Mr. LYON. I can't judge from their perspective. I think that 
they  

Senator NUNN. I am not saying from their perspective. I am 
saying from ours.

Mr. LYON. I think on matters of truly national strategic impor 
tance the Japanese have a good system and are concerned.

Senator NUNN. Mr. McFadden, do you have a comment on that?
Mr. McFADDEN. I have no firsthand ability to comment on how 

well the Japanese enforce or adhere to export controls.
Senator NUNN. In your statement, you indicated that our Gov 

ernment controls products in one case, I guess, because they con 
tained an embedded microprocessor. Is that something that gives 
you concern? Do you want to elaborate on that?

Mr. MCFADDEN. Yes, that has been a problem for the United 
States for some time. It illustrates several of the difficulties we 
talked about this morning. The U.S. Government on a unilateral 
basis will control certain instruments, scientific instruments, 
merely because they have an embedded microprocessing. Other 
countries do not do that. The rational is rather straightforward. It 
is the same reason you don't control a washing machine because it 
has a microprocessor in it. You control the end item but not a com 
ponent of it. We believe that is a sound rational in the case where 
you have a very expensive instrument and a very inexperience par 
ticular piece or component in it.

Senator NUNN. What if the microprocessor itself in that washing 
machine is of critical importance?



230

Mr. MCFADDEN. Well, in these instances that industry has had 
problems, it has been where there has been a very large dichotomy 
in the nature of the machine and the particular microprocessor. It 
has also been a situation where the microprocessor is dedicated to 
a certain function. It cannot be reprogrammed. It is a situation 
where no one is going to go out and buy or it is unreasonable to 
think anyone is going to go out and buy a huge scientific instru 
ment just to get a microprocessor that is readily available else 
where. So on that basis we believe there are some 200 products 
that there is a general consensus within the Government that they 
ought to be decontrolled and at various times have been recom 
mended for decontrol by Defense and Commerce.

Senator NUNN. Why aren't they?
Mr. MCFADDEN. That is a question that I cannot answer. We do 

not know the answer to that. We are impatient and concerned 
about it. It is not a matter of ill will. It is just I think an operation 
al problem within the Government. Again, it reflects some of the 
concerns we have expressed.

Senator NUNN. I want to again thank both of you for appearing 
here. Do you have any other comments? Do you think we have cov 
ered most of your observations?

Mr. MCFADDEN. Yes.
Senator NUNN. We have a list of 20 exhibits that will go in the 

record without objection.
[The documents referred to were marked as Exhibits 1 through 

20 as indicated on pages 4 and 5.]
Senator NUNN. Thank you both for appearing and we again wel 

come your continuous input.
[Member of the subcommittee present at the conclusion of the 

hearing, Senator Nunn.]
[Whereupon, at 12:03 p.m. the hearing of the subcommittee was 

adjourned.]

CLOSING REMARKS OF SENATOR WILLIAM V. ROTH, JR.

As we close these hearings I want to compliment Senate "<Junn for the job he has 
done over the course of the past two weeks.

I am, of course, committed to encouraging United States trade in all sectors. But 
as the testimony of the witnesses from the Defense and Treasury Departments has 
shown, the Soviet Bloc is constantly working to acquire the best technology the 
West has developed and it is easy to see why a firm stance must be taken in 
CoCOM.

Since I have not been able to attend all the sessions, I want to leave the Record 
open for a period of time to allow me and other Members to submit certain ques 
tions to witnesses who have appeared.

I look forward to working with Senator Nunn on this difficult issue throughout 
the year.
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"Allied Cooperation 1n Export Controls"

Thank you for Inviting me to testify concerning the efficiency and 

effectiveness of United States efforts to work with the NATO Allies and Japan 

In setting and enforcing export controls. I devoted a major portion of my 

career In the State Department to this subject. Much of that work consisted 

of seeking means to strengthen the coordination of strategic export controls 

through the Coordinating Committee, or COCOM, an International organization In 

which the NATO nations, less Iceland and Spain, plus Japan are members. I 

feel very keenly that we must work closely with our Allies to devise effective 

export controls which will help to protect our common security. Indeed, I 

felt so keenly that I resigned from the State Department last September rather 

than pursue courses of action which I believed were weakening controls.

I had twelve years experience In the State Department's Office of East 

West Trade. During that time I headed U. S. Government teams conducting 

negotiations with our COCOM Allies concerning what Items should be on the 

security export control 11st. 1 also supervised Inter-agency efforts to 

Involve our Allies ! n more effective enforcement of agreed controls. I was at 

the worklr.g level. I did not set policy. I operated under policy 

instructions from more senior Sovernment officials. It was the job of the 

working level staffs to carry out policy.

The List Review teams and the enforcement working group Included 

military. Intelligence; technical, and regulatory experts. The enforcement 

group also Included persons skilled In investigative and prosecuting work. I 

am none of these. I relied on others for advice or these matters. My job was 

to elicit the best Information available to support U. S. policy and then to 

find means to achieve international agreement to further that policy.
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My recommendations for carrying out the policy of strengthening 

controls are in no way related to partisanship, personalities, or the policy 

itself.

Senator Nunn said on May 4, 1982:

This Is a bipartisan thing and this is not aimed at any 
particular administration. This problem transcends any 
administration or any leadership.

His words are applicable to my analyses of both weaknesses and strengths In 

our efforts to control exports. All administrations since 1948, Including the 

present administration, have not only engaged in some counter-productive 

activities but have also conducted productive negotiations in Important areas.

My suggestions for Improvement should not be construed as criticism of 

any personalities. I do not question the sincerity of any person's views and 

recognize that there can be reasonable differences of opinion as to what Is In 

the national Interest.

My proposals Involve no policy changes. I am In no way protesting the 

policy of strengthening controls. On the contrary, I am seeking ways to avoid 

actions which, although Intended to strengthen controls, have the opposite 

effect.

The Issue which I urge be given Immediate attention is not the policy 

but Is rather the process of putting the policy into effect. We should ask 

ourselves: What negotiating process works? What negotiating process does not 

work?

Senator Roth stated the main point better than I can when he said, at 

the May 4, 1982, opening of hearings before this Subcommittee:

Much of the technology developed here In the United States 
Is also being developed by other Western nations....We must, 
therefore, work together with our friendly neighbors to 
establish carefully conceived important programs aimed at 
specific types of technology. Clearly, effectiveness 
depends on multilateral enforcement.

Multilateral, rather than unilateral, controls are essential. The 

United States is not a unique supplier of most items. Even when we are a 

unique supplier, we need International cooperation in order to enforce our 

controls on reexports of U. S.-origin items, on the tore 15 .-made product of 

our technology, and on the exports of non-U. S.-origin Items by subsidiaries 

of U. S. companies. There Is no need to debate whether to seek multilateral 

support. There is a broad consensus on the need for multilateral controls. 

But there are sharp differences of view as to how to achieve this objective.
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In seeking the best answer to how to obtain multilateral support we

can learn from over 30 years of experience In COCOM. This history Is

summarised In Attachment 1 to this statement. Two common threads emerge:

q1v< 
"COTi

First - Careful and deliberate give and take negotiations have 
resulted In strengthened COCOH controls on specific, well- 
defined Items.

Our Allies have made valuable contributions to the process. 

Although they wish to maximize non-strategic exports, they 

have not used their veto power In COCOM to prevent 

strengthening strategic export controls. This Is quite 

remarkable. They have gone along with strengthening even 

though we have consistently used our veto to prevent any 

major liberalizations since the 1960's. In other words. In 

the normal give and take of negotiations 1n COCOM, we have 

not had to settle for the lowest cannon denominator of 

Allied views. They have welcomed our leadership. They have 

not followed us blindly; but we should be grateful for that. 

Their constructive probing has resulted In controls which 

are better justified and more understandable by 

administrators and by exporters than were our original 

proposals.

Second - U. S. efforts to strengthen controls by exerting pressure on 
our Allies have been Ineffective, especially In the past six 
years.

Such failures have occurred either when our strategic 

justifications were not clear or when we have rigidly 

adhered to our original proposals. Our security arguments 

were mixed with foreign policy considerations in failed 

efforts to deny a computer for TASS after the trial of the 

dissident Shcharansky In 1978; grain and equipment and 

technology for a steel mill and for an aluminum smelter 

after the Soviet Invasion of Afghanistan; and gas pipeline 

items after the imposition of martial law in Poland. COCOM 

agreements to strengthen controls on computers and on oil 

and gas equipment have eluded us because we have been slow 

to take Into account constructive Allied criticism of our 

proposals.
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We can do better. In 1983 we missed opportunities to strengthen COCOH 

controls both on computers and on oil and gas equipment. We were, In fact, 

about to take actions which would make such strengthening more difficult, 

rather than less difficult, to achieve. I perceived that, in my position at 

the working level In the State Department, I could do nothing to prevent this 

from happening. I did not want to be part of counter-productive activity. 

Accordingly, I resigned from the State Department in September. My open 

letter to the President and to the Congress, which elaborates on my reasons 

for resigning, is at Attachment 2.

What are the characteristics of counter-productive negotiating 

activity? What are the characteristics of productive negotiating activity? I 

believe that efforts to persuade our Allies are counter-productive, whereas 

efforts to elicit Allied cooperation are productive.

The  persuasion" school observes that the United States is the 

dominant member within the Western Alliance. We are not only the strongest 

militarily but we also devote more technical and Intelligence resources to the 

analysis of what should be controlled and why. The "persuasion* school 

concludes from these facts that other COCOH members should accept our views on 

strategic export controls. Doubts which others have concerning the wisdom of 

U. S. proposals are, according to this line of reasoning, probably based 

largely on commercial considerations. Since the United States bears the 

largest defense burden, it is argued that our Allies should accept our 

Judgments on what commercial sacrifices are necessary for Western security.

On the other hand, the "cooperation" school notes that the Allies have 

been willing partners in COCOH for over 30 years. They need no persuasion 

from us on this fundamental point. The Berlin blockade persuaded them of the 

need to control strategic exports 35 years ago and subsequent Soviet abhorrent 

actions have reinforced their commitment. It Is true that they have been 

unwilling to use export controls for political purposes and that they have 

opposed economic warfare. Moreover, they, like we, wish to take advantage of 

cm* ̂ rclal opportunities unless there Is a clear strategic case for controls. 

Bu for over three decades, they have consistently supported strategic 

cor.crols. Moreover, they have contributed to the control process both 

procedurally and substanttvely. Procedural1y, they have Insisted on 

maintaining the COCOM rule of unanimity, which gives the United States a veto
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over any relaxation of the 11st and a veto over any case proposed as an 

exception from the agreed embargo. Substantlvely, they have provided much 

relevant technical and Intelligence Information and, perhaps even more 

Importantly, have insisted that proposals be refined to remove ambiguities. 

It Is certainly In the U. S. Interest to revise U. S. proposals so that 

administrators as well as exporters can understand as clearly as possible what 

we wish to control.

Intellectually, there Is some validity to both the "persuasion" and 

the "cooperation" arguments. From a pragmatic point of view, however, 

"persuasion" has not worked whereas "cooperation" has worked. For example, we 

could have had strengthened controls on computers and on oil and gas items by 

now 1f we had given a priority to give and take negotiations rather than, to 

efforts simply to persuade our Allies to adopt our original proposals.

Nevertheless, the "persuasion" school maintains that we need tougher 

controls than can be negotiated multllaterally on a cooperative basis. The 

members of this school hope that proceeding unilaterally Mill persuade our 

Allies to join us, especially If we find other ways to pressure or entice 

them. The cost of lost trade is presumed to be low, because Western trade 

with the East is relatively small. The cost of a compromised weapons system 

can be high. It Is better to be safe than to be sorry when our security is at 

stake.

However, in the past, whenever we have followed such advice 1n any but 

marginal ways, we have lost much and gained nothing. It 1s certainly not 

apparent why we should expect future experiences to be any different.

The only unilateral security controls (other than those on munitions 

and on nuclear items) which have not followed the pattern of losses and no 

benefits have been those for which there were good prospects for COCOM 

agreement in the near future because the details of the U. S. controls took 

into account prior extensive COCOM negotiations. Examples are silicon and 

array transform processors.

In other cases, we have lost, and are continuing to lose. In 

political, economic, and security terms and with no compensating benefits.

We have lost politically, both because of the loss of our perceived 

strength following open dissension within the Alliance and because of the gain 

In Soviet perceived strength when targetted Soviet activity proceeds 1n spite

37-7H4 O-84   16
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of our controls. Both of these adverse phenomena occurred from 1978 to 1982 

In dramatic forms   In the TASS computer, grain, steel mill, aluminum 

smelter, and pipeline cases. The political losses continue because of the 

appearance of deadlock within COCOM, especially on computer controls.

We have lost economically, not only In decreased U. S. exports to the 

East but, more significantly, in lost orders to customers In other Western 

countries wishing to avoid the uncertainties of our controls on exports and 

reexports. Unilateral export controls have been a major contributing factor 

to substantial decreases In the U. S. share of Western markets for Hems such 

as electronic components.

We have lost In terms of our security because of long delays 1n 

strengthening COCOM controls.

There have been no compensating benefits, because the unilateral 

controls have been Ineffective and the tactics have delayed rather than 

expedited the Imposition of multilateral controls.

Critics of negotiated compromises insist that Allied governments are 

so Influenced by commercial considerations that we must go to extraordinary 

lengths to see to it that strategic considerations which we believe must be 

overriding do ultimately prevail. Paramount strategic considerations should, 

of course, prevail. Me are fortunate to have Allies who, tn an organized way 

In COCOM, respond to such strategic Justifications for controls. They are 

willing to bear commercial costs in the equitable manner made possible by 

coordination of controls In COCOM. We must go to extraordinary lengths to 

justify, clarify, and particularize our proposals In order to convince our 

Allies (and ourselves) of the merit of these proposals. But when we go to 

extraordinary lengths in the form of sanctions on our Allies for not agreeing 

with us, something has gone badly awry.

The formula for improvement 1s to work diligently with our Allies to 

strengthen and refine controls on militarily critical items.

Various other formulae for improving COCOM, proposed In connection 

with renewal of the Export Administration Act, miss the mark. It would be 

counter-productive to negotiate with our Allies with a view towards reaching 

agreements:

(1) to put COCOM on a treaty basis;

(2) to minimize the approval of exceptions from the COCOM embargo; or
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(3) to provide "sufficient" funding for COCOM and to upgrade

its professional staff. 

Reasons for not embarking on negotiations with these objectives follow.

(1) In some member countries, parliamentary debate concerning a COCOM 

treaty would jeopardize continuation of present less formal 

cooperating arrangements.

(2) A policy to minimize the number of COCOM exception cases would 

make It more difficult to add new items to the list, because it 

is impossible to anticipate all exceptional circumstances when 

defining a new technology for control purposes. A policy to 

minimize exceptions would also be inconsistent with U. S. desires 

to treat exports to China more favorably than exports to the 

USSR.

(3) COCOM has no reed for a large budget. COCOM has adequate 

professional staff to support its meetings. COCOM cannot 

effectively use persons skilled in military, Intelligence, 

regulatory, and technological developments, because the necessary 

coordination of national work in these areas would be Impeded by 

the largely Irrelevant Ideas of an Independent international 

staff. Moving COCOM to fancier quarters would risk coror-l cency 

from the illusion that effective cooperation is somehow a 

function of appearances. It would also unnecessarily stimulate 

opposition from those members whose cooperation is dependent upon 

the organization keeping a low profile.

In brief, there is no inherent flaw in the Committee's organizational 

structure to be overcome through negotiations to strengthen it in a generic 

way.

However, there is an inherent flaw in the existing I). S. Export 

Administration Act (EAA) which should be removed in order to strengthen COCOM.

Section 10(g) of the EAA of 1979 provides that, 1f the President 

overrides a Defense objection to an export, he must so report to the Congress. 

The President has not overruled Defense in the past, nor is he likely to do so 

in the future. The required report to the Congress would indicate that the 

Commander-in-Chlef was not master in his own house. The natural result Is 

that Defense officials perceive that the views of other agencies and of other
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Governments are largely Irrelevant. But Allied views must be taken Into 

account In order to further our cannon security objectives. Their suggestions 

Improve the controls. If we do not listen to them, Me unnecessarily end up 

with Ineffective unilateral controls.

I urge the repeal of Section 10(g). The Defense view as to what Is 

militarily critical 1s more Important than the view of any other agency. But 

the Section 10(g) formalIzation of the predominant role of Defense 1s self- 

defeating. Only by a less rigid U. S. approach to COCOH negotiations can the 

substance of Defense views on the control of militarily critical exports be 

effectively realized.

The Senate bill, S. 979, would, unwisely, not only retain Section 

10(g) but also expand Us coverage to West-West as well as to West-East cases. 

The formula "where ... there Is a clear risk of diversion of militarily 

critical goods or technology to proscribed destinations* would Include any 

export to any destination of any such Hem. There 1s no need for Defense 

review of Individual cases for other Western destinations. What is needed Is 

a clear understanding as to which Items are sufficiently critical to warrant 

use of the COCOM IC/DV system or of the U. S. form 1n which the end-user signs 

an assurance against unauthorized reexport.

U. S. efforts to work with our Allies would be strengthened by using 

diplomatic channels for overseas Investigations. Both Customs and Commerce 

have been seeking enhanced roles for themselves In the investigation overseas 

of alleged export control violations. Most governments In other COCOM member 

countries are extremely sensitive about such U. S. extraterritorial 

Investigations. Those governments have, however, been sensitized to the need 

to Improve the enforcement of controls in their countries. When we present 

solid evidence of violations, they do take remedial action. When we fail to 

take Into account their sensitivity to our extraterritorial investigations, we 

jeopardize cooperation which we would otherwise enjoy.

In summary, the way to strengthen COCOM is to use it as It was 

Intended to be used. Effectiveness depends upon working with our Allies in a 

give and take cooperation. Ineffectiveness results when we use COCOM as a 

forum to try to persuade the Allies that we have all the answers. There is no 

panacea. Let's not delude ourselves that reorganizing COCOM or throwing money 

at it will solve our problems. What is needed 1s hard work to Identify,
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justify, and carefully and precisely define those militarily critical Items 

which should be controlled and to carefully and thoroughly compile evidence of 

suspected violations. Our Allies make this work easier when we listen to 

them. We make it harder when we don't listen to them. Repeated lessons from 

history are unmistakable on this point.

The clearest signal we could give that we have learned from this 

experience would be the repeal of Section 10(g) of the Export Administration 

Act. Formalizing tn<- iscessarily central role of Defense in this way has had 

the contrary effect of preventing the realization of Defense's objective (and 

of the U. S. and the COCOM objective) of stronger export controls, by 

discouraging effective negotiations in COCOM.

Attachments:

11 History of COCOM Export Controls

tZ Open Letter to the President and to the Congress

13 Chronology of Events Related to Resignation of titlliam A. Root

14 Response to Publir Criticism of Root Resignation
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History of COCOH Export Controls

In the 1950's Initially broad controls were substantially liberalized. 
In the 1960's and 1970's a few significant Items were added to the COCOH list 
and a few obsolete Items were dropped. Starting In 1978 U.S. unilateralism 
and U.S. Inflexibility In negotiations Increasingly affected Allied 
cooperation adversely.

1950's

In the early 1950's the Korean War provided the basis for broad COCOM 
controls on exports to the USSR and Us Warsaw Pact Allies and even broader 
controls on exports to China.

In the mid and late 1950's, after the Korean armistice, the Allies 
believed strongly that substantial liberalization was necessary. The COCOH 
List Reviews of 1954 tnd 1958 removed many Items from the lists. A United 
Kingdom resolve to remove the China differential, even If COCOM did not, was 
soon followed by COCOM agreement 1n 1957 to discontinue the separate, longer 
COCOH China list. Frequent communications between heads of state, In 
particular between Churchill and Elsenhower, preceded U. S. concurrence with 
the COCOM liberalizations.

1960's

In the 1960's the Allies accepted U.S. proposals to add significant 
COCOM coverage In the areas of Integrated circuits and computers. The United 
States agreed to remove several Items for which critical military applications 
had not developed as envisaged or for which Soviet capabilities had developed. 
However, the United States was able, through use of Us veto under the COCOH 
rule of unanimity, to avoid further substantial relaxations along the lines of 
those experienced in 1954 and 1958.

In the late 1960's the United States Itself proposed the most far- 
reaching of the COCOM liberalization measures agreed at that time. This was 
for decontrol of products containing integrated circuits. Such decontrol was 
necessary because of the wide-spread availability of such products.

1970-s

During the 1970's, often thought of as the period of detente, the 
COCOH controls remained largely static. The number of exception cases grew 
and the United States share of those cases grew. This was largely a function 
of the continuing broad COCOM coverage of computers and of decisions that 
relatively low performance computers could be permitted for clearly civil end- 
uses. In macro terms the exception cases were Insignificant. From 1971 to 
1975, at the height of the detente period, COCOM-approved exception cases were 
valued at $592 million and some of these were not followed by actual exports. 
This was less than IX of the $86 billion of exports during this period from 
COCOM member countries to COCOM proscribed destinations.

The United States continued to exercise its veto to prevent wholesale 
liberalizations through either delisttng or exception cases. U.S. objections 
to cases submitted by other governments to COCOM for review were usually 
accepted; but they were occasionally followed by approvals by those 
governments. COCOM members retain their sovereign rights to do this. 
Fortunately it happens only rarely.

In 1978, the United States denied a computer to TASS as part of our 
reaction to the Shcharansky trial. We sought Allied assurances against 
undermining this foreign policy action, arguing that the computer might have 
been denied anyway on security grounds under COCOM procedures. France 
thereupon approved a more powerful computer for TASS 1n one of those rare
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cases of circumvention of COCOM agreed controls. The French action was 
apparently Intended to underscore the French policy not to use export controls 
for political purposes.

Also in 1978, the United States proposed that COCOM rules be revised 
to tighten procedures for COCOM review of exception cases for particularly 
significant computers (e.g., array transform processors used for signal 
processing and image enhancement); to clarify software controls; and to 
tighten controls on automated telephone circuit switching equipment. Our 
Allies were, and are, sympathetic to these objectives. But they pointed out 
the need to decontrol computers which are essentially uncontrollable because 
of availability in retail outlets in scores of countries around the world. 
They believe software controls should be limited to clearly strategic types. 
And they are firmly convinced that some sales of telephone equipment can 
safely be permitted because of predominant civil use. The 1979 negotiations 
were closing the gap.

1980's

In 1980, the United States decided to submit a computer proposal more 
restrictive than Its 1978 proposal, because of the Soviet Invasion of 
Afghanistan. This effectively broke off the COCOM computer negotiations.

In 1982, we revived our 1978 computer proposals. The negotiations In 
the fall of 1982 and the spring of 1983 were once again closing the gap. At 
our insistence, COCOM agreed in June that final decisions should be made in 
October. To make this possible, official national positions on previously 
negotiated drafts were to be submitted to COCOM by September 15. On 
September 14 Defense recommended tl.at the United States not deviate from its 
original proposals at the October meeting. Agreement was not reached at the 
October meeting or at a follow-up December meeting. Another session is 
scheduled for the spring of 1984.

Since early in 1980 there have been virtually no exception cases 
approved for the USSR. This no-exceptions policy followed the Soviet Invasion 
of Afghanistan. A U.S. proposal to strengthen controls on silicon was agreed 
in large measure In 1980.

In 1980 we proposed in COCOM informal consultation on Soviet projects 
with more than $100 million Western input involving "process know-how" In a 
list of "defense priority Industries" identified by such general terms as 
"metallurgy," "chemicals," and "aerospace." This followed highly publicized 
French and German sales to the USSR of a steel mill and an aluminum smelter 
even though the United States had denied U.S. exports to the same steel mill 
and aluminum smelter. In COCOM our Allies responded to our proposal by noting 
that (1) "J100 million" was not a strategic criterion; (2) "process know-how" 
and "defense priority industries" were not adequately defined; and (3) COCOM 
agreements disciplined by a formal case review procedure subject to the rule 
of unanimity were preferable to informal consultation. They suggested as an 
alternative that the United States submit technically precise proposals to 
review the formal COCOM List. We did so, concentrating in the defense 
priority Industry of metallurgy. They then agreed, after careful review, to 
control three important, precisely defined items In the areas of (1) 
technology for the production of superalloys; (2) spherical aluminum powder; 
and (3) equipment and technology for the production of munitions list Items. 
Thus, when we took the Idea of controlling major projects to the COCOM 
negotiating table and listened, we eventually got more practical results than 
we had ourselves originally proposed.

Following the December 1981 Imposition of martial law in Poland, COCOM 
agreed to strengthen silicon controls still further and to add new items on 
composite materials, space vehicles, and floating drydocks. The controversy 
over the U.S. unilateral pipeline controls was not discussed In COCOM.
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September 24, 1983 

Open letter to the President and to the Congress

The arrogance of the United States Government Is rapidly eroding the 
effectiveness of controls on the export of strategic equipment and technology. 
Those who proclaim the loudest the need to strengthen these controls are doing 
the most to weaken them.

In his television speech following the Korean Airlines 007 Incident, 
the President stressed the need to "redouble our efforts with our Allies to 
end the flow of military and strategic Items to the Soviet Union." Since that 
time we have, Instead, been redoubling c ir efforts to convey to our Allies 
that their views do not count, that we know best, and that they had better 
shape up. This 1s no way to obtain cooperation. It most certainly does not 
constitute efforts "with" our Allies.

Corrective action is needed Immediately. We have set a time bomb In 
COCOM, the Coordinating Committee where NATO nations and Japan coordinate such 
controls. It 1s set to go off on October 17.

The most significant COCOM control in terms of number of cases 
reviewed ts the computer item. The COCOM computer definition 1s obsolete, 
having been last revised on the basis of 1974 proposals. COCOM has been 
unable to reach agreement on a revised definition during the past five years 
of negotiations because of U.S. insistence that the Allies simply accept U.S. 
proposals. The Allies have been receptive to a wide range of U.S. 
strengthening proposals, for both hardware and software. But they have also 
submitted many constructive proposals of their own which would make the 
controls more effective.

During many months of negotiations over the past year a composite 
draft reflecting everyone's views was hammered out. COCOM accepted the U.S. 
proposal that a session to reach final decisions on differences not yet 
resolved begin on October 17. The United States Is not prepared to negotiate 
at that session.

On September 14, on the eve of the September 15 deadline for 
submission of comments on the composite draft. Defense advised State and 
Commerce of Its views that (1) COCOM was an Inadequate forum to negotiate the 
important computer Item; (2) the United States should not deviate from Its 
pre-composlte draft proposals at the October meeting; and (3) the real 
negotiations should take place later In an unspecified forum at which a senior 
Defense official would represent the United States.

The clear (though unstated) Defense objectives are to demonstrate that 
(a) COCOM as It is now constituted Is ineffective and should be replaced by a 
military committee and (b) Defense should replace State as the agency 
responsible to conduct the negotiations. Reasonable people can differ on 
these jurisdiction*! questions. But we have no alternative but to proceed on 
the basis of the existing COCOM framework and the existing statutory 
authorization for State to conduct negotiations, until one or both are 
changed.

If the United States cannot get Us act together, our Allies will 
conclude that they must use their national discretion to decide what to 
license and what not to license. Indeed, this has already happened 1n several 
important cases as a result of frustrations from the already protracted 
negotiations. The fundamental objective of COCOM Is to avoid diverse actions 
taken at national discretion by coordinating the national export contro' 
decisions of the member governments.

On October 17, there will be a major, justified explosion of Allied 
resentment of U.S. contempt for the COCOM process.

U.S. arrogance stems directly from the kind of thinking which led to 
Section 10(g) of the Export Administration Act. This section requires the
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President to report to the Congress any U.S. export control case for which the 
recommendation of the Defense Department Is not followed. Although It does 
not literally apply to differences between State and Defense on CQCOM 
negotiations, a spin-off effect has eliminated the kind of cooperation between 
those two Departments which 1s essential for such negotiations.

The President has never overruled Defense on an export control case 
and probably never will as long as Section 10(g) Is on the books. The 
required report to the Congress would Indicate that the Commander-ln-Chlef was 
not master In his own house. Defense personnel know that their views have 
prevailed on several occasions when It was generally believed that the 
President held different views. Accordingly, they see no reason to listen to 
the views of other agencies or of other governments. They are no doubt 
sincere In believing that they are thereby protecting the nation's security. 
However, the end-result 1s a situation In which It is Impossible to conduct 
negotiations with our Allies. Effective controls depend upon negotiations, 
because the United States Is not a unique supplier of most strategic Hems.

The Issue Is whether to have Ineffective unilateral controls (the 
result of rigid adherence to U.S. proposals) or effective multilateral 
controls (which can be achieved through cooperative negotiations).

Our perverse efforts have been In the strategically less significant 
oil and gas area as well as In the computer area. Much attention has been 
given recently to recommendations to put our oil and gas proposals to COCOM 
under unilateral security controls and to deny a pending J40 million case for 
submersible pumps. The U.S. oil and gas proposals now before COCOM are the 
subject of on-going negotiations. The Allies have been extraordinarily 
cooperative 1n helping to find well-Justified and clearly defined oil and gas 
related Items which should be put under multilateral control. But it Is 
apparent that substantial revision In our original proposals will be necessary 
1n January. Any stiffening of our unilateral licensing policy based on the 
original proposals would greatly damage the cooperative atmosphere. This 
atmosphere was re-established with much difficulty after the 1982 pipeline 
controls controversy. Without It there can be no strengthening of 
multilateral controls In this area.

What should be done? The Administration should (1) negotiate the 
computer Item on October 17 on the basis of the composite draft and (2) revise 
the U.S. oil and gas proposals to take Into account the constructive 
suggestions of our Allies. The Congress should repeal Section 10(g) of the 
Export Administration Act when renewing this Act (which expires on 
September 30).

Sincerely,

/s/ William A. Root

WILLIAM A. ROOT
Director, Office of East West Trade,
Department of State
(until his resignation in protest
concerning the above on September 15)
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Chronology of Events Related to Resignation of William A. Root

April 1983 - 

June 1983 -

July, August, 
and early 
September -

Early 
September -

U.S. proposes that COCOM reach final decisions on the 
computer Item 1n June; other COCOM members believe more 
time Is needed.

U.S. Insists and other COCOM members agree that COCOM 
should reach final decisions In October and that each 
member should notify COCOM by September 15 of Us official 
position on draft texts developed at a COCOM Computer 
Working Group In April and June.

State calls Inter-agency meetings but Defense 1s not 
prepared to attend. Technicians develop options 
concerning outstanding Issues.

State prepares draft telegrams based on the 
prepared by the technicians.

options

September 14 - Defense advises State and Commerce of Its views that 
(1) the United States should not submit a position on 
September 15; (2) the United States should not deviate 
from Its February proposals In October; and (3) a more 
senior COCOM group should meet following the October 
meeting.

Oil and Gas Equipment and Technology

February 1983 - U.S. submits proposals to COCOM.

April 1983 - COCOM agrees that some but not all of the topics covered 
by the U.S. proposals warrant further consideration.

June 1983 - U.S. resubmits Its February proposals with additional 
detail.

July 1983 - Other COCOM members refuse to consider the U.S. June 
proposals at the scheduled July meeting and put off 
further consideration until January 1984.

September 12, 1983 -
Root prepared recommendation to State Assistant Secretary 
McCormack that the U S. refrain from putting Its original 
proposals under unilateral controls and from denying 
equipment cases In order to avoid a recurrence of the type 
of dissension within the Alliance experienced In 
connection with the pipeline controls.

September 13, 1983 -
An interagency committee chaired by Commerce Assistant 
Secretary Brady decides to put the U.S. proposals under 
unilateral controls and to deny the largest pending case, 
which was for deep submersible pumps (the committee later 
characterized Us actions as recommendations).
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Resignation

September 15, 1983 -
Root Informs Assistant Secretary McCormack and Deputy 
Assistant Secretary Tahttnen that he "cannot In good 
conscience continue to work In this environment" and asks 
to be relieved of his duties.

September 16, 1983 -
Tahtinen complies with Root's request by naming the Deputy 
Director of the Office of East West Trade as the Acting 
Director and assigning other duties to Root. Others ask 
Root to reconsider.

September 23. 1983 -
Root, after reconsideration, nevertheless decides to 
proceed with his intent to resign and makes his retirement 
effective September 23, even though Tahtinen had suggested 
that he remain on the payroll until January 1984.

September 24, 1983 -
Root writes an open letter to the President and the 
Congress describing his reasons for resigning.
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Response to Public Criticism of Root Resignation

1. Root's role In strengtnenlng export controls

The Washington Post September 17, 1983, article reporting Root's 
decision to resign Included" the following quotation from Commerce Assistant 
Secretary Lawrence J. Brady:

"(Koot) failed to r?cognize the massive change In the 
attitude on the part cf our allies toward export controls. 
8111 Root has been an Impediment to this aomintstratlon's 
attempts to strengthen the COCOH system from the very 
beginning. We will strengthen f.port controls and It will 
be done In spite of Bill Root."

Root's response follows:

Following the Soviet Invasion of Afghanistan, Root was the 
architect of the only sanction that worked, namely a policy 
of no exceptions to the USSR from the West of Items 
requiring COCOH review. He also personally devised and 
negotiated stronger COCOM controls In the area of metallurgy 
technology transfer. This worked, whereas earlier efforts 
to stop major steel and aluminum projects for the USSR did 
not work. This was because our Allies would not agree to 
stop transactions based solely on the criterion of large 
size.

Following the pipeline dispute In 198?, Root put together a 
package of control measures In the oil and gas field which 
COCOM found worthy of further study, 1n that It took Into 
consideration constructive suggestions from other COCOM 
members. Mr. Brady's Insistence that the United States 
adhere rigidly to original U.S. oil and ges proposals 
elicited Allied resistance rather than cooperation.

During the last half of 1982 and the first half of 1983, 
Root led an international effort to devise stronger COCOM 
controls on the export of computers which bridged many of 
the wide gaps which had separated Allied positions.

Brady advocated Imposition of unilateral U.S. controls to 
demonstrate the seriousness of U.S. purpose, coupled with 
pressure on our Allies to adopt parallel controls. Coot 
sees nothing 1n the past 35 year history of export controls 
to support an expectation of positive Allied reaction to 
such tactics. He has, therefore, consistently advocated 
painstaking negotiations with our Allies as the only route 
which will lead to stronger effective controls.

2. Root's role in stopping leaks of technology

The Mash ington Post September 26, 1983, article reporting Root's open 
letter to the President and the Congress on the occasion of his resignation 
included the following quotation from Defense Assistant Secretary Richard N. 
Perle:

"(Root never threatened to resign) during the decade in 
which there were tremendously damaging leakages of 
technology from the West to the East. This administration 
is trying to reverse the mistakes that had been made In the 
past." ... ' ' '

Root's response follows:

Root's November 15, 1983, letter to Perle Included the 
following:



247

William A. Root Attch. 4

"As for leakages of technology from the West to the East, I 
worked, with some success, for many years, with other 
Western Governments to bring to their attention U.S. 
intelligence that their export controls were being violated 
and to devise and encourage preventive and remedial 
measures. I would be most Interested In any details you 
might have concerning situations in which my efforts In this 
respect could have been Improved, even to the point of a 
resignation if that would have been a productive step."

Deputy Assistant Secretary Bryen's December 22, 1983, 
response, while containing nothing explicit on the subject 
of leakages, included the following:

"On behalf of Mr. Perle, I welcooe your remarks as a chance 
to set the record straight and to clarify the events 
surrounding your resignation as presented by the media."
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PREPARED STATEMENT OF HON. RICHARD D. DeLAUER 

UNDER SECRETARY OF DEFENSE FOR RESEARCH AND ENGINEERING

IT IS * PLEASURE FOR ME TO BE HERE THIS MORNING TO EXPAND 

UPON MI VIEWS OF TECHNOLOGY TRANSFER AS IT SUPPORTS ARMAMENTS 

COOPERATION IN NATO. I RECENTLY TESTIFIED TO THE HOUSE ARMED 

SERVICES SUBCOMMITTEE ON PROCUREMENT THAT ARMAMENTS COOPERATION 

REMAINS A PRIMARY MAY AHEAD TO INCREASE ?HE CONVENTIONAL 

CAPABILITIES OF THE ALLIANCE. ARMAMENTS COOPERA' ION MEANS 

TECHNOLOGY AND JOBS AND THUS, PROVIDES TANGIBLE INCENTIVES FOR 

THE EUROPEANS TO MODERNIZE AND INCREASE THEIR CONVENTIONAL 

FORCE CAPABILITIES. HE MUST BE WILLING TO SHARE TECHNOLOGY IN 

ORDER TO MAKE ARMAMENTS COOPERATION SUCCEED.

THE SHARING OF TECHNOLOGY, AND THE DECISIONS THEREIN AS TO 

KHEN AND HOW TO TRANSFER TECHNOLOGY, IS A COMPLEX MATTER. IT 

IS IMPERATIVE THE DEFENSE DEPARTMENT MAINTAIN A BALANCED 

PERSPECTIVE TOWARD TRANSFER OF TECHNOLOGY IN RELATION TO 

STRENGTHENING OUR TECHNOLOGICAL BASE, TO OUR ARMAMENTS 

COOPERATION OBJECTIVES WITH FRIENDLY AND ALLIED NATIONS, AND TO 

THE H£\LTH OF OUR OWN INDUSTRIES. IT IS IMPERATIVE THAT 

TECHNOLOGICAL EXPERTISE AND ACQUISITION RESPONSIBILITIES 

PREDOMINATE IN THESE DECISIONS. TECHNOLOGY TRANSFER AS AN 

ISOLATED ISSUE, WITH MIXED SIGNALS CONVEYED TO ALLIES AND TO 

INDUSTRY, HILL PROVE HIGHLY DETRIMENTAL TO THE LARGER NATIONAL 

SECURITY CONCERNS OF THE US.

THE REALITY IS THAT MILITARY TECHNOLOGY HAS A POSITIVE 

VALUE AND A HALF-LIFE. THUS, WE MUST RESIST THE TEMPTATION, 

FREQUENTLY FELT BY SOME, TO SIMPLY LOCK AWAY NEW DISCOVERIES 

FOR FEAR OF THEIR LEAKAGE TO OUR ADVERSARIES. WHEN HE LOCK 

DISCOVERIES AHAY INSTEAD OF QUICKLY APPLYING THEM TO NEW WEAPON 

SYSTEMS WE WILL MORE OFTEN THAN NOT FIND THAT ONE OF TWO 

UNDESIRABLE THINGS HAVE OCCURRED AT BEST, THE DISCOVERY MAY 

HAVE BEEN HASTED SIMPLY OVERCOME BY EVFCTS! AT WORST, THE 

DISCOVERY MAY HAVE FOUND ITS WAY INTO A SOVIET WEAPON SYSTEM 

BEFORE IT FINDS ITS WAY INTO A NATO WEAPON SYSTEM. THIS IS NOT 

TO DOWNPLAY THE NEED FOR IMPROVED SECURITY. HE MUST STOP THE 

LEAKAGE OF WESTERN TECHNOLOGY TO THE SOVIET BLOC; HOWEVER, WE 

MUST SIMULTANEOUSLY HASTEN THE RATE AT WHICH THE WEST 

INCORPORATES ITS TECHNOLOGY INTO ALLIANCE WEAPON SYSTEMS.
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I BELIEVE AN EXAMPLE FROM MY PAST INDUSTRIAL EXPERIENCE 

CAN BEST ILLUSTRATE WHAT I BELIEVE TO BE '1'HE BENEFITS AND THE 

APPROACH WE SHOULD TAKE TOWARD TECHNOLOGY TRANSFER. IN 1962, 

THE US HAD A MONOPOLY ON SPACE COMMUNICATIONS TECHNOLOGY. 

INTELSAT THAT YEAR SOUGHT A MAJOR PROGRAM INITIATION; BUT, 

INSISTED ON PARTICIPATION BY EUROPEAN FIRMS IN ROUGHLY THE SAME 

PROPORTIONS AS THEIR NATIONAL VOLUME OF COMMUNICATIONS TRAFFIC. 

MI FIRM, TRW, AS WELL AS HUGHES AND FORD AEROSPACE FORMED 

CONSORTIUM WHICH INCLUDED EUROPEAN FIRMS IN TRUE COMPETITION. 

OVER THE YEARS THESE CONSORTIA HAVE CONTINUED TO COMPETE FOR 

SUCCESSIVE PORTIONS OF THE INTELSAT PROGRAM, WITH EACH WINNING

A SHARE. IN THE PROCESS, THE US FIRMS HAVE TRANSFERRED 

SIGNIFICANT SPACE COMMUNICATIONS TECHNOLOGY TO THEIR CONSORTIUM 

FARTHERS. THE BENEFITS TO THE US AND THE WEST ARE SUBSTANTIAL.

FIRST, THE TRANSFER CREATED A SPACE COMMUNICATIONS 

INDUSTRIAL BASE IN EUROPE WHICH HAS STRENGTHENED THE WEST'S 

TECHNOLOGICAL-INDUSTRIAL CAPABILITIES. SECOND, THE US FIRMS 

REINVESTED THE EARNINGS FROM THE TRANSFER OF TECHNOLOGY AND 

HAVE THEREBY CONTINUED TO MAINTAIN A STRONG LEAD IN THIS 

TECHNOLOGY THAT IS, EXACTLY WHAT I MEAN WHEN I SAY TECHNOLOGY 

HAS A POSITIVE VALUE AND A HALF-LIFE. AND THIRD, WHILE WITHOUT 

THE PARTICIPATION OF EUROPEAN FIRMS THE EUROPEAN PTT'S COULD 

HAVE, AND PROBABLY WOULD HAVE, LIMITED THE GROWTH IN THE USE OF 

SPACE COMMUNICATIONS, INSTEAD EUROPEAN PARTICIPATION HAS 

ACCELERATED THE GROWTH IN THIS MARKET AS THE PTT'S WERE THEREBY 

MOTIVATED TO EXPAND THE GROUND SEGMENT. I BELIEVE EACH 0^ 

THESE BENEFITS HAS AN ANALOGUE IN THE BENEFITS WE CAN EXPECT 

FROM SHARING TECHNOLOGY WITHIN THE ARMAMENTS COOPERATION 

FRAMEWORK.

THE ALLIANCE MUST INDEED DO A BETTER JOB IN SAFEGUARDING 

MILITARY TECHNOLOGY FROM OUR ADVERSARIES. OBVIOUSLY, SUCCESS 

IN SAFEGUARDING WILL REDUCE THE FEARS OVER THE SHARING OF 

TECHNOLOGY WITH ALLIES AND FRIENDS; AND CUTTING OFF THE FLOW TO 

OUR ADVERSARIES WILL MEAN LESS CAPABLE EQUIPMENT IN THEIR HANDS
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BUT, LET US BE CLEAR ABOUT HOW THEY ACQUIRE OUR TECHNOLOGY. 

THEY ACQUIRE IT IN TWO HAYS THROUGH ESPIONAGE AND THROUGH 

TRADE. THE SOLUTION TO THE LOSS THROUGH ESPIONAGE IS FOR US, 

AND EACH ALLIANCE MEMBER, TO TIGHTEN UP INDUSTRIAL SECURITY. 

THE SOLUTION TO THE LOSS THROUGH TRADE IS FOR US, AND EACH 

ALLIANCE MEMBER, TO MAKE THE COCOM CONTROLS EFFECTIVE. HE, AND 

THE ALLIANCE MEMBERS, ARE PROPERLY AND ACTIVELY WORKING TO 

THESE ENDS.

HE DO NOT SOLVE THE PROBLEM BY REFUSING, OR FAILING, TO 

SHARE TECHNOLOGY. RATHER, IF WE FAIL TO SHARE, THEN THE 

COMBINATION OF THE NATO NATIONS' LONGER LEAD TIMES, UNNECESSARY 

DUPLICATION IN DEVELOPMENT AND PRODUCTION, AND LIMITED 

STANDARDIZATION RESULTING IN FAR LESS THAN OPTIMUM MASS 

PRODUCTION LEVELS EITHER HERE OR IN EUROPE, NOT ONLY WASTES 

NATO'S LIMITED RESOURCES BUT CEDES THE DEPLOYED TECHNOLOGICAL 

AND INDUSTRIAL ADVANTAGE TO THE OTHERWISE BACKWARD ECONOMIES OF 

THE WARSAW PACT.

ULTIMATELY, IF THE EUROPEAN NATIONS CAN ACT IN A UNITED 

AND COLLECTIVE BASIS, AS EMPHASIZED IN THE CULVER-NUNN 

RESOLUTION, WE CAN EXPECT INCREASED TRADE IN DEFENSE PRODUCTS 

AND LESS TRANSFER OF MANUFACTURING TECHNOLOGY. THE RESULT 

WOULD BE TWOFOLD; THE MORE EFFICIENT USE OF ALLIANCE RESOURCES, 

AND, AS CONCLUDED BY BUCY'S TASK GROUP A FEW YEARS AGO, THE

REDUCTION IN TRANSFER OF THE CRITICAL TECHNOLOGY THAT IS, 

MANUFACTURING KNOWHOW. WE MUST CONTINUE OUR EFFORTS TO MAKE 

ARMAMENTS COOPERATION EFFECTIVE. I SOLICIT YOUR SUPPORT.
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PREPARED STATEMENT OF HON. JOHN M. WALKER, JR. 
ASSISTANT SECRETARY FOR ENFORCEMENT AND OPERATIONS 

DEPARTMENT OF THE TREASURY

HR- C:"' MAN, I AM PLEASED TO HAVE THE OPPORTUNITY TO

APPEAR BEFORE TMIS COMMITTEE ON THE SUBJECT OF CONTROLLINC THE 
TRANSFER OF MILITARILY SIGNIFICANT TECHNOLOGY FROM THE WEST TO 
THE SOVIET BLOC-

PREVENTING THE FURTHER EROSION OF THIS COUNTRY'S DEFENSE 
CAPABILITY BY DIVERSIONS OF EXPORTS OF CRITICAL TECHNOLOGY IS 
ONE OF THE HIGHEST ENFORCEMENT PRIORITIES OF THIS ADMINISTRATION. 

A SUCCESSFUL EXPORT ENFORCEMENT PROGRAM IS ABSOLUTELY ESSENTIAL 
IN MAINTAINING THE TECHNOLOGICAL ADVANTAGE THAT IS A CORNERSTONE 
OF THE UNITED STATES DEFENSE CAPABILITY.

As YOU KNOM, MR. CHAIRMAN, A RECENT rxpORT ADMINSTRATION
ACT CASE INVOLVING THE ATTEMPTED DIVERSION OF HIGH SPEED. 

STATE-OF-THE-ART COMPUTER SYSTEMS HAS ONCE A6AIN HIGHLIGHTED 

THE THREAT POSED BY SOVIET EFFORTS TO HEAP THE BENEFITS OF 

OUR EXPENSIVE DEFENSE-RELATED TECHNOLOGICAL RESEARCH AND 

DEVELOPMENT- AT THE SAME TIME, QUESTIONS HAVE BEEN RAISED 

CONCERNING THE OVERALL EFFECTIVENESS OF OUR GOVERNMENT'S MULTI- 

AGENCY PROGRAM TO PREVENT OUR TECHNOLOGICAL GAINS FROM GETTING 

INTO THE HANDS OF THE SOVIETS- FROM THE TREASURY PERSPECTIVE, 

EXISTING WEAKNESSES IN THE GOVERNMENT'S PROGRAM ARE A MATTER 

OF GRAVE CONCERN- IN MY TESTIMONY TODAY, I MILL IDENTIFY WHAT

TREASURY CONSIDERS THESE WEAKNESSES TO BE, AND I WILL REPORT
ON THF STEPS THAT ARE BEING TAKEN TO REMEDY THEM- IN ADDITION, 

I XII!- DISCUSS THE WORKING RELATIONSHIPS OF THE FEDERAL AGENCIES 

INVOLVED AND ADDRESS THE MATTER OF COORDINATION WITH PRIVATE 

INDUSTRY-

37-784 0—84 ——17
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OPERATION EXODUS

AT THE OUTSET, 1 BELIEVE IT WOULD BE USEFUL FOR ME TO 

FIRST DESCRIBE THE EXPORT CONTROL ENFORCEMENT PROGAM OF THE

U.S. CUSTOMS SERVICE- THE CUSTOMS PROGRAM, OPERATION EXODUS, 

WAS INITIATED IN LATE 1981 AS A CONCENTRATED EFFORT TO ENFORCE 

BOTH THE EXPORT ADMINISTRATION ACT AND THE ARMS EXPORT CONTROL 

ACT- ADDRESSING THESE THO RESPONSIBILITIES IN THE SAME PROGRAM 

PROMOTES MORE EFFICIENT AND EFFECTIVE ENFORCEMENT OF EACH OF 

THESE AUTHORITIES EXPERIENCE HAS SHOWN THAT THE SAME VIOLATORS, 

DIVERSION TECHNIOUES AND INVESTIGATIVE METHODS ARE INVOLVED IN 

CASES UNDER THE EXPORT ADMINISTRATION ACT, IN ITS CONTROL OF 

DUAL-USE TECHNOLOGY, AND THE ARMS EXPORT CONTROL ACT, IN ITS 

CONTROL OF SHIPMENTS OF MUNITIONS.

OPERATION EXODUS SEEKS TO CONTROL ILLICIT EXPORTS IN TWO 

BASIC WAVS: FIRST, BY THE INSPECTION AND CONTROL Of EXPORT 

SHIPMENTS, AND SECOND, BY THE INVESTIGATION OF POTENTIAL 

VIOLATIONS OF EXPORT CONTROLS, BOTH IN THE UNITED STATES AND

ABROAD-

INCREASING THE EFFECTIVENESS OF CUSTOMS' INSPECTION AND 

CONTROL OF EXPORT CARGO HAS THE FIRST PRIORITY OF OPERATION 

EXODUS IN LATE 1981 AND EARLY 1982- THIS ASPECT OF THE PROGRAM 

IS NOW A HIGHLY EFFECTIVE DETERRENT TO THE TWO MOST EFFICIENT 

MEANS OF VIOLATING THE EXPORT LAWS, NAMELY OUT-AND-OUT SMUGGLING 

AND THE USE OF FALSE DOCUMENTATION. OUR SUCCESS IN THIS EFFORT 

IS ILLUSTRATED BY THE EXODUS SEIZURES TO DATE: THIS PROGRAM 

HAS ACCOMPLISHED 3,0t6 SEIZURES WITH A TOTAL VALUE OF (187

MILLION.

SIGNIFICANTLY, CUSTOMS HAS CONTINUALLY IMPROVED ITS 
ABILITY TO CONDUCT ITS INSPECTIONS AT THE BORDER IN A WAY THAT 

MINIMIZES INTERFERENCE WITH LEGITIMATE EXPORT TRADE- DURING 

THE FIRST YEAR OF EXODUS OPERATIONS, 301 OF THOSE SHIPMENTS 

DETAINED AT THE BORDER HERE EVENTUALLY SEIZED FOR VIOLATIONS OF 

THE ACT OR REGULATIONS UNDER IT- DURING FISCAL YEAR 1983, THE 

SECOND YEAR FOR THE PROGRAM, THIS SEIZ'IRE-TO-DETENTION RATIO 

ROSE TO APPROXIMATELY 10J. AT PRESENT, THE RATIO HAS REACHED 

501. AND HE EXPECT THAT IT WILL CONTINUE TO IMPROVE IN THE 
MONTHS AHEAD-
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BECAUSE SMUGGLING AND FALSE DOCUMENTATION ARE FAR RISKIER 
NOW THAN PREVIOUSLY. THE SOVIET AND EASTERN BLOC AGENTS AND 
THOSE WHO SEEK TO PROFIT BY ASSISTING THEM OR ACT I HIS IN CONCERT 
MITH THEM HAVE SHIFTED TO MORE SOPHISTICATED METHODS- TODAY, 
ORGANIZATIONS CONSPIRING TO VIOLATE OUR EXPORT CONTROLS AHE 
MOST LIKELY TO DO SO BY DIVERTING SHIPMENTS THROUGH A THIRD 
COUNTRY- THE REGULAR MODUS 0:*th)-£i CF THESE 6ROUPS IS TO 
OBTAIN LICENSES SHOWING END-USE IN A NON-BLOC COUNTPV, SOMETIMES 
A COCON MEMBER- DUMMY CORPORATIONS ARE TYPICALLY USED TO 
AVOID THE IDENTIFICATION OF KNOWN VIOLATORS- IN GENERAL, THIS 
METHOD PRECLUDES DISRUPTION BY REGULAR CUSTOMS INSPECTION 
SINCE THE DOCUMENTATION WILL SHOW AN ULTIMATE DESTINATION TO A 
CORPORATION OR PERSON IN AN APPROVED COUNTRY, AND A CHECK WITH 
THE LICENSING AUTHORITY WILL VERIFY THE EXISTENCE OF A VALID 
EXPORT LICENSE- ONLY WHEN THE ITEM GETS TO ITS DECLARED 'FINAL 
DESTINATION" WILL EVIDENCE OF THE VIOLATION APPEAR: OUITE 
SIMPLY THE ITEM WILL DISAPPEAR, FIRST FROM THE STATED END-USER 
COMPANY AND THEN FROM THE STATED END-USER COUNTRY-

THE VAX CASE, INVOLVING A HIGHLY ORGANIZED SYNDICATE HEADED 
BY RICHARD MUELLER. is A STRIKING EXAMPLE OF HOW EXTENSIVELY
THIS METHOD HAS BEEN USED- AS A RESULT OF THIS CASE, CUSTOMS 

HAS UNCOVERED A COMPLEX NETWORK OF CORPORATIONS IN SEVERAL 

COUNTRIES AND IDENTIFIED A NUMBER OF HuELLER'S MAJOR OPERATIVES- 

I WILL RETURN TO THIS CASE LATER, TO DISCUSS ITS IMPLICATIONS 

IN FURTHER DETAIL- 

AS DIVERSION HAS BECOME THE CHIEF MEANS OF OVERCOMING THE 

EFFECT OF U-S- EXPORT CONTROL LAWS, OPERATION EXODUS HAS SHIFTED 

ITS PRINCIPAL FOCUS FROM INSPECTIONS TO INVESTIGATIONS, BOTH 

DOMESTIC AND FOREIGN- CUSTOMS HAS A FULL COMPLEMENT OF TRAINED, 

EXPERIENCED INVESTIGATIVE PERSONNEL AND SUPPORT STAFF TO 

CONDUCT EXPORT CONTROL CASES BOTH AT HOME AND ABROAD- CUSTOMS 

HAS 292 FULL-TIME DOMESTIC PERSONNEL, AND 32 OVERSEAS PERSONNEL, 

DEDICATED TO OPERATION EXODUS, BUT EXPORT ENFORCEMENT IS ALSO A 

HIGH PRIORITY AMONG CUSTOMS' ENTIRE STAFF OF 900 SPECIAL AGENTS 

AND 6000 INSPECTORS, PATROL OFFICERS AND IMPORT SPECIALISTS-
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BECAUSE OVERSEAS DIVERSION is CENTRAL TO MOST CONSPIRACIES 
TO VIOLATE OUR COUNTRY'S EXPORT CONTROLS, CUSTOMS FOREIGN 
PRESENCE HAS BEEN ESSENTIAL IN ITS SUCCESS TO DATE- THE 
RECIPROCAL ASSISTANCE WHICH U-S- CUSTOMS ROUTINELY PROVIDES TO 
VARIOUS FOREIGN ENFORCEMENT AGENCIES ALLOWS EXODUS TO BENEFIT 
FROM EXTENSIVE FOREIGN COOPERATION AND SUPPORT IN ITS EXPORT 
CONTROL INVESTIGATIONS- CUSTOMS ATTACHES HAVE BEEN IN PLACE 
FOR MANY YEARS AND HAVE DEVELOPED LONG-STANDING AND HARMONIOUS 
RELATIONSHIPS WITH ALMOST ALL OF THE FREE WORLD'S CUSTOMS AND 
POLICE SERVICES- VE HAVE RECENTLY INCREASED THE STAFF IN 
SEVERAL CUSTOMS ATTACHE OFFICES AND HAVE OPENED NEW FOREIGN 
OFFICES FOR THE S»ECIFIC PURPOSE OF HANDLING EXPORT CONTROL 
INVESTIGATIONS-

THE CUSTOMS SERVICE OF ALMOST EVERY COUNTRY WITH WHICH 
U-S- CUSTOMS DEALS IN THESE MATTERS is RESPONSIBLE FOR EXPORT
CONTROL ENFORCEMENT AND IS U-S- CUSTOMS' NATURAL POINT OF 

CONTACT. THE CUSTOMS SERVICES OF THE WORLD MAINTAIN RELATION 

SHIPS WITH ONE ANOTHER THROUGH MULTI-LATERAL ORGANIZATIONS, 

SUCH AS THE CUSTOMS COOPERATION COUNCIL, OR CCC, AND THROUGH 

AGREEMENTS, SUCH AS THE NAIROBI CONVENTION RATIFIED IN 1983, 

THAT PROVIDE ACCESS TO ALL TYPES OF DOCUMENTATION RELATING TO 

THE IMPORT, EXPORT OR TRANSIT OF GOODS- THE CURRENT DIRECTOR

GENERAL OF THE CCC is A FORMER DEPUTY COMMISSIONER OF U-S. 
CUSTOMS-

IN ADDITION. EXODUS RELIES HEAVILY ON CUSTOMS MUTUAL 
ASSISTANCE AGREEMENTS HITH COUNTERPART CUSTOMS SERVICES IN 
FRANCE, GERMANY, AUSTRIA AND MEXICO- ITALY AND CANADA ARE 
UNDER CONSIDERATION FOR SIMILIAR MUTUAL ASSISTANCE AGREEMENTS, 
AND OTHER RECIPROCAL AGREEMENTS HAVE BEEN REACHED BETWEEN U-S- 
CUSTOMS AND THE CUSTOMS SERVICES OF THE UNITED KINGDOM AND CANADA-

EXODUS ACCO"PL1SHHFNT$

SINCE THE INCEPTION OF OPERATION fXODUS IN OCTOBER 1981, 

THE PROGRAM HAS PRODUCED M6 CASES ACCEPTED FOR PROSECUTION, 

235 INDICTMENTS, 50i ARRESTS, AND 207 CONVICTIONS-



255

ONE OF THE FIRST S16NIF1CANT EXODUS INVESTIGATIONS WAS 
THE LAND RESOURCES MANAGEMENT CASE IN 1982, IN WHICH CUSTOMS 
PREVENTED THE DIVERSION OF AN AIRBORNE, MULTISPECTRAL SCANNER 
THAT WAS BOUND FOR THE SOVIET UNION BY WAY OF MEXICO AND 
SWITZERLAND.

ANOTHER SISNIFICANT CASE FOR CUSTOMS AROSE FROM A 1983 
INVESTIGATION CENTERED IH DENVER, COLORADO, INTO VIOLATIONS 
OF THE EXPORT ADMINISTRATION ACT AND ARMS EXPORT CONTROL ACT. 
CUSTOMS PREVENTED THE DIVERSION OF A SOPHISTICATED SEISMOGRAPH 
SYSTEM BY THE INTERNATIONAL CONSULTING CROUP- THIS SYSTEM WAS 
DESIGNED SPECIFICALLY FOR MONITORING NUCLEAR WEAPONS TESTS- 
ALSO SEIZED WAS A LASER SYSTEM USED FOR MEASURING AND TESTING 
FIBER OPTICS, TRIMMING RESISTORS, AND MAKING SILICON HAIFERS- 
A JOINT INVESTIGATION BY U-S- AND GERMAN CUSTOMS DETERMINED 
THAT THE FINAL DESTINATION OF BOTH PIECES OF EQUIPMENT WAS 
TO BE MOSCOW.

TWO DEFENDANTS HAVE EACH PLED 6UILTY TO FELONY COUNTS UNDER THE 
EAA AND ARMS EXPORT CONTROL ACT- THESE DEFENDANTS, IN PLEADING
GUILTY, ADMITTED TO HAVING HADE FOURTEEN OTHER ILLEGAL SHIPMENTS 

OF CONTROLLED TECHNOLOGY, INCLUDING A RAYTHEON 500 COMPUTER 

SYSTEM AND VARIOUS LASERS-

WITH REGARD TO THE VAX CASE MENTIONED EARLIER, THIS 
INVESTIGATION HAS PROBABLY BEEN THE MOST SIGNIFICANT ONE UNDER 
TAKEN BY CUSTOMS SINCE OPERATION EXODUS BEGAN. IT HAS BROKEN 

UP THE LARGEST KNOWN CRIMINAL TECHNOLOGY DIVERSION ORGANIZATION 
IN HISTORY-

THE CUSTOMS INVESTIGATION BEGAN ON NOVEMBER 3, 1983, WHEN 
THE CUSTOMS ATTACHE IN BONN RECIEVED INFORMATION THAT A VAX 
11/782, A HIGH POWER, STATE-OF-THE-ART SUPER COMPUTER WITH 
NUMEROUS MILITARY APPLICATIONS, WAS ENROUTE TO THE SOVIET 
UNION FROM SOUTH AFRICA ABOARD A SWEDISH VESSEL- CUSTOMS 
LEARNED THAT THE SHIPMENT WAS CONSIGNED TO A FRONT COMPANY IN 
SWEDEN CONTROLLED BY RICHARD MUELLER- NUELLER is WELL KNOWN TO 
CUSTOMS AS A DIVERTER OF STRATEGIC TECHNOLOGY TO THE SOVIETS AND 
A FUGITIVE FROM A 1979 INDICTMENT CHARGING VIOLATIONS OF 
THE EXPORT ADMINSTRATION ACT-
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WORKING IK CONCERT WITH GERMAN CUSTOMS, U-S- CUSTOMS SEIZED 
THREE CONTAINERS OF VAX COMPUTER HARDWARE AND SOFTWARE, IN 
HAMBURG, THUS PREVENTING DELIVERY TO THE SOVIETS. FROM LATER 
INFORMATION DEVELOPED IN THE CASE, CUSTOMS HAS ABLE TO WORK 
HITH SWEDISH AUTHORITIES TO ARRANGE FOR THE SEIZURE IN SWEDEN 
OF FOUR ADDITIONAL CONTAINERS OF VAX EQUIPMENT THAT THE HUELLER 
ORGANIZATION MAS ALSO ATTEMPTING TO DIVERT. BOTH SEIZURES, 
SEVEN CONTAINERS IN ALL, WEIGHING IN EXCESS OF TWENTY-FIVE TOMS. 
HAVE NOH BEEN RETURNED TO THE UNITED STATES FOR EVIDENCE.

MUELLER CONTROLLED MICROELECTRONICS RESEARCH INSTITUTE 
LTD- (NRI) OF SOUTH AFRICA, AND HAD USED THIS CORPORATION IN
HIS DIVERSION ATTEMPTS. THE CUSTOMS INVESTIGATION, WHICH IS 

STILL ONGOING, HAS DISCOVERED THAT WuELLER'S CONTROL OF HRI WAS 

DISGUISED BY HIS CONTROL OF AT LEAST EIGHT OTHER FRONT CORPORA 

TIONS TWO IN SWITZERLAND AND AT LEAST six IN SOUTH AFRICA- IN 

ALL, FOUR OF HlJELLER'S ASSOCIATES HAVE BEEN ARRESTED AND FACE 

TRIAL IN HEST GERMANY OR SWEDEN-

BESIDES DISRUPTION OF THE HUELLER ORGANIZATION, THE CASE 
HAS PRODUCED SUBSTANTIAL LEADS FOR FURTHER INVESTIGATIONS OF 
INTERNATIONAL DIVERSIONS- IT HAS ALSO DEMONSTRATED THAT 
COOPERATION WITH FOREIGN LAW ENFORCEMENT AND EXCHANGE OF 
INTELLIGENCE WITH FOREIGN LAW ENFORCEMENT AGENCIES ARE ABSOLUTELY 
ESSENTIAL TO SUCCESS IN DIVERSION CASES.

SHORTCOH1NGS IK THE ENFORCEMENT OF NATIONAL SECURITY WORT CONTROLS 

K.R. CHAIRMAN, WHILE THE VAX CASE is A MAJOR SUCCESS IN

U.S. ENFORCEMENT OF NATIONAL SECURITY CONTROLS, IT POINTS UP 

THE IMPORTANCE OF THE PRESIDENT'S DECISION TO IMPROVE THE 

CURRENT, MULTIAGENCY EFFORT TO CONTROL SHIPMENTS OF CRITICAL 

TECHNOLOGY-

IN MY VIEW, THERE ARE TWO SHORTCOMINGS IN THE CURRENT 

EAA ENFORCEMENT PROGRAM- THESE ISSUES HAVE BEEN OF CONCERN TO

TREASURY SINCE LONG BEFORE THE VAX CASE- THAT CASE HAS,
HOWEVER, SERVED TO HIGHLIGHT THEM.
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FIRST, WE CAN no LONGER TOLERATE THE CONDUCT OF AN
ENFORCEMENT PROGRAM IN WHICH INFORMATION IS NOT FULLY SHARED 

AMONG THE FEDERAL ABENCIES INVOLVED- INFORMATION POSSESSED BY

COMMERCE IN 1980 INDICATED THAT SEMITRONICS AG, ONE OF HUELLER'S 

SWISS-FRONT COMPANIES, WAS ATTEMPTING TO PROCURE AN ION IMPLANT 

ATION DEVICE, USED IN SEMICONDUCTOR MANUFACTURING, THROUGH

P!:CRO£LECTRONICS RESEARCH INSTITUTE, OR MR I, OF SOUTH AFRICA. 
THIS INFORMATION ALONE STRONGLY SUGGESTS THE POSSIBILITY OF 
DIVERSION. HOWEVER, IN 1981, WHEN COMMERCE BEGAN AN INQUIRY 
INTO MR I, COMMERCE LEARNED THAT nit I WAS ALSO CONTROLLED BY 
MUELLER- ALTHOUGH CUSTOMS HAD BEEN AWARE OF MUELLER AS A 
KNOWN DIVERTER SINCE 1971, NONE OF THIS OTHER INFORMATION WAS 
KNOWN TO CUSTOMS UNTIL NOVEMBER OF 198}, WHEN CUSTOMS BEGAN 
ITS OWN INVESTIGATION BASED ON THE INFORMATION RECEIVED BY THE 
CUSTOMS ATTACHE IN BONN.

EVEN MORE UNFORTUNATE FOR OUR NATIONAL SECURITY IS THAT 
BETWEEN HAY 19, 1980 AND JULY 5, 1985. SIXTEEN EXPORT LICENSES 
WERE APPROVED BY COMMERCE WITH MR I AS THE APPROVED END-USER. 
THEY COVERED NATIONAL-SECURITY-CONTROLLED COMPUTER AND SEMI 
CONDUCTOR PRODUCTION EQUIPMENT VALUED AT OVER S7 MILLION- 
CUSTOMS WAS UNAWARE OF THESE LICENSING DETERMINATIONS UNTIL 
NOVEMBER 1983- CUSTOMS NOW HAS INFORMATION THAT DURING 1983, 
WHILE SEVEN CONTAINERS WERE INTERDICTED AS I HAVE DESCRIBED, 
EIGHT CONTAINERS Of VAX EQUIPMENT AND SUPPLIES WERE SUCCESSFULLY 
DIVERTED TO MOSCOW, BY THE PUlELLER ORGANIZATION-

THIS PAST HISTORY OF KUELLER'S VIOLATIONS UNDERSCORES THE 

IMPORTANCE OF FULL SHARING OF LICENSING INFORMATION BY COMMERCE 

AND CUSTOMS- THE PRESIDENT'S RECENT DECISIONS ON EAA ENFORCE 

MENT CONTEMPLATE A FULL, COMPUTERIZED NETWORK OF LICENSING 

INFORMATION- CUSTOMS IS CURRENTLY SEEKING TO REACH AGREEMENT

WITH COMMERCE TO CARRY THIS OUT- IT is ALSO CRITICAL THAT 
DEFENSE HAVE THE SAME ACCESS TO THIS INFORMATION FOR IT TO 

FULFILL ITS PROPER ROLE IN THE LICENSING PROCESS-
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A SECOND SHORTCOMING. HIGHLIGHTED BY THE VAX CASE, IS THE 
NEED FOR A BROADER DEFENSE DEPARTMENT ROLE IN REVIEWING CERTAIN 
LICENSING APPLICATIONS. BOTH FOR INDIVIDUAL VALIDATED LICENSES 
AND FOR DISTRIBUTION LICENSES- THE PRESIDENT HAS APPROVED A 
LARGER DEFENSE DEPARTMENT ROLE IN PRINCIPLE AND HAS DIRECTED 
THAT THE DEFENSE AND COMMERCE DEPARTMENTS REACH AGREEMENT OH 
WAYS TO IMPLEMENT IT- T|;IS AGREEMENT HAS BEEN REACHED AND 
WILL BE COMMENTED ON BY OTHER WITNESSES DURING THE COURSE OF 
THESE HEARINGS-

WORKING RELATIOHSHIPS HITH OTHER 60VERNHEHT A6EHC1ES

TURNING TO THE MATTER OF OUR WORKING RELATIONSHIPS 
WITH THE DEPARTMENTS OF DEFENSE AND COMMERCE IN THE ENFORCEMENT 
OF TNE EXPORT ADMINISTRATION ACT, I WOULD LIKE TO SAY AT THE 
OUTSET, MR- CHAIRMAN, THAT TREASURY CONSIDERS FULL COOPERATION 
AMONG FEDERAL AGENCIES TO RE ABSOLUTELY ESSENTIAL TO AN EFFECTIVE 
ENFORCEMENT PROGRAM, AND FULLY ENDORSES THE PRESIDENT'S RECENT 
DIRECTIVE THAT ALL THE INVOLVED AGENCIES WORK TOGETHER TO 
PROTECT OUR NATION'S CRITICAL TECHNOLOGY-

THE CUSTOMS SERVICE ENJOYS AN EXCELLENT WORKING RELATIONSHIP 
WITH THE DEFARTNENT OF DEFENSE- FOR EXAMPLS, CUSTOMS AND DOD,
TOGETHER WITH OTHER FEDERAL AGENCIES, ARE SEEKING TO IDENTIFY 

THE ACQUISITION PRIORITIES OF THE SOVIET BLOC- CUSTOMS WANTS 

TO BE ABLE TO BETTER CONCENTRATE ITS ENFORCEMENT EFFORT ON THE 

PARTICULAR ITEMS THAT ARE OF HIGH STRATEGIC CONSEQUENCE- DOD'S 

EXPERTISE IS INVALUABLE IN IDENTIFYING THE POTENTIAL APPLICATION 

OF DUAL-USE U-5- AND WESTERN TECHNOLOGY BY OUR ADVERSARIES- 

IN THE VAX CASE, DOD PROVIDED THIS ASSISTANCE TO TREASURY AND 

ITS INVOLVEMENT HAS INSTRUMENTAL IN OUR ULTIMATE SUCCESS-

DOD SUPPORT HAS ALSO BEEN INVALUABLE IN OTHER WAYS, 

INCLUDING DELIVERING EXPERT TESTIMONY IN FEDERAL COURTS ON 

EXPORT CONTROL MATTERS. IDENTIFYING SEIZED MATERIALS, AND PRO 

VIDING ADVICE TO OUR PERSONNEL REGARDING THE NATURE OF TNL 

SOVIET MILITARY-
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KITH REGARD TO THE COMMERCE DEPARTMENT, TREASURY AND 
CUSTOMS HAVE PLACED A HIGH PRIORITY ON IMPROVING OUR WORKING 
RELATIONSHIPS- IN THE PAST, OUR DEPARTMENTS HAVE HAD DISAGREE 
MENTS ON POLICY AND OPERATIONAL MATTERS- CONSISTENT WITH THE 
PRESIDENT'S DIRECTIVE THAT ALL DEPARTMENTS WORK TOGETHER TO 
GUARD OUR CRITICAL TECHNOLOGY, HE ARE VIGOROUSLY WORKING TO 
REACH A SETTLEMENT OF OUR DIFFERENCES- 1 HAVE DIRECTED THAT 
CUSTOMS PERSONNEL GIVE THEIR FULL COOPERATION TO COMMERCE AT 
EVER* OPPORTUNITY.

SPECIFICALLY, CUSTOMS INTENDS TO CONTINUE ITS POLICY OF 
CONSULTATION WITH COMMERCE ON EVERY EAA INVESTIGATION AND EVERY 
ARMS EXPORT CASE IN WHICH COMMERCE HAS AN INTEREST- CUSTOMS 
HONORS ALL REQUESTS FROM COMMERCE FOR INVESTIGATIVE INFORMATION, 
PROVIDED THAT DISCLOSURE WOULD NOT BE CONTRARY TO ESTABLISHED 
GUIDELINES UNDER RULE 6(E) OF THE FEDERAL RULES OF CRIMINAL 
PROCEDURE, FOR DISCLOSURE OF GRAND JURY INFORMATION, NOR CON 
TRARY TO AGREEMENT WITH A THIRD AGENCY CONCERNING THE DISSEMI 
NATION OF THEIR INFORMATION-

CUSTOMS PROVIDES ASSISTANCE TO COMMERCE IN EXECUTING SEARCH 
AND /BREST WARRANTS, SINCE COMMERCE INVESTIGATORS DO NOT HAVE
STATUTORY LAW ENFORCEMENT AUTHORITY. IN TURN CUSTOMS LOOKS TO

COMMERCE FOR DETERMINATIONS ON ALL MATTERS PERTAINING TO LICENS- 
IN6, AND ALSO FOR THE CONDUCTING OF PRE-LICENSE CHECKS AND POST- 
SHIPMENT VERIFICATIONS IN CONNECTION WITH EXPORT SHIPMENTS- 

REGARDING INVESTIGATIONS IN FOREIGN COUNTRIES, CUSTOMS IS 
MAKING EVERY EFFORT TO IMPLEMENT A MEMORANDUM OF UNDERSTANDING 
SIGNED BY TREASURY AND COMMERCE ON JANUARY 16, 1984, AND 
REAFFIRMED BY THE PRESIDENT IN HIS RECENT DECISIONS-

As YOU KNOW, MR- CHAIRMAN, THIS MEMORANDUM OF UNDERSTANDING 
WOULD ALLOW BOTH CUSTOMS AND THE COMMERCE DEPARTMENT TO CONTINUE 
TO CONDUCT EXPORT ADMINISTRATION ACT INVESTIGATIONS ABROAD- IT 
ESTABLISHES AS A GENERAL PRINCIPLE THAT CUSTOMS IS TO BE THE 
LIAISON WITH FOREIGN CUSTOMS AND OTHER FOREIGN LAW ENFORCEMENT 
A6ENCIES WITH RESPECT TO EXPORT ADMINISTRATION A.CT INVESTIGATIONS- 
THERE ARE, HOWEVER, EXCEPTIONS FOR INVESTIGATIONS CONDUCTED BY 
COMMERCE IN six COUNTRIES—AUSTRIA, BELGIUM, INDIA, JAPAN. SWEDEN, 
AND TURKEY. IN THESE COUNTRIES, COMMERCE MAY CONDUCT LIAISON
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DIRECTLY WITH LAW ENFORCEMENT AGENCIES OTHER THAN CUSTOMS 

SERVICES- IN SUCH COUNTRIES, ALL OF WHICH ARE SIGNIFICANT FROM 

A DIVERSION STANDPOINT, BOTH AGENCIES, IN CONDUCTING EXPORT 

ADMINISTRATION ACT INVESTIGATIONS, MAY COMMUNICATE DIRECTLY 

WITH NON-CU"ToMS FOREIGN LAW ENFORCEMENT AUTHORITIES' HOWEVER, 

THE MOII REOUIT'iS THAT CUSTOMS AND COMMERCE KEEP EACH OTHER 

FULL" INFORMED HcOAROING THESE INVESTIGATIONS.

COORDINATION H1TH PRIVATE INDUSTRY

WITH RESPECT TO COORDINATION WITH PRIVATE INDUSTRY, TREASURY 
ANU CUSTOMS RECOGNIZE THAT NO EXPORT CONTROL ENFORCEMENT PROGRAM 
CAN SUCCEED WITHOUT THE FULL SUPPORT OF THE BUSINESS COMMUNITY. 
EV-R SINCE EXODUS BEGAN, COMMISSIONER VON P.AAB AND 1 HAVE BEEN 
MOST GRATIFIED TO SEE THE H1SH LEVEL OF SUPPORT AHD COOPERATION 
THAT II.S- MANUFACTURERS HAVE DEMONSTRATED FOR OUR PROGRAM- 

BOTH COMMISSIONER VON RAAB AND I HAVE MADE A CONCERTED
EFFORT TO COMMUNICATE THE GOALS OF EXODUS, TO SEEK INDUSTRY 

COOPERATION, AND TO KEEP !) $  BUSINESS FULLY INFORMED ON WAYS 

IN WHICH THLr CAN BE PARTNERS WITH US IN PREVENTING THE FLOH 

OF CRITICAL TECHNOLOGY TO THE SOVIET BLOC 

TO THIS END, CUSTOMS HEADOUARTEPS MAINTAINS A CENTRAL 

REPOSITORY OF INDUSTRY LIAISON CONTACTS- BY DIRECT MAILINGS, 

AND BY NUMEROUS PUBLIC APPEARANCES, WE riAVE INFORMED OVER 1700 

MANUFACTURERS AND EXPORTERS OF THE NATURE OF OUR PROGRAM- HE 

HAVE PASSED ON GUIDANCE ON WAYS TO RECOGNIZE TRANSACTIONS THAT 

INDICATE DIVERSION.

1 WOULD HASTEN TO ADD, BR  CHAIRMAN, THAT INDUSTRY ASSISTANCE 

HAS BEEN INSTRUMENTAL IN SEVERAL SUCCESSFUL INVESTIGATIONS- 

FOR EXAMPLE, THE INTERNATIONAL CONSULTING GROUP CASt IN DENVER, 

TO WHICH I REFERRED EARLIER. WOULD NOT HAVE BEEN POSSIBLE 

WITHOUT THE COOPERATION OF KEY REPRESENTATIVES OF THE MANUFACTURER 

OF THE EQUIPMENT INVOLVED. IN ADDITION. THERE HAVE BEEN 

SITUATIONS WHERE IN RESPONSE TO OUR DIRECT MAILINGS, BUSINESSES 

HAVE PROVIDED CUSTOMS WITH INFORMATION ON POSSIBLE DIVERSIONS, 

LEADING TO FULL INVESTIGATIONS BY CUSTOMS-
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THE IMPACT 01 LEGITIMATE TRADE

THERE is ONE FINAL HATTER, (In- CHAIRMAN, THAT HAS TO BE
ADDRESSED AND THAT IS THE IMPACT OF EXODUS ON LEGITIMATE TRADE-

As THE EXPORT ADMINISTRATION ACT HAS COME IIP FOR RENEWAL, 
THERE HAVE BEEN STATEMENTS, PARTICULARLY IN SUPPORT OF THE 
HOUSE BILL, THAT OPERATION EXODUS INTERFERES WITH OUR COUNTRY'S 
VITAL EXPORT TRADE- SUCH STATEMENTS ARE IRRESPONSIBLE AND 
IGNORE THE FACTS AND THE? CAN ONLY BE POLITICALLY MOTIVATED- 
BUREAU OF THE CENSUS STATISTICS INDICATE THAT APPROXIMATELY 
8 MILLION EXPORT SHIPMENTS LEAVE THE UNITED STATES EVERY YEAR. 
IN FISCAL YEAR 1983, OPERATION txoous STAINED A TOTAL OF 
3,620 SHIPMENTS- THIS REPRESENTS LESS THAN ONE TWENTIETH OF 
ONE PERCENT OF THE TOTAL-

WITH REGARD TO DELAYS IN LEGITIMATE SHIPMENTS, CUSTOMS 
REFERS ALL EAA DETENTIONS TO COMMERCE WITHIN 71 HOURS- COMMERCE'S 
AVERAGE RESPONSE TIME IS 5 i/2 DAYS- CUSTOMS THEN RELEASES 
ALL SHIPMENTS WITHIN 2f HOURS OF NOTIFICATION BY COMMERCE THAT 
THEY ARE PROPERLY LICENSED-

AS I DESCRIBED EARLIER, OUR SEIZURE-TO-DETENTION RATIO IS 
CLIMBING- HE ARE CONSTANTLY LOOKING INTO WAYS TO MAKE FURTHER 
IMPROVEMENTS- ALL OF US IN THIS ADMINISTRATION ARE COMMITTED
TO MINIMIZING THE INCONVENIENCE FOR EXPORTERS IN ANY WAY FEASIBLE- 

IN SUMMARY, MR- CHAIRMAN, WHILE OPERATION EXODUS HAS MADE
SUBSTANTIAL PROGRESS AND WE CAN BE PROUD OF OUR RECORD TO 
DATE, THERE IS MUCH TO BE DONE WITHIN THE EXECUTIVE BRANCH TO 
BE TRULY EFFECTIVE IN APPLYING EXPORT CONTROLS- THE PRESIDENT'S 
DECISIONS FULLY RECOGNIZE THIS NEED AND PROVIDE FOR THE FOLLOWING:

  THERE MUST BE COMPLETE SHARING OF INFORMATION, PARTICULARLY 
LICENSING INFORMATION, AMONG COMMERCE. CUSTOMS AND DOD-

' DOD MUST HAVE A BROADER ROLE IN THE LICENSING PROCESS,

IN THE REVIEW OF BOTH INDIVIDUAL AND DISTRIBUTION LICENSES- 

PR-; 'DENT REAGAN HAS ADDRESSED THESE NEEDS AND STRONGLY 

ENDORSED THESE IMPROVEMENTS- IT NOW REMAINS FOR THOSE OF US IN 

THE RESPONSIBLE DEPARTMENTS TO CARRY THEM OUT- ONLY WHEN THIS 

IS DONE CAN WE SAY THAT WE A3E MEETING THE CHALLENGE TO OUR 

NATIONAL SECURITY POSED BY THE FLOW OF CRITICAL TECHNOLOGY TO 
THE SOVIET BLOC-
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PREPARED STATEMENT OF LARRY W. SUMNEY, EXECUTIVE DIRECTOR 

SEMICONDUCTOR RESEARCH CORPORATION

I jirt pleaded to hava thi* opportunity to testify before this subconoit- 

r.ctf today. T an L«rr> Suoncy, Executive Director of tht Semiconductor 

Research Corporation, an organization £armed by seadronductor coopfln A ei to 

.1 poiisoT univ*r«:'-y re»er.rch. Prior to this I w«a the Director of the Very 

!"-l;N Speti- Ir.t«gra:e<i Circuits (VHSIC) Program in the Office of tht I'r.itr 

Secretary of Ijefer.se for Research and Engineering. The VHSIC Protein w»s 

directed by Congress to be « tri-Service prograc utth central ninajcca-nc 

ar.i di7»c:*e:i by OSD.

The earliest *>-aicoaductor development work in this country was 

directed At military systems, and Ktaicoaductors appeared in tht Hinutetnan 

*y»;e= b«for- thsy w«re cooaercially exploiced. A« aetf devel?pn*ncs in the 

t-chr.dnxy occurred, however, they began to appear firct ia eotnoercial 

explications and then were adapted to nilitary use. Ic becaoe apparent: 

that -.oTiercial dev«lopaeats were drifting further and further away from 

ttiLit^ry usefulness. Here is an integrated circuit chip. Early circuits 

perforoed oaly a few functions. They could be choten *«n-l connected 

tctitlhoe in different combinations to do, in one case, a civilian job or in 

another, n nilitary job. The trend of advancing technology, how-vcr, hi>.i 

been to put tore and oore function* on each chip, and cbe coomerciol coa- 

binationa of functions became leas and less adaptable to ailit.it-y uac. The 

V1ISIC Program was inaugurated to develop the technology for putting even 

more capability on a chip, but in a way directed at raiHtary probltms , such 

as advanced signal processing.

As Director of the VHSIC Program, I waa i«a*diat«ly faced by opposed 

objectives. Oi the one hand, by vigorously purauing the prograa, vith a 

number of selected contractors seeking to make large advances In technology 

and targeting useful military syateaj, and by rapidly disseminating the 

technology throughout the U.S. semiconductor industry *nd military system 

industry, I could hava highly advanced eUctrooicJ in the field, in very 

capable systems, long before our potential advaraarica. We wou,ld once 

again and dramatically widen our capability lead which we critically need 

Co offset our numerical inferiority.
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On cht other hand, I recognised th*t our lead could be narrowed, or 

lost, if this technology were to fall into the hand* of our adversaries. 

Indeed, the Congress stipulated that the technology be protected under the 

International Traffic in Arm» Regulation:, the ITAR, under Hunitioni 

Control. The inherent problem i* that t,.. steps accessary for technology 

coatrcl are tho*e that slow development of technology and inpede its disse 

mination throughout U.S. industry. In other words, vhate**er u« do to slow 

our adversaries' acquisition of our technology also slows our own dcvelop- 

str.e.

I spent a great deal of time, effort and money to attack this problem, 

I enlisted cha best experts I could find to help me. The result was a 

carefully cralted set of guidelines on controlling various facets of the 

hardware and technology to minimise the impact oo the program development 

rate while giving adequate protection to the technology. For example, we 

discovered early thst classifying the process lines would introduce program 

  lipp«gu and substantial cost growth, because it would require building 

new, dedicared production facilities. We looked carefully at every aspect 

pC the program,, and the technology, and selected the appropriate control 

u*cti»ftic*» from among National Security Classification; the IT Aft, admin 

istered by the Office of Munitions Control of the Department of State; the 

Export Administration Regulations, administered by the Department of 

Co-amerce; and, no control. The result was a v^ry balanced system of con 

trols thi; -.oilId achieve our objectiv-a. I believe that the VI151C Prog-do 

Office has sir.ce refined our control stystem, but I have not seen the 

details.

Let me elaborate, for s noaenr., on the control mechanism*. Classifica 

tion covers the smallest body of hardware and technology and is the strong 

est cot~rol, Th* 'f.fj to classification ii jJegyiBs; cccejs to classified 

ca'ctr. Thit lea.'s :c a Isrge system of guards, locks, fences, badges, 

cercificitiocs, bfic^ground investigations and the like to prevent unauthor- 

iced access,

Tre Z7A?, icr-.tra'.J a Urger body of technology and is not as strong a 

toner?! »s cl«s«i£ication. The ITAR does not try to focus on denying 

access. It concentrates instead on pr oh Ibit ing d i a_e_lo_sur<i. Thus, the 

systec ?f iuarij, l;ck.s, etc. is not needed. Th« ITAR stipulates that the 

technology ihould njt be trported or d«Ub-r-t«ly disclosed tc foreigners.
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Theh« next biggtat body of technology and hardware U controlled by the 

Export Administration Regulations, the EAR. The technology controls of the 

EAR are currently quite weak, but the hardware controls are good. 

The largest body of data is not controlled at all.

We recognized that the basic research aspects of che program should not 

be controlled. We made every effort to assure the university participant! 

that the control! we were iopoaing oa advanced development did not apply 

to rhair basic research.

We determined that the Export Administration Regulations were quite 

well adapted to controlling the manufacturing and teat equipment, as long 

au license applications were aubject Co Defense review. We we. t *lso 

!i.itLiJi*d th*". cSe EAR vMild control cooaercial chips approxu al ing VMJlu 

capability.

We cho«« to apply ITAR controls to the VHSIC chips theasslvea And to 

thtir associate* technical data. Thia position was negotiated with State. 

Finally, we held out the option of classifying certain chips and th^ir 

technical data in the future, if we were to determine that they could 

rt-;*i 1 ctici:al systea parameters .

The guidance was issued and all program participants were thoroughly 

britfcd on its application.

Ar -with all Balancing decisions there are always those who argue that 

wr.at you thought was the aiddle is not, and that you are either too hard 

cr trc sof:. This was no exception. One constituency argued that only 

ITAR should apply, and then only in the narrowest possible interpretation 

to pijductiou dlipa thenselvea. The other declared equally ^ehemer.cly 

that we should classify the whole program. I understand that the argument 

still rages today.

Let m« characterize these two constituencies. The minimum control 

group generally comes froa engineers and scientists long accustomed to no 

control on their technical efforta. Even when they sit in classified 

facilities they find no intrusion into their research, design end develop- 

 ent work. They often appear to believe that technology rises worldwide, 

lik<- ar. ocean tide. They view controls only at something that unnecea- 

.'ifily impedes their work.
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Th« clcesificttion croup is genuinely concerned with keeping our tech 

nology out of adversary hand*. They tend to coot fron the fieldn o£ inter 

national affairs, foreign affair*, economics and l»w. They are in ao 

posiriuP. to jssess the technology or th« effect! of their suggestion* an 

th* uorVt of technologiiCi, tunufacturers and the technical coonunity. They 

p.rgue Croa «n ideology.

Ccntleraen, to take either of these extreme position! would be   

gi ievous aistake. We cannot put our «oit advanced rechnologj- up for graba 

by ^ur 6d'/er«ari*s. Nor should we bring the program ro a $rinding hale by 

overzealcus class ificac ion. The current guidance is 'Jorking; the prograa 

ia o.i iche^ulc- The Government if already in a position to offer ipecifi- 

cations for VHSIC chips to military system and sebsyscea houses *o that 

they can :;e£ Li to zcibine them into n*u weapon! systccs. It isn't broke. 

Let*a not try co fix it.
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PREPARED STATEMENT OF WILLIAM SCHNEIDER, JR,
UNDER SECRETARY OF STATE FOR 

SECURITY ASSISTANCE, SCIENCE AND TECHNOLOGY

I wou'.d like to thank the members of this Subcommittee for 

providing me the opportunity to appear today and to present the 

views of the State Department on four questions: 1) the place 

of the Department in the U.S. Government's overall technology 

transfer program, 2) its role in the on-going COCOM List 

Review, 3) its assessment of the effectiveness of COCOM as an 

organization, and 4) its actions in the recent highly- 

publicized computer diversion through South Africa, West 

Germany, and Sweden.

State's Role in US 'technology Transfer Programs

My predecessor James L. Buckley took up his State 

appointment in 1981 determined to make the Department and, 

indeed, the Executive Branch more effective in steaming the 

flow of Western strategic technology to the Soviet Union and 

its allies.

His principal executive action to this end was to create 

the Senior Interagency Group oa the- Transfer of Strategic 

Technology. The abject of this, exercise MBS to bring: together, 

at the policy level, all D.S. rrn ni nmenr agencies with; 

strategic technology programs or interests for a coordinated 

effort on the issue. The Sla vas established in the middle of 

1982. I took aver chairmanship in August of that year when. 

Mt-Buckley took another position ii the Administration.
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The Group has 18 agencies or organizations as members: 

State, Commerce, Defense (OSD i JCS), Treasury, Justice, 

Energy, CIA, NSC, ACDA, CUSTOMS, FBI, NASA, USA, 0MB, ovp, 

OSTP, UNA and USTR. One feature of the group's memb.-ship 

deserves special note. We have endeavored to see that the 

sections of these agencies that have primary action or policy 

responsibility have access to the group regardless of rank, 

for example, Custoas is represented by the Commissioner and his 

alternate is the Director of Operation Exodus. The FBI, 

following the sane principle, is represented by the Assistant 

Director for Counter intelligence and his alternate is the 

Director of the Technology Transfer Unit. This has been a 

successful method of organization because it has produced 

regular contact among all key senior officials who work on any 

aspect of the strategic transfer probleB.

Prior to the formation of the SIG, th»r» uas> already an 

increasing amount of activity within the Executive Branch on 

the technology, tranafvc i*stua r but there uaav no day-to-day 

focaa poise foe organisational coherence and) the- setting of - 

priorities^ It was. this vetr^ lack of a coordinating center 

that mad* effective action difficult during the last year of 

the carter »<J»ini«tratioa when its policie*. principally ajtter 

Afghanistan, began to turn in the direction advocated the-n by 

President Reagan and pursued now by hia Administration.

The Senior Interagency Group had at its creation, and still 

has, several key objectives:

1. To raise the level of priority given to the technology 

transfer issue within all relevant USG agencies. It is 

worth noting that the technology transfer question seldom 

received senior-level attention in the Administrations of 

the 1970s. MOM, through the actions of the Prasident, the. 

various Cabinet secretaries, and the SIC, this problem is 

a thing of the past.

31-184 O 81   18
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2. To talc* the overview on the issue for the Executive 

Branch and to set priorities accordingly. Tne SIG 

approach** the technology transfer problem as 

simultaneously a domestic and an international issue. A 

principal these of its activities is to produce the bast 

possible U.S. control program in order to uset that as an 

example in persuading oth*r countries to strengthen their 

own efforts.

3. To initiate new projects where necessary a no' to see that 

implementation and follow-up occurs in all U.S. 

initiatives'- In taking the overview, the SIS has found 

many loopholes and weaknesses in. our own system and, set 

corrective- efforts in motion. In this respect, the SIC has 

filled in the gape between the progress of the aajor 

agencies and has endeavored, with some success, to keep 

various initiatives fron falling between the bureaucratic 

cracks. It has also becose a key source of new ideas in 

how to handle the strategic transfer problem.

4. To make policy decisions. The SIS can and does sake 

decisions on Batters under its purview or elevates 

unresolved issues to the DSC. For example, it is presently 

working to ensure a unified US Government position for the 

up-coming COCOH computer negotiations.

5. To coordinate the activities of all relevant USG 

agencies as previously described.

Let me review with you now some of the substantive work of 

the 313 over thai last two yean.

Under Presidential, directive, ths> Croup has b*Mn made 

responsible- tart

(1) U.S. effort* to strengtnan COCOM.

(2) the U.S. attempt to seek embargo coverage) of certain 

oil and, gam. technologies,

(3) the. formulation ot a directive on technology transfer 

policy, and
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(4) the preparation of a directive on unclassified but 

sensitive technological information.

On its own initiative the SIG has:

(5) developed a visa policy for strategic technology cases,

(6) begun a program of public awareness vis-a-vis key U.S. 

audiences r

(7) initiated consultations with non-COCOH countries on 

strategic trade questions,

(8) sought to enhance controls on missile technology,

(9) attempted to clarify U.S. licensing policy for certain

key technologies,

110) sought to improve certain legal instruments such as 

extradition treaties and mutual legal assistance 

agreements,

(11) initiated intelligence assessments of key areas of the 

technology transfer problem, and

(12) placed under review the cfuestion of foreign investment 

 nd technology timamfer.

The SIG has actively supported efforts to:

(13) place technology transfer as a central issue before 

NATO,

(14) raise the priorities of allied intelligence agencies 

on the issue,

(15) place special emphasis on controlling certain

specific, critical products intended for the Soviet 

military RfcD programs, and

(16) interdict illegal high technology shipments in 

progress.

A* most of these projects are classified, it is difficult 

to give further detail* except in executive cession.
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State'a Role in the COCOM List Review

I would like now to turn to this Administration's efforts 

in. COCOM. First, however, let ma say that the work of that 

body ist confidential la nature) a* ere tit* position* that we 

take- there. This. i» a Batter of long-eitanding policy among th* 

allied governments. I will provide am Bach information here »« 

possible. If you with to 90 into- greater detail, I would 

respectfully request chat this be> done in closed seseion.

This Administration has undertaken a major policy 

initiative to strengthen the multilateral system of security 

export controls. COCOM has been in existence since 1949 when 

the United States realized that it was essential to achieve a 

enduring understanding among the major Western industrial 

powers concerning trade in militarily relevant technology to 

the Soviet Bloc. The significance of this organization has 

increased over the years as the United States has cone to have 

less and less of a monopoly in the advanced sensitive 

technologies of military importance. It is clear that we need 

the active cooperation of our allies if our own national 

security export controls are to be effective and if Western 

security as a whole is to be enhanced rather than undermined by 

competitive export practices among high technology nations.

state's role in implementing the Administration* s policy on 

COCOM can be seen in several ways. First, following the 

President's initiative at the Ottawa Economic Summit in July 

1981 seeking a senior-level allied meeting specifically focused 

on thei technology transfer issue. State) led the U.S. effort in 

convening the first High Level Meeting- of COCOM in over a 

quarter of century. The January 1962 meeting has now been, 

followed by a second ia April 1983, and we expect others to 

follow a* nuoessary. Thene meetings have become the focal 

point for * renewed allied commitment to wortc together in 

strengthening multilateral export controls.
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Second, State and its sister ? nncies have pursued the 

mandate of the first High Level Meeting to harmonize, insofar 

as possible, the national licensing systems of the member 

states. This work has been going on with considerable success 

in the COCOM Subcommittee on Export Control since May of 1982.

Third, along witU Customs, Commerce, and other agencies, 

State has pursued the agreement reached at the January 1982 

High Level Meeting to improve the nationally-administered 

system of export control enforcement. This has resulted in 

extensive consultations within COCOM and bilaterally with the 

member governments. We are pleased to report a significantly 

heightened awareness of high technology export offenses among 

the COCOM governments and substantially improved international 

cooperation in this area. We believe, however, that more needs 

to be done 10 further strengthen the enforcement of the COCOM 

embargo, and we working vigorously to that end.

Fourth, all COCOH-related U.S. aaenci-^ have pressed for 

COCOM attention to *'-.* n««d for certain non-COCOM countries to 

cooperate in  tenio.? the- flow of critical technologies to the 

Warsaw Pact. » Beetingi of the Sub committee on ̂ Export Control 

has recently endorsed for the> first time a coordinated strategy 

for tackling: that probXest. The> third-country diversion problem: 

now has very high priority within COCOM, and we anticipate 

major progress in this mutual allied effort in. the foreseeable 

future.

Fifth, in 1981-2, State organized through the Economic 

Defense Advisory Committee a thorough interagency review of all 

COCOM control lists in preparation ror the COCOM List Review 

now underway. On the basis of this work, the United States 

submitted more than 100 technical proposals to strengthen and 

rationalize the embargo. These included proposals to control 

technologies of major military significance that had never 

before been covered by COCOM.
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Since October 1983, national delegations have been 

negotiating on an almost daily basil the technical paianeters 

of our and other countries' proposals. This work is not yet 

finished. However, we can report even now success in high 

priority areas such as electronic-grade silicon, printed 

circuit boards and their manufacturing technology, certain 

advanced ceramic materials, gas turbine aero-engines, selected 

advanced conpoaite materials and their production processes, 

large floating drydocks, and spacecraft and launch vehicles. 

We are still working to obtain agreement in top priority areas 

such as computers, robotics, and other type* of turbine engine 

technologies. W« already view the 1982-4 List Review as a 

success. It 1st certainly the- most thorough and comprehensive 

one that has ever tiken place. We> are looking forward to 

agreement on the final, difficult item* within the next few 

months.

Your attention has been drawn to the computer negotiations, 

so let me turn now in greater detail to those discussions and 

the State Department's role in them. Computers ars and have 

consistently been the single most complex controlled item. For 

lack of COCOH agreement on an updated definition in the 1978 

and 1980 List Reviews, the present definition in fact goes back 

to 1976 and is therefore badly out of date.

In October 1982, the U.S. submitted a computer proposal to 

COCOM which is now under negotiation. State, Defense, 

Commerce, CIA, and, to a lesser extent, DOE are the agencies 

involved in the negotiation. As in any such process involving 

a complex issue, there have been legitimate differences of 

views among individuals and agencies. Such is invariably the 

case in all interagency deliberations which hammer out U.S. 

positions for COCOM list review negotiations   be they for 

computers, robotics, or any other area of technology.
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In the ca.an of computers, these differences are being 

resolved. In fact, I hav* personally been, chairing over recent 

months- 4. series of policy level meetings,, within the framework 

of the SIS, complemented: by technical meetings at the wording 

level, to arrive at a\ coordinated U.S. Government position 

prior to the May COCOM computer negotiations. We are well on 

our way to finalizing, that position. I expect that agreement 

will be reached in this process by April 23, well before the 

commencement of the negotiations. Moreover, I believa the 

position we will present to COCOM in May is a reasonable one 

with good prospects of gaining the acceptance of our COCOM 

partners.

Granted, the path has b»en a long and arduous one   but 

let us not forget that we are talking about an extremely 

technical and complex issue, and one which has remained 

unresolved since 1976. The ultimate measure of our success or 

failure will be the end product of the COCOM negotiations   

i.e., the new computer definition. To the extent that it 

strengthens the COCOM list and proves acceptable to the 

spectrum of government positions on the issue, we will have 

succeeded in our effort.

State's Assessment of COCOM'3 Effectiveness

COCOM is a remarkable organization in that it has existed 

for 35 years on the basis of a gentleman's agreement among 

member nations rather than on the more conventional basis of a 

treaty or a signed executive document. Because of its informal 

foundations, every member nation is therefore free to exercise 

its sovereign right to depart froo a coordinated East-West high 

technology trade strategy and to engage in export sales at its
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own discretion. That this has seldom happened is firm 

affirmation that all member countries recognize the importance 

of the organization and its critical role in Eastern security. 

Without COCOM, competition among member nations for high 

technology sales to the Soviel Union and other proscribed 

countries would have been much more vigorous, and collectively 

we would have damaged ourselves seriously by stimulating these 

crucial, defense-oriented sectors of the Soviet economy.

The central principles of COCOM are therefore, we believe, 

on a secure footing. In operation, however, the organization 

has become frayed in several respects and this Administration 

has sought to correct those very weaknesses. By 1981, the 

control lists were outdated and did not cover certain new high 

technology areas of great military significance. We are 

repairing those deficiencies through the current list review. 

In addition, the coordinated national export control 

enforcement efforts had come tc take low priority within the 

member states. We have reversed this trend, first by putting 

our own house in order and second by calling allied attention 

to the volume of diversions and illegal transfers and how this 

erodes the principal raison d'etre of fie embargo itself. We 

have also begun to confront the crucial question of 

availability in and diversion through non-COCOM nations. 

Without attention to this problem, the emergence of new high

technology nations would surely, in the long run, undermine 

everything that COCOM is attempting to do. Lastly, we are now

turning our efforts, with the aid of Congress, to Meannesses, in 

the infrastructure or COCOM, namely, the iised for expanded 

quarters, new equipment, additional personnel for the 

secretariat, and an increased budget.

Several of our corrective initiativeo are, of course, 

currently in mid-stream, but we are decidedly pleased with the 

results to date.
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State's Role in the VAX Computer Case

In closing, let me address your question of state's role in 

the recent computer diversion case through South Africa, West 

Germany, and Sweden. License applications fur computers 

destined for Free World end-u_<jrs are referc=c by Commerce to 

various agencies depending on the country of destination, the 

size of the computer, an<5 the intended end-use. The VAX 

computer application in this case listed South Africa as the 

final destination. With regard to South Africa, the State 

Department nas a review role in license applications 1) for 

advanced computers to certain Apartheid-related end-users, 2) 

for all computers above a processing data rate of 1000, and 3) 

for certain types of computers of nuclear concern which are 

routinely referred to the State-chaired interagency Sub-group 

on Nuclear Export Coordination. In the VAX case, the 

application dil not fall into any of these categories and 

therefore was not referred to State for a recommendation.

Commerce sought pro-licensing and post-shipment checks from 

the ""onsulite General in Cape Town between 1980 and 1983, and 

the end-user, the Microelectronics Research Institute, was 

given a clean bill of heal.h at the time. It is important to 

note here that the responsibility for keeping end-user records 

lies with the Commerce Department. Also pre-licensing and 

post-shipment checks are conducted around the world variously 

by State. Commerce, and Customs officers on behalf of Commerce.

During the course of the interdiction of the computer in 

West Germany and Sweden, State personnel played key roles in 

explaining the U.S. Government's interest in the matter and in 

negotiating the recovery of the equipment. Both governments 

were outstandingly cooperative in talcing actions under their 

laws which led to the expeditious return of the illegal items.
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PREPARED ? ATEMENT OF RICHARD N. PERLE 
ASSISTANT SECRETARY OF DEFENSE

FOR 
INTERNATIONAL SECURITY POLICY

Mr. Chairman:

I welcome the opportunity to appear before this Committee 
today to discuss the role of the Department of Defense, and In 
particular the participation of the Offlcfc of the Under Secretary 
of Defense for Policy, In seeking to control the dangerous trans 
fer of militarily useful high technology from the West to the 
Soviet Union and the Soviet Bloc. Over the past several years, 
this Committee has made Important contributions to Increasing 
public awareness of the threat to our national security arising 
from Illicit trade with the Soviet Bloc states. Moreover, the 
Committee made certain recommendations, many of which have been 
adopted and have resulted In a stronger, more effective program. 
This hearing affords us an -pportunlty to not only address some 
specific concerns of the Committee, but also a chance to report 
on our progress thus far and .-how how we have responded to the 
Committee's recommendation:* for the development of an efficient 
and effective technology transfer control program.

Before going Into these points, I would like to place In 
proper perspective the "national security role" of the Department 
of Defense In the Interagency fora.

THE NATIONAL SECURITY ROLE OP DEFENSE IN INTERAGENCY FORA

In the course of your hearings In 1982, Dr. Jack Vorona of 
the Defense Intelligence Agency testified:

  The U.S. RID establishment is viewed by the Soviets as a 
mother lode of Important and frequently openly available 
(science and technology) information. In fact, they tap into 
it so frequently that one must wonder if they regard U.S. R&D 
as their own national asset. They have enjoyed great success 
In this endeavor with minimal effort, primarily because, as 
a nation, we lack the awareness of what they are all about.

There is little doubt as to the significance of the transfer 
of western technology to the Soviet military. Put succinctly, the 
Soviets save billions of dollars and at least five years in their 
R&D cycle; tremendously reduce the risk of Ineffective RID and 
coats of plant modernization; and develop countermeasures to our 
existing and even anticipated defense systems at a much faster 
rate. The Department of Defense, therefore, helps to develop anu 
manage United States export control policy because the erosion of 
our technological lead through Illicit transfers directly threitens 
our ability to deter Soviet aggression.

The export control process Is inherently, and quite rightly, 
an interagency one. Each agency contributes Its prescribed 
statutory expertise and perspective to this iterative Interagency 
process. For example, under the Export Administration Act (EAA), 
the Department of State is vested with the role of leading U.S. 
international negotiating teams based on substantive guidance agreed
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to and provided by other agencies. In addition, State and Commerce 
are responsible for all export controls Instituted for reasons of 
foreign policy as distinct from national security. On the other 
hand, whether the controls are for foreign policy or national 
security purposes, the Department of Commerce is responsible for 
export licensing. It Is the Department of Defense, however, which 
has the expertise and is charged by the Congress In Identifying 
militarily crrltlcal technologies and working with other agencies 
to develop the national security policy aspects of export controls. 
If we are to ireet our responsibilities to the President, the Congress 
and, Indeed, the American people, we muat ensure that United States 
export control policy takes full account of national defense 
concerns.

The Department of Defense maintains the national defense by 
developing and fielding adequate forces which are technologically 
superior to the overwhelming numerical superiority of Warsaw Pact 
forces. Secretary Welnberger consequently considers effort controls 
to be an essential tool for the maintenance of our technological 
superiority which is, quite literally, the foundation upon which our 
deterrence posture rests.

THE NEW DEFENSE ROLE IN WEST-WEST TRADE

The role of the Department of Defense In the interagency 
process was strengthened by the recent decision of the President 
to extend Defense review to exports to certain free world countries. 
This authorization of Defense review is a direct response by the 
Administration to the Increasingly serious threat posed by diversion 
of strategic technology through western countries to the Warsaw 
Pact.

Critics claim the problem of diversion does not exist In Free 
World trade, but, instead, is a problem found exclusively In West- 
to-East trade, our latest Initiatives to Improve the multilateral 
COCOM and unilateral validated licencing systems for West-to-East 
trade has proven successful. We feel it has forced the Soviets to 
resort, to less dependable and more costly methods of covert diver 
sion through Free World ana neutral countries In order to acquire 
the high technology equipment required to upgrade their military 
capabilities.

For ezamp 1 *. Richard huellor, the mastermind of many diversion 
cases, established more than sixty front companies In a number of 
Free World countries to obtain militarily critical commodities. 
While we cannot gauge how many people are resorting to the same 
tactics, increasing evidence leads us to believe that the magnitude 
of the Free World diversion problem is highly significant. To 
address this challenge, the President has directed that Defense 
play a greater role in Weat-to-West trade. The administrative and 
enforcement agencies will now be provided with a national security 
assessment by Defense of certain commodities to be exported as well 
as end-use and end-user checks for certain categories of equipment 
and technologies.

REORGANIZATION OF THE DEFENSE DEPARTMENT

Let there be no doubt that this President, this Administration 
and the Department of Defense consider the prevention of Soviet 
military exploitation of western high technology to be of the utmost 
Importance. As a result, the Reagar Administration has chosen to 
give serious attention to the International security pollcv, context 
of strategic trade controls., This is in direct contrast/to the, 
earlier period of detente when security and technical considerations 
were neglected in favor of the promotion of broad commercial and 
foreign policy considerations.
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Indicative of this previous situation was the multiple transfer 
of computers and other equipment to the Kama River Plant which pro 
duced the trucks used in the Soviet Invasion of Afghanistan, and the 
transfer of the Bryant grinders which allowed the Kremlin to develop 
far more accurate missile guidance systems. The transfer of the 
grinders Illustrates the particular vulnerabilty of the United 
States to the transfer of high technology to the Soviet Bloc. The 
resulting Increase In accuracy of Soviet missiles now poses a direct 
threat to the U.S. ICBM force, creates greater numerical and strate 
gic assymetrles In the strategic equation upon which U.S. arms con 
trol strategy 18 baaed, and undermines U.S. efforts to reach an 
equitable, verifiable arms reduction treaty.

To Implement the President's mandate that security policy 
aspects of strategic trade be effectively addressed. Secretary 
Welnberger reorganized the Defense Department's Technology Transfer 
Control Program under DoD Directive 2010.2, which he signed cr. 
January 17, 1981. The development of the Defense reorganization 
program began In December of 1982, with a "Draft Directive" 2010.XX. 
2040.XX was circulated for comment and was Implemented on an Interim 
basis for sound management reasons pending Internal coordination and 
refinements. The "Interim Directive" was never Intended to be the 
final word. It was recognized that further refinement would be 
tequlred, but the need for reorganization was so critical we could 
not afford to wait until the normal fine-tuning was completed ana 
the final directive Issued.

As you know. In any reorganization of this magnitude, differ 
ences of opinion always arise. Obviously, the Department benefited 
from the frank exchange of opinions among the top policy makers. 
Had these differences not been aired, the final reorganization 
effort would have been deprived of constructive criticism so essen 
tial to effective management. The "Interim" Directive, therefore, 
served Its Intended purpose as a management tool which brought to 
the attention of policy makers revisions which were necessary to 
ensure the de"elopment of an efficient and effective Defense 
Technology Trar.^fer Program.

The Defense Technology Transfer Control Program under 2010.2, 
makes explicit the Reagan Administration's belief that technology 
transfer has a crucial Impact on our national defense. The 
Directive states that DOD will treat "defense related technology" 
as a "valuable limited national security resource, to be husbanded 
and Invested In pursuit of national security objectives." At the 
same time. Defense recognizes the "Importance of international 
trade to a strong U.S. defense Industrial base" and will apply 
export controls Ir. a v<ay that "minimally Interferes with the conduct 
of "legitimate trade and scientific -indeavor."

By Implementing 2010.2, Secretary Welnberger ensured that all 
elements of the Department of Defense are aware of, are a part of 
and will cooperate in furthering this goal. Tlila Directive Invests 
the Under Secretary for Policy, Dr. Pred Ikle, with the overall 
policy responsibility for the national security aspects of export 
controls. My office of International Security Policy manages this 
responsibility for Dr. Ikle. We lead the Defense team in inter- 
agency consultations as well as discussions with foreign govern 
ments. While some aspects of these discussions may Be technical In 
nature, all are conducted in a national security policy context and, 
therefore, require participation by representatives from ray staff. 
As distinguished from the management of national security policy 
for the Department, the Directive gives the role of developing 
coordinated technical and scientific recommendations to the Under 
Secretary for Researcli and Engineering.

In furtherance of the Directive's objective of effective 
integration of security policy and technical analysis, the Policy 
and Technical staffs were collocated In the Spring of 1983, to form 
the "Technology Security Center." The two staffs are therefore 
able to effect direct, continuous coordination on matters of mutual 
Interest. In those Infrequent Instances when the two staffs reach 
an Impasse, 2010. ?. provides for high level conaultatlons at my level 
'Undir the aegis of the'International Technology Transfer Panel and 
Its two Subpanels on Export Control Policy and Hesearch and 
Development. The panel system also provides for the formal partici 
pation of the military departments. I am the Chairman and Dr. Jim 
Wade, Principal Deputy to the USDRIE Is the Vice-chairman of the 
Panel.
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To date, the Panel system has successfully dealt with the new 
"China Policy" and continues to oversee the Implementation of 
2040.2. Moreover, working groups have been established unuer the 
auspices of the panel system to address technology transfer aspects 
of Defense research contracts, the Freedom of Information Act and 
scientific conferences.

The Technology Transfer Program as established under 2040. I 
has coalesced policy, operational and technical personnel through 
out the Department of Defense Into an effective team for effici 
ently providing the Departments of State and Commerce with national 
security recommendations on the transfer of technology.

LICENSING PERFORMANCE OP DEFENSE

As part of the reorganization effort under 2040.2, my staff 
now has the responsibility and authority to formulate a Defense 
position In concert with the military departments, Research and 
Engineering and other appropriate Defense components, on all export 
license requests sent to Defense from the Departments of State and 
Commerce. The highest priority has been given to streamlining 
licensing procedures In Defense In order to provide for a more 
effective and responsive Technology Transfer Program.

Some licenses sent to us can be rapidly approved or denied, 
after a brief initial review, because of policy Implications, the 
level of technology and the licensing history of similar equipment. 
The remaining cases Involve more complex issues snd must be staffed 
to the military departments and the intelligence community for 
detailed review. These reviews take a good part of the time 
allowed. Once all of these positions are forwarded to us, we meld 
them into a single position. The "Defense" position Is then sent to 
the Departments of State or Commerce depending on whether It is a 
munitions or commodity control case.

As you know, we work with the Department of Commerce on CCL or 
"dual-use" cases and the Department of State on munitions license 
requests. Defense receives only about five percent of all dual-use 
export licenses from the Department of Commerce for national secu 
rity review. For example, during the last four months of 1983, 
Defense processed 980 licenses, of which It approved 545, approved 
295 with conditions, and denied 110. This translates into a Defense 
recommended approval rate of about B5X of licenses referred to 
Defense for a national security determination.

Approximately 41,000 applications for munitions export licenses 
are received by the State Department each year, with approximately 
9,000 forwarded to us for a Defense position. Prom February 13, 
1984, when my office assumed the responsibility described in Defense 
Directive 2040.2, to April 1st, 1984, Defens-e positions were pro 
vided on 559 cases. Of these, 307 (55J) were approved without pro 
visos, 175 (3U) were approved with provisos such as the non-release 
of manufacturing or countermeasures data, and 77 (14$) led to recom 
mendations for denlalx or were returned without action due to with 
drawal of the license request by the contractor or the need for 
additional information. Combining the first two categories provides 
for an approval rate of o6J.

In any discussion of time required in case processing. It must 
be remembered that we are dealing with technologies which could 
contribute substantially to Soviet military power and, in some 
cases, could tilt the military balance against the United states 
and our Allies. Once lost, through carelessness, haste or misjudg- 
ment, the benefit to our defenses of these technologies cannot be 
recovered.

In order, however, to increase the speed and efficiency wlfh 
which we handle cases, w» have implemented a computer-based system 
called "PORDTIS," the Foreign Disclosure Technical 1 iformatlon 
System. PORDTIS Is significantly shortening the time required to 
process cases within Defense, by replacing much of the paper-moving 
and by serving as an on-line reference tool. The system has been 
"on-line" for some time now and we are using our experience to 
Improve the system and assure it is user effective.
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To help meet our broad peacetime responsibilities under 2040.2 
and simultaneously prepare for a national emergency, the Secretary 
of the Navy directed, on a priority basis, the establishment of a 
technology transfer reserve unit In the Office of the Secretary of 
Defense. This unit ID assigned to my Deputy Assistant Secretary 
for International Economic, Trade and Security Policy, Dr. Stephen 
D. Bryen. Upon mobilization, the members would augment my permanent 
staff to: help Implement rapid policy adjustments In light of the 
then evolving roles of Allies and adversaries; Interact with foreign 
military attaches and Industrial suppliers of military equipment; 
and help minimize delays for all approved exports.

In the course of fulfilling their reserve duty, this group of 
senior Naval Intelligence Reserve personnel aids In design, quality 
control and analysis of PORDTIS system reports and other relevant 
Information. In June 1983, prior to formal Inauguration of the 
unit, the Naval Reserve Intelligence Program, Area 19, provided In 
less than one week, a "Tiger Team" which skillfully Identified 
militarily critical applications of high technology oil and gas 
exploration and exploitation equipment. Their assistance enabled 
the U.S. Government to document more completely the dual-use poten 
tial of these technologies In such mission areas as: anti-submarine 
warfare; electronic warfare; command, control and communications, 
and their counter-measures; and nuclear weapons research and delivery. 
Pleased with the clear rationale provided, both the Departments of 
State and Commerce sent letters of commendation to Defense citing 
the significant support from this Naval Reserve Intelligence team.

DEFENSE DEPARTMENT RELATIONS WITH THE BUSINESS COMMUNITY

As an additional reorganization effort within the Department 
of Defense, I established In 1963 the Industry and Government Liaison 
Office under the Deputy Assistant Secretary for International 
Economic, Trade and Security Policy. Its principal mission Is to 
Increase the public (specifically the business public) awareness of 
the problems of technology transfer and our efforts to counter them.

In the past three years or so we have arranged for and presented 
literally hundreds of briefings and speeches, granted numerous elec 
tronic and printed media Interviews, and had articles and other 
printed pieces published on the sub.'ect. Although our outreach has 
also been directed at and been successful with officials of foreign 
governments (Including a large number of defense ministries and 
ambassadors), elected officials and officials of other government

agencies, research scientists In-the public and private sectors, 
students and the general public/ most of our public awareness effort 
has been directed specifically at Industry.

This government-business dialogue In regard to technology trans 
fer has been expanded and made more productive In the past year. 
Those who have been briefed on the Issue have shown a keen Interest. 
Speakers are requested almost dally by all types of groups. As many 
of these engagements as possible are accepted. Moreoever, we are 
pleased to note that Interest and a spirit of cooperation has been 
equally high at the working level as well as the CEO level.

Let me give you two examples of how awareness programs coupled 
with patriotism and a cooperative spirit result In reduced technol 
ogy transfer Instances. Just a few months ago, after attending a 
technology transfer briefing given by the Customs Service, an 
employee of the Teledyne Oeotech company In Dallas became suspicious 
of an order received from the International Consulting Group In 
Denver. The order, for a sophisticated seismometer of the type 
developed at Los Alamos for monitoring nuclear explosives, was 
ostensibly for export to a West German firm. Teledyne became suspi 
cious for several reasons, Including the fact that the International 
Consulting Group did not seem to be as aware of the required licens 
ing requirements as It should have been.

Teledyne called Customs and It was decided the shipment should 
be permitted to proceed. Working with Customs, and unbeknownst to 
International Consulting Group, Teledyne prepared two shipments: 
one with crates containing the seismometer and one of the same 
weight containing concrete. The concrete shipment was sent on Its 
way and was seized by German authorities working with U.S. Cuftoms. 
Documentation showed the crates were bound for Moscow.
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In another Instance, we became aware of a license application 
that was granted for shipment of a sensitive commodity to an end- 
user In a newly industrialized country auapeeted of selling Its 
products to unfrler.dly countries. Although a valid license had 
bean approved, the manufacturer, out of a sense of patriotic duty 
aa a good corporate citizen, voluntarily felted the shipment until 
this highly sensitive matter could be reuolved within the 
Interagency process.

I digressed In order to tell you these stories to point out the 
Importance of good business-government relations and a high level 
of technology tran»~er awareness on the part of l:iducvry. There 
are other success stories like these.

In 1984, we will begin a more systematic program of presenting 
the technology transfer story to Industry representatives at both 
the CEO and lower management levels. Although this form of outreach 
has been ongoing, as I mentioned, we want to make our approach more 
comprehensive to all segments of U.S. Industry, not Just to the high 
technology giants and not just to industries directly involved In 
militarily critical technologies. This Is being planned with the 
concept that suppliers, middlemen and exporters also form a vital 
part of the voluntary compliance export control network.

THE 1982 RECOMMENDATIONS OP THE COMMITTEE ON GOVERNMENT 
AFFAIRS. THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

As a result of the 1982 hearings which this Committee held, five 
recommendations were made to Improve the Defense role In the control 
of high technology trade. Let me note how we have responded.

First, it was recommended that the Commerce Department operate 
in close harmony with Defense In determining the foreign availabil 
ity of commodities and technologies for control. The Department of 
Commerce has responsibility for establishing foreign availability 
under the Export. Administration Act of 1979 (EAAj. Defense, how 
ever, has been conducting foreign availability studies to fulfill 
its responsibilities to develop and maintain a Militarily Critical 
Technologies List under the EAA. Under Defense Directive 2010.2, 
DIA has the responsibility to provide foreign availability Informa 
tion for specific export commodities and technologies. DIA Is now 
developing a new program for identifying foreign availability and 
providing automated access to this Information. This project is 
being funded In part by my office. This is a long term project 
which will require several years. Defense would be prepared to 
make this information available to the Department of Commerce.

Second. it was suggested that Defense and the Intelligence agen- 
cles should conduct a study to determine the technology lost to the 
Soviet Bloc. The 1982 CIA report. Soviet Acquisition of Western 
Technology was a good start. Moreover, the Technology Transfer 
Intelligence Committee (TTIC), with the active participation of the 
Department of Defense, has conducted several studies of loss of 
Western technology.

Third, the Department of Defense must overcome present fragmenta- 
tion and establish a consistent and comprehensive   rogram with regard 
to technology transfer and export controls. Horec v, tne Secretary 
of Defense should define responsibilities clearly a..a may wish to 
consider a new office at a high level to oversee all technology 
transfer issues, The Secretary has addressed this recommendation by 
Issuing DoD Directive 2010.2, which assigns functions to various 
offices and establishes the International Technology Transfer Panel 
to resolve differences within the Defense Department.
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Fourth, the Committee recommended that the Freedom of Information 
Act should be amended to make It harder for the Soviet Bloc to net
sensitive Information. While the Freedom of Information Act la not 
a Defence responsibility, the Defense Authorization Act of 1984 
takes some steps to meet this concern by giving the Secretary of 
Defense authority to withhold from public disclosure certain unclas 
sified but sensitive technical data. The objective Is to release 
Information to qualified Individuals or contractors with a bona fide 
need after they have signed an agreement to protect the Information. 
Defense has drawn up an Implementing Directive 5400.XX, Release of 
Technical Data to the Public which has been published In the Federal 
Register. The final version la now being written talcing full account 
of the comments received. It would be useful to extend this author 
ity to other agencies having possession of defense-related and space- 
related technical Information.

Fifth, It was recommended that the U.S. representatives to NATO 
should Inform NATO members more thoroughly on the nature of technol 
ogy diversions to the Soviet Bloc and how they undermine the NATO 
defense effort.

In Hay 1981, Secretary Welnberger proposed at the NATO Defense 
Ministers meeting that technology transfer to the Warsaw Pact was a 
serious problem in which NATO should become involved. As a result, 
an Ad Hoc Qroup waa formed, chaired by the Deputy Secretary General, 
to examine the security implications to the Alliance resulting from 
Warsaw Pact acquisition of militarily sensitive technologies. This 
effort began In October 1981, when a U.S. team of military and civil 
ian experts, formed and led by Dr. Stephen Bryen of my office, 
briefed the NATO Ad Hoc Group on Soviet efforts to acquire Western 
militarily-relevant technologies. During the two-day meeting, the 
Ad Hoc Qroup, reinforced by representatives from national capitals, 
was briefed on the comprehensive and effective Soviet/Warsaw Pact 
organisation for acquiring critical western technologies. The U.S. 
team stressed that the organization is orchestrated by the highest 
authority of the Soviet Government and uses all the transfer mech 
anisms available to the Warsaw Fact. This U.S. team also provided 
examples of specific technologies acquired from the West and the 
attendant Improvement In Soviet military capabilities.

For six months following this presentation, representatives from 
the Department of Defense participated In a NATO study which resulted 
In NATO'S acknowledgement of a Warsaw Pact organization for acquiring 
western militarily sensitive technologies. Increased understanding of 
transfer mechanisms and a listing of groupings of technologies essen 
tial to the performance of NATO's military missions. This report waa 
approved by NATO's highest body, the North Atlantic Council, In 
Nay 1982.

In addition to providing the report, the North Atlantic Council 
institutionalized the technology transfer Issue by charging the NATO 
Armaments Directors Representatives (NADREPS) to meet periodically 
to exchange relevant Information. These meetings have served to 
Increase awareness and cooperation. The NADREPS are about to begin 
exchanging information on national Industrial security procedures.

We are tentatively scheduled to brief them on Illegal Soviet acqui 
sition of electronic grade silicon and Soviet silicon-related tech 
nology and equipment.

Following up on Secretary Welnberger'b December 1983 suggestion 
to the NATO Defense Planning Committee, NATO's military staff has 
been requested to analyze the technological shpr-tii&ings of the 
Warsaw Pact's military capabilities, and assess the increase in its 
capabilities should the Warsaw Pact overcome these shortfalls. A 
military assessment such as this should Increase awareness of the 
military Implications of technology transfer.

As you can see, we have taken actions to discuss and consult 
with our NATO Allies on the Issue of technology transfer and tech 
nology protection. These efforts have increased awareness, concern 
and cooperation in technology transfer matters. We will continue to 
exchange information and ideas in the NATO forum.
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These five recommendations of the Committee were vigorously 
acted upon by Defense In the course of the Department assuming a 
leadership role In revising and strengthening the effort of the 
United States Government to st-op the hemorrhage of militarily criti 
cal commodities and technologies to the Warsaw Fact. Certainly the 
United States Government has the greatest stake In the failure of 
the West to stop these Illicit transfers which so directly threaten 
our security. Defense, therefore, has played a leadership role In 
bilateral and multilateral efforts to stop the transfer of militar 
ily critical technology. In addition to the NATO forum which I have 
already discussed, the most critical mechanism for achieving Inter 
national cooperation to control strategic trade with the Warsaw Fact 
la COCOM, the multilateral coordinating committee In Paris composed 
of al.. of the NATO members, minus Spain and Iceland, plus Japan.

CUCOM AND THE DEPARTMENT OP DEFENSE

I would like now to discuss the achievements of the Department 
of Defense In COCOM related matters.

The Innovations In computer and microelectronic technologies In 
recent years hold vitally Important Implications for the military 
balance between the Soviet Union and the Western Alliance. The 
preservation of a mllltay balance rests Increasingly on the ability 
of the West to maximize ana protect Its qualitative advantage result- 
Ing from the Western technological lead over the Soviet Union. In 
addition, we must develop new technologies which will allow the 
United States to leapfrog Soviet numerical superiority. In the con 
text of this emerging strategically competitive environment, preserv 
ing the technological lead of the West has become a critical element 
of the strategic equation for both '.ae preservation of nuclear and 
conventional deterrence.

To preserve successfully, therefore, the western lead In criti 
cal technologies, the export control process must be a multilateral, 
Interlocking process Involving the U.S., Its Allies, and friendly 
Third World Governments. It must Include, Inter alia: a strong, 
efficient control organization, "COCOM;" close cooperation of 
national customs services as well as enforcement and Intelligence 
services; and a realistic body of controls and procedures that are 
enforceable.

Allow me to state for the record, It is the policy of this 
Administration to negotiate proposals In COCOM that are fully justi 
fied, both technically and strategically, and thereby support our 
mutual security interests. With this in mind, we have continued to 
pursue a modernization of the standards by which computers are con 
trolled under COCOM agreement. The U.S. Government has been attempt 
ing to update these standards ever since the controls negotiated In 
1971 COCOM List Review were implemented in 1976. Just as the 
Increasing commercial utility of computers and their related tech 
nologies has made the negotiation of their multilateral control more 
difficult, so too has their Increasing battlefield utility made It 
abaolutely Imperative that new computer controls be established.

The Ninth Division of the U.S. Army, for Instance, is heavily 
Involved In the development and practical utilization of commercial 
"compact" computers In the command, control and communication for 
the commander on the battlefield. The Army's current "Air/Land 
Battle Doctrine" demands that the commander rapidly collect, process 
and analyze battlefield Information to quickly develop and execute 
plans before tne enemy has time to react and sain an advantage. 
Moreover, because of their small size, weight, power, and rugged 
packing, these computers have high military utility for target ana 
lysis and planning, shipboard systems control, high speed communica 
tions and compact command centers. JOcher computer1 applications 
include: high speed burst communications; automatic status updates 
for the battlefield commander on the availability of weapons, ammuni 
tion, supplies and personnel; and management of deneuver control, 
fire support, intelligence/electronic warfare anl air defense artil 
lery.

:I7-7M O-H4  19
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These applications Justify the deep concern which Defense has a« 
to the control of computers, microelectronics and related technolo 
gies. If we do not develop and safeguard the technological advantage 
of superior rapid communication and maneuverability, our forces will 
not be able to defend against the overwhelming numerical superiority 
of the Soviets. With the continued support, Iiowever, of the Depart 
ments of State and commerce, the upcoming COCOM negotiations can con 
structively address the security concerns which these and similar 
systems raise to western defense.

Secondly. Defense has also become alarmed that Western commercial 
communications switching technology has permitted the Soviet Union 
and its allies to Improve significantly their command, control and 
communications systems. Despite earlier skepticism on the part of

our allies, there Is now a generally shared concern that existing 
COCOM restrictions on communications switching are Insufficient to 
preclude ',-xport of militarily-significant communications equipment 
and technology to the Eastern Bloc.

This turn around was due to the efforts of Defense and other 
Interested agencies. A careful study of Soviet and Eastern Bloc 
communications systems by the Defense Department has revealed that 
Western equipment used in their civilian networks will serve the 
military on a priority basis. Their "olive drab" and civilian 
systems are one and the same.

A third area of negotiations centers "i the Spring 1983, U.S. 
submission of twenty-one informal proposals for controlling selected 
oil and gas exploration and production equipment ..nd associated 
technology. The COCOM member countries agreed In principle that 
such technologies could be of strategic concern. In 19bU, we expect 
that serious consideration will be given to the details of our pro 
posals and further discussion will ensue.

In stark contrast with the Importance of being the only Western 
multilateral organization established to control the transfer of 
militarily-critical high technology to the East Bloc, the Adminis 
tration was shocked to find that COCOM was equipped with only the 
bare minimum In staff, physical facilities and equipment to carry 
out its extremely complicated mission.

The Secretariat of COCOM was housed In a few thousand square 
feet of space in an obscure, run down annex to the U.S. Embassy in 
Parla. Its "professional" staff consisted of a few full and part- 
time translators and several typists. There was no modern office or 
word processing e4uipment (a hand operated mimeograph machine was 
used to copy thousands of documents). The USG contributes the 
Secretariat's quarters as a payment In kind and the other countries 
contribute about: three hundred thousand dollars to maintain the basic 
operation. Congressional staff members have visited COCOM and can 
verify this description.

To correct this impossible situation, this Administration Is 
planning the expansion of quarters for the Secretariat and nas begun 
introducing modern offlc« equipment. Attempts to strengthen the pro 
fessional staff by addition of a legal advisor to the COCOM Chairman, 
a small staff of technical experts, a military advisor, and a secu 
rity chief (COCOM now hc.3 no comprehensive provisions for safeguard 
ing information) are bflng negotiated. We believe that these changes 
are the minimum required to bring COCOM Into the 1980'a.

Lastly, thld Administration has beer, conducting negotiations with 
ou" Allies for the past two years to strengthen export control pro 
cedures of CGoOM members. We have learned from these efforts that 
there are "tde variations on how these countries authorize exports of 
controlled commodities. During discussions in Paris last March, some 
important progress was made toward harmonizing these control proce 
dures. Further important progress was also made to Increase direct
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cooperation and sharing of information among customs and 
enforcement agencies. These achievements have set COCOK upon a 
new course of cooperation that wan not thought possible a few 
years earlier.

CONCLUSION

In conclusion, let me thank you for the opportunity to exolaln 
why the Department of Defense, by its very nature, must play a 
crucial role in the export control process. Congress has 
entrusted this Department with the defense of our country. This 
trust requires that the Department of Defense prevent the export 
of goods and technologies which would strengthen our adversaries. 
President Reagan and Secretary Weinbergo- have made the necessary 
policy and organizational changes to gi*e us this authority. 
I believe the Department h^s taken firm step* to implement these 
Presidential decisions, and we are carrying out our Congressional 
and Presidential mandates efficiently and effectively*
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PREPARED STATEMENT OF LIONEL H. OLHER 

UNDER SECRETARY OF COMMERCE FOR INTERNATIONAL TRADE

COCOM NEGOTIATIONS 

MR. CHAIRMAN. I APPRECIATE THE OPPORTUNITY TO BRIEF THE
COMMITTEE ON THE STATUS OF CURRENT COCOM NEGOTIATIONS FOR 

CONTROLLING STRATEGIC TECHNOLOGY TRANSFER TO THE SOVIET BLOC. I 

WILL FIRST DESCRIBE BRIEFLY OUR OVERALL STRATEGY FOR APPROACHING 

THESE NEGOTIATIONS. THEN I WILL FOCUS IN MORE DETAIL ON THE 

HISTORY OF THE NEGOTIATIONS TO CONTROL COMPUTERS. THIS APPROACH, 

1 HOPE- WILL PUT JNTO PERSPECTIVE SOME OF THE DIFFICULT ISSUES 

RAISED DURING INTERNATIONAL LIST NEGOTIATIONS.

THE MULTILATERAL EXPORT CONTROL SYSTEM FOR DUAL USE TECHNOLOGY 

THAT IS ADMINISTERED BY COCOM IS IMPLEMENTED THROUGH THE 

INTERNATIONAL LIST (ID. THE IL, WHICH IS ANALOGOUS TO OUR

COMMODITY CONTROL LIST (CCL), ESTABLISHES THE TECHNICAL CONTROL
PARAMETERS FOR EXPORTS TO THF SOVIET UNION rt.'ID ITS UARSAW PACT

ALLIES. To KEEP PACE WITH TECHNOLOGICAL DEVELOPMENTS, THIS LIST 
IS REVIEWED AND UPDATED AT LEAST EVERY FOUR YEARS (E.G., 1978. 
1982. 198&). MOREOVER, INDIVIDUAL COMMODITIES MAY BE REVIEWED ON 
AN AD HO". BASIS IN RESPONSE TO NEW CIRCUMSTANCES THAT MAY ARISE. 
IN THESE WAYS, WE SEEK TO ENSURE THAT ONLY THOSE ITEMS WHOSE 
TRANSFER POSES A TRUE RISK TO COCOM'S COLLECTIVE SECURITY 
INTERESTS ARE CONTROLLED. THE CURRENT REVIEW OF THE IL UAS 

INITIATED IN 1982. WE HOPE TO COMPLETE THIS PROCESS BY THE END 
OF THIS YEAR.
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GIVEN Ol« REALIZATION THAT THE SOVIET UNION HAD BEEN ABLE TO 
OBTAIN AND USE ENOUGH WESTERN TECHNOLOGY TO SUBSTANTIAL" UPGr J* 
ITS MILITARY CAPABILITY TO THE DETRIMENT OF U.S. ^CCURITY 
INTERESTS, THE U.S. ENTERED THE PREVIOUS (1978) LIST REV.'Eh 
INTENT ON SIGNIFICANTLY REDUCING MILITARY CRITICAL TECHNOLOGY 
TRANSFER TO THE SOVIET BLOC. HOWEVER, THE 1978 LIST REVIEW WAS 
NOT SUCCESSFULLY COMPLETED BECAUSE OF DISAGREEMENTS WITHIN COCOH 
AS TO THE APPROPRIATE LEVELS OF TECHNOLOGY TO BE MULTILATERALLY 
CONTROLLED. As A RESULT, MANY ITEMS ON THE CURRENT IL, MOST 
NOTABLY COMPUTERS, HAVE NOT BEEN UPDATED SINCE 1975. THE CURRENT 
LIST, THEREFORE, DOES NOT ADEQUATELY REFLECT RECENT MILITARY OR 
TECHNOLOGICAL DEVELOPMENTS.

WE ENTERED THE CURRENT (1982) LIST REVIEW WITH THE EXPRESS 
PURPOSE OF TIGHTENING CONTROLS OH THE TECHNOLOGIES AND 
COMMODITIES DETERMINED TO BE MOST SIGNIFICANT TO SOVIET MILITARY 
DEVELOPMENT. A NUMBER OF CATEGORIES OF PRODUCTS AND THEIR 
ASSOCIATED T ECHNOLDGIES WERE TARGETED, SUCH AS: ROBOTICS: 
COMPUTERS: COMPUTERIZED TELEPHONE SWITCHING: SEMICONDUCTOR 
MANUFACTURING EQUIPMENT AND MATERIALS; COMPUTER CONTROLLED 
INSTRUMENTS; AND I.ASERS. IN TOTAL, THE U.S. PROPOSED TIGHTER 
CONTROLS OVER 76 COMMODITY ENTRIES.

AT THE OUTSET OF THE CURRENT LIST REVIEW PROCESS, OUR COCOM 
ALLIES RESISTED MANY OF OUR PROPOSALS FOR BOTH TECHNICAL AND 
POLICY REASONS. FIRST, OUR ALLIES WERE CONCERNED THAT THE WIDE 

AVAILABILITY OF CERTAIN CONTROLLED PRODUCTS WOULD MAKE STRINGENT 
CONTROLS DIFFICULT TO ENFORCE. SECOND, THEY ARGUED THAT TIGHTER 
CONTROLS WOULD MEAN THAT MORE APPLICATIONS WOULD HAVE TO BE 
PROCESSED BY COCOH'S AND INDIVIDUAL MEMBERS' ALREADY STRAINED 
ADMINISTRATIVE SYSTEMS. FINALLY, THEY DISAGREED WITH OUR 
ASSESSMENT OF THE CONTRIBUTION HADE BY WESTERN TECHNOLOGY TO 
SOVIET MILITARY DEVELOPMENT. I AM PLEASED TO REPORT THAT MANY OF 
THEIR OBJECTIONS HAVE BEEN RESOLVED LURING LONG AND DIFFICULT 
DISCUSSIONS AT BOTH THE TECHNICAL AND POLITICAL LEVELS. ON 
BALANCE, I BELIEVE OUK EFFORTS 70 IDENTIFY AND TARGET FOR CONTROL 
SENSITIVE COMMODITIES AND TECHNOLOGY HAVE BEEN LARGELY SUCCESSFUL.
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WE HAVE ALREADY ACHIEVED AGREEMENT IN COCOM FOR TIGHTER CONTROLS 
IN SUCH AREAS AS!

-- "SUPERALLOYS" UStD IN AIRCRAFT AND WEAPONS SYSTEMS
-- EQUIPMENT DESIGNED FOR TIT MANUFACTURE OR TESTING OF 

PRINTED CIRCUIT BOARDS
- CERTAIN ELECTRONIC GRADE SEMICONDUCTOR COMPOUNDS AND 

MATERIALS
MANY OTHER ITEMS ARE IN THE FINAL STAGES OF AGREEMENT AND ARE 
ANTICIPATED TO TAKE EFFECT SHORTLY AFTER THE CONCLUSION OF THE 
LIST REVIEW SOMETIME THIS FALL.

WE ARE ALSO CONTINUING OUR EFFORTS TO REVIEW LOWER TECHNOLOGY 
ITEMS FOR THE PURPOSE OF DECONTROLLING THEM. FOR EXAMPLE. WE ARE 
PURSUING THE DECONTROL OF CERTAIN COMMONLY AVAILABLE 
MICROCIRCUITS AND CERTAIN CHEMICAL MATERIALS USED IN CONSUMER 
GOODS. DECONTROL OF NONSTRATEGIC ITEMS WILL BRING THO IMPORTANT 
BENEFITS: IT WILL ENABLE US TO FOCUS OUR ENERGIES ON THOSE 
COMMODITIES THAT TRULY MERIT TIGHTER CONTROLS; AND IT WILL 
ELIMINATE AN UNWARRANTED IMPEDIMENT TO INCREASED EXPORTS OF U.S. 
PRODUCTS. THE COMMITTEE HAS A SPECIAL INTEREST REGARDING THE 
HISTORY AND STATUS OF THE CURRENT COMPUTER NEGOTIATIONS, AND I 
WOULD LIKE TO PROVIDE YOU WITH MY PERSPECTIVE.

AS A RESULT OF THE 1971 COCOM LIST REVIEW, REVISED CONTROLS ON 
COMPUTERS WERE IMPLEMENTED BY COCOM IN 1976. THESE LIMITS WERE 
SCHEDULED FOR REVIEW AND UPDATING DURING THE 1978 COCOM LIST 
REVIEW. DURING THAT REVIEW, THE U.S. PROPOSED A SIGNIFICANT 
TIGHTENING OF EXPORT CONTROLS ON COMPUTERS. As I INDICATED 
EARLIER, THE NEGOTIATIONS BEGUN IN 1978 WERE NEVER COMPLETED AND, 
AS A RESULT, THE COMPUTER STANDARDS OF 1976 WERE CARRIED FORWARD.

DURING THE FIRST ROUND OF THE 1982 DISCUSSIONS, THE VARIOUS 
MEMBER GOVERNMENTS EXPRESSED OPPOSITION TO THE PROPOSALS PUT 
FORWARD BY THE U.S. ON THE GROUNDS THAT THE U.S. HAD NOT PROPERLY 
TAKEN ACCOUNT OF TECHNOLOGICAL ADVANCES SINCE THE LAST REVIEW AND 
THE SOVIET UNION'S INDIGENOUS CAPABILITY TO MANUFACTURE 
COMPUTERS. THEREFORE, WE DECIDED THAT, IN ORDER TO SPEED THE
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PROCESS OF RESOLVING DIFFERENCES, TWO TECHNICAL SESSIONS WOULD BE 

HELD BY COCON IN THE SPRING OF 1983 TO PREPARE FORMAL WORKING 

PAPERS TO EE USED FOR THE SECOND ROUND OF COMPUTER NEGOTIATIONS 

IN THE FALL OF 1983.

REGRETTABLY. LITTLE PROGRESS WAS MADE AT THE ROUND II DISCUSSIONS 
IN THE FALL OF 1983. IT HAS THEN DECIDED BY THE COCOM TECHNICAL 
COMMITTEE THAT A POLICY MEETING SHOULD BE HELD IN DECEMBER, 1983 
TO RESOLVE THE MAJOR OUTSTANDING ISSUES IN THE COMPUTER 
NEGOTIATIONS. THE POLICY MEETING WAS PRECEDED BY A SERIES OF 
BILATERAL NEGOTIATIONS WITH OUR COCOH ALLIES AT WHICH THE U.S. 
DELEGATION EXPRESSED CONCERN OVER THE EXTENT TO WHICH THE THE 
SOVIET UNION WAS INTEGRATING WESTERN TECHNOLOGY INTO ITS MILITARY 
SYSTEMS. THE DECEMBER 1983 POLICY MEETING DID RESOLVE SEVERAL 
KEY POLICY ISSUES THAT HAD BEEN IMPEDING PROGRESS AT THE 
TECHNICAL LEVEL. FOR EXAMPLE, AGREEMENT WAS REACHED ON THE FORM 
OF THE SOFTWARE CONTROLS AS WELL AS ON THE PRINCIPLE THAT COCOH 
WOULD CONTINUE TO REVIEW COMPUTER EXPORTS ON A CASE-BY-CASE BASIS 
REGARDLESS OF TriE TECHNICAL LEVEL.

THE NEXT ROUND OF COCOM COMPUTER NEGOTIATIONS IS SCHEDULED FOR 
HAY 198"). IN PREPARATION FOR THESE NEGOTIATIONS, A SERIES OF 
INTERAGENCY MEETINGS HAS BEEN HELD TO RESOLVE REMAINING TECHNICAL 
OUESTIONo. UE ARE MAKING PROGRESS TOWARDS DEVELOPING A UNIFIED 
POSITION THAT STANDS A GOOD CHANCE OF ACHIEVING MULTILATERAL 
AGREEMENT.

OUR KEY OBJECTIVE IS TIGHTENING CONTROLS ON SENSITIVE TECHNOLOGY 
IN A MANNER THAT WOULD BE ACCEPTABLE TO OUR COCOM PARTNERS. I AM 
HOPEFUL THAT WE WILL BE AliLE TO SUCCESSFULLY CONCLUDE THE 
UP-COMING COMPUTER NEGOTIATIONS. THIS IS OF PREEMINENT 
IMPORTANCE TO THE COCOM PROCESS AND TO THE MAINTENANCE OF AN 
EFFECTIVE MULTILATERAL REGIME THAT WILL ADEQUATELY PROTECT THE 
SECURITY INTEREST: OF THE U.S. AND ITS ALLIES. 
THAT COMPLETED MY STATEMENT, THANKYOU,
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PREPARED STATEMENT OF M. CLARK McFADDEN, 11

He. Chairman and Hembera of tha Subeonnlttaa:

I am Clark McFadden, an actornay In Cha law firm of Verner, 
Llipfart/ Barnhard and McPharaon> Chartarad. I an plaaaad to 
appaar before you today on behalf of tha Industry Coalition on 
Technology Tranafar. Tha aavan trada aaaociatlona that «ake up 
tha Coalition covar tha apactrun of U.S. high-technology 
induatry:

tha Aaroapaca Induacrlaa Aaaociation 
of America, Inc.;
tha Amarican Electronics Association;
tha Conputar and Bualnaaa Equipmant 
Hanufaccurara Aaaociation;
tha Elactronic Industries Aaaociation;
tha Sciantiflc Apparatus Hakara 
Aaaociation;

  tha Semiconductor Equipmant and Materials 
Institute^ Incorporatad;
and
tha Semiconductor Induatry Aaaociation.

Through these Aaaociationa, the Coalition rapraaenta over 3,000 
high-technology companies with 4 million employees in tha United 
States and world-wide aalea of ovar $250 billion.

It ia natural that the companies rapraaantad in thla Coali 
tion uould be deeply concerned about U.S. export controls. 
These companies have long supported national security export 
controls on commodities and technology that could significantly 
contribute to the military potential of any U.S. adversary. In 
addition, these companies, more than any other sector of U.S. 
business, ara directly and continuously affected by national 
security expoit controls.

The Coalition was formed for a very particular purpose   
to addreaa export control regulations. The Export Administra 
tion Regulations shape tha day-to-day operations of U.S. com 
panies and establish the actual degree of control exercised over 
U.S. exports. The Coalition is an attempt to create a principal 
focal point for industry evaluation and comment with respect to 
regulatory developments in U.S. export controls.

The Coalition waa born out of a broadly held conviction 
chat U.S. export control regulations increaaingly fail to re 
flect the realities of technology transfer and the international 
marketplace. Perhaps rr.ore importantly, recent regulatory pro 
posals from the Executive Branch have sent a shock wave through 
U.S. high-technology industry. The disturbing implicationa of 
these proposals for U.S. technology development, International 
competitiveness, and national security deserve a concerted 
induatry response.
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This Subcommittee has performed a valuable service in iden 

tifying many of the issues and problems regarding U.S. export 

controls. Even though it wan formed only three months ago, the 

Coalition has achieved a broad consensus on several aspects of 

export control regulations that it believes will be useful to 

the Subcommittee in its examination it export control operations 

by the Executive Branch.

Realities of Technology Transfer
and the 

International Harkecple.ee

Although all U.S. exports have grown steadily over the last 

few decades/ the increase in the export of high-technology pro 

ducts has been dramatic. U.S. high-technology industry exports 

roughly 30% of its output compared to 8% for U.S. manufacturers as 

a whole. High-technology exports comprise almost half of the 

exports from the U.S. manufacturing sector. The positive balance 
of trade contribution in the high-technology sector continues to 

grow. Productivity in high-technology industry is Increasing at a 

rate six (6) times faster than U.S. business in general; and the 

Inflation rate in the nigh-technology Industry during the 1970s 

was only one-third (1/3) of the national average.

At the same time, the majority of our Nation's research and 

development is conducted by high-technology industry. Not only 

has this technological innovation been essential to U.S. economic 

growth and International trade, but it has preserved the U.S. 

qualitative edge in weapons systems. Indeed, the U.S. high- 

technology industry supplies over two-thirds (2/3) of all Defense 

hardware purchases for our military forces.

While the size and importance of high-technology exports has 
grown, the United States has lost the overwhelming production and 

technological superiority that it once enjoyed over the rest of 

the world. There is hardly a single area of advanced technology 

that is available exclusively in the United states. Increasingly, 

technology is being developed outside of the United States or 

through the interaction of U.S. and foreign sources. Our COCOH 

allies employ more scientists and engineers than the United 

States. While the United States remains the largest single 

exporter of high-technology products, the Cabiret Council on 

Commerce and Trade reports that foreign firms account for roughly 

three-quarters (3/4) of all Free Norld ("OECD") exports of high- 

technology products.

The United States is increasingly dependent upon these 

foreign sources for its own technology development. In ei«c.-. 

tronics, semiconductors and computers, the United states must have 

access to foreign technology to sustain its own rate of technology 

development. Acce> s to foreign markets also provides economies of 

scale and a crucial margin to sustain research and development. In 

the semiconductor manufacturing equipment industry* for example,

 ven very small firms must have an international presence if they 

are to remain competitive.



292

Finally/ there has be*n a fundamental change in the rela 

tions h ip be tw*en commercial and military technology. Defense 

research and production increasingly depend on commercial devel 

opments, such as high-speed integrated circuital for their margin 

of superiority. In many areas* commercial technology is more 

dynamic and of a shorter life-cycle than military technology. 

The military procurement process la much leas able than the com 

mercial sector to absorb new technology quickly and efficiently.

These conditions mean that U.S. high technology is far more 

sensitive to the effect of export controls. In the past/ the 

United States could tolerate inefficient/ misguided and unilateral 
export controls. The stakes are far greater today. Export control 

has become much more difficult/ and the economic and national 

security costs of imposing controls on exports to Western markets 

is far greater than ever before.

Despite the sweeping changes over thu last decade/ however, 

virtually no significant adjustments have been made in U.S. export 

regulations. Too many items are now subject to Meat/West licens 

ing requirements; transactions with our friendly trading partners 

ore overly restricted; and cuslly delays and conplice tionn con 

tinue for U.S. industry. In short/ U.S. export controls have 

become more cumbersome and less effective.

Regulatory Developments

What has been the Government's response to this situation?

The Executive Branch hat* made a commitment to expand its 

enforcement efforts. Preventing illegal diversion has always had 

the support of responsible U.S. exporters. Since we are told that

most aensitive equipment and technology reaches the East Bloc 

through Illegal means i strong enforcement measures are*appropri«te.

The attention of the Coalition has been on the Government's 

response in another area   the development of ntw export control 

regulations. In particular/ the Coalition has concentrated on 

new initiatives regarding the Distribution License and technology 

transfer/ and the failure to take account of foreign availabillty.

Distribution License

The Distribution License authorizes U.S. exporters to make 

multiple shipments of medium-level technology Items over an ex 

tended period to Free World destinations. Under the Distribution 

License procedure there is no need to apply for and obtain a 
license for each individual transaction. An exporter's distribu 

tion system is pre-cleared for reliable consignees so that the 

U.S. exporter can maXo repetitive shipments quickly and predict 

ably. As   uch* high-technology industry depends on the Distribu 

tion License as its principal vehicle for licensing exports.
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The original purpose of the Distribution License was to 
screamline tht licensing process. The changes to the Distribu 
tion License procedure recently proposed by the Department of 
Commerce, however, move in the opposite direction.

By raising the qualifying threshold for distributors and 

sales territories, tne proposed regulations will make it more 
difficult for U.S. exporters to arrange their distribution and 
sales networks efficiently. These new requirements will deprive 
U.S. firms of the ability to react quickly to feat-growing and 
changing market demands and will unfairly penalize small- and 
medium-sized U.S. companies. This ia the time when establishing 
market leadership is crucial   an opportunity that can never be 
regained.

The regulations also would require distributors in countries 
outaido of COCOM, Australia and New Zealand to provide their 
customer lists to the U.S. Government and obtain certifications 

from their customers that they will comply with U.S. export laws. 
Foreign euatomera for U.S. products will naturally resist theae 
requirements   they constitute an extraterritorial intrusion 
that in some countries will be contrary to data protection laws 

  and seek to Adjust their supply patterns by purchasing 
similar, non-U.S.-origin gooda.

  The proposed regulations would also exclude certain items from 
eligibility for export under Distribution License procedures. 
Itema appear r.o be excluded without reference to commercial use 
fulness, foreign availability, or military significance. For 
example, the proposed regulations exclude photo-optical mask 
fabrication equipment that does not exceed the performance capa 
bilities of similar U.S.-design equipment introduced in volume 

into the rarket before December 31, 1976. Such equipment covers 
items that are three to four generations older than current state- 
of-the-art equipment. This equipment ia widely available on the 
commercial market in the United States, Europe and the East Bloc, 
and is reaching the end of ita commercial life-cycle.

Perhaps meat distressing to the Coalition, r.he proposed 
regulations would limit the availability and scope of the Distri 
bution License so as to force a greater reliance on individual 
licenses. More case-by-caae licensing will raise the competitive 
costs for U.S. industry and Increase the burdens on an already 
over-loaded licensing system. By accommodating a aeries of trans 
actions, bulk an<S multiple licensing mechanisms, such as the Dis 
tribution License, afford industry the 'operating flexibility it 

needs to compete internationally. Equally important, because they 
encourage the Government to assess a company's export system 

rather than numerous individual transactions, bulk licensing 

mechanisms offer the bes* prospect for effective national security 
control.
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Little evidence has been presented publicly to indicate that 
current Distribution License procedures Are ineffective. The 

Government did not conduct any audita prior to issuing the pro- 

poaed regulations and apparently has not thoroughly reviewed the 

functioning of the Diatribution Licenae. Further/ the propoaed 

changes were developed and publiahed with virtually no consultation 
with industry   the one group that hau aignificant experience 

with the day-to-day operations of the Diatribution Licenae.

The Coalition believes the propoaed regulations are mis 

directed and has expreaaed detailed reaervationa to the Depart 

ment of Commerce. Rather than being cut back* bulk licensing 

arrangement* should be encouraged and depend primarily on the 

competence of the exporter and the reliability of the consignee.

Technology Tranafera

The Cefenae Department and the Commerce Department have 

Informally circulated aeparate regulatory proposals to impose new 
controls on the transfer of critical technical data to all desti 

nations. The proposala represent a fundamental ahlft In U.S. 

export control regulations, a shift that may have been prompted 
in part by suggestions from induatry that were first aet forth in 

1976 in the so-called "Bucy Report."

The Coalition supports the need for an effective mechanism 

to control the transfer of militarily critical technology. Aa 

with the Distribution Licenae/ however/ the Coalition is con 
cerned that the proposed controls are in many respects over 

reaching and unnecessary. Because the tranafer of technology is 

the lifeblood of high-technology companies that operate abroad, 

the Coalition is actively working to develop its own regulatory 
proposal co govern technology transfer. Although the Coalition 

has not yet developed a detailed proposal/ there is broad agree 

ment as Co the applicable principlea.

First/ any approach to the control of militarily critical 
technology must be strictly confined to items directly and sig 

nificantly related to the military potential of a foreign country 

whose interests are adverse to U.S. national security. An overly 
broad definition of what is 'militarily critical' leads to an 

unworkable proliferation of controls and an inability to control 
truly sensitive Items.

in its current form, the Militarily Critical Technologies 

List CMCTL") does not provide an appropriate compilation of 
militarily critical technologies, at least not for purposes of 

export control. Tne list aa developed by the Defense Department 

la approximately 700 pages in length, is claasified 'Secret*, and 
Includes virtually all modern industrial technology.
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Second/ It would be both futile and aelf-defeating for the 
United States to develop an extensive system of controls on tech 

nologies that remain available on an uncontrolled basis from our 

principal allies and commercial competitors. The United States, 
with very few exceptions/ has no monopoly on militarily critical 

goods and technology. U.S. exports of technology should not be 

restrained when uncontrolled sources of comparable technology in 

other Vies tern nations will eagerly fill the demand.

To overcome the problem* poeed by foreign availability * 

common export controls for technology should be established with 

our COCOn allies* Australia and New Zealand. A simultaneous 

effort should be made to obtain agreement from friendly neutral 
countries on a bilateral basis to ensure, to the extent possible* 
that these countries monitor and control exports and re-exports 

in a manner consistent with the COCOH controls. Any changes in 
existing export controls on technology should reflect, rather 

than precede, agreement reached with our friends and allies.

Third, any new controls on technology transfer should be 

accompanied by a corresponding reduction in controls on end- 
products. While this concept has often been endorsed by U.S. 
officials* it has never become a reality.

Finally, ^y^ort licensing must be sufficiently restrictive 

to control the exports of militarily critical technology while 

sufficiently flexible to allow U.S. companies to trade and 

compete in the Free World. He believe that this objective could 
best be furthered through a licensing mechanism that takes advan 

tage of existing commercial safeguards and the shared interests 

of U.S. companies in protecting sensitive proprietary informa 
tion.

In this context, the high-technology industry has developed 

the Comprehensive Operations License ("COL") as a partial response 

to che regulatory proposals on technology transfers. It repre 
sents a norv stringent licensing mechanism for technology trans 

fer than exists in current regulation but is designed not to 

cripple the Free World operations of U.S. companies. As pro 

posed, the Comprehensive Operations License is a procedure for 
multiple transfers of critical technology and required keystone 

equipment to consignees within an exporter's established network 

of control* Eligible consignees would include subsidiaries* 

joint venturers* suppliers, and other entities that maintain 
contractual obJ igationa wir.h the exporter prohibiting disclosure 

or transfer of critical items.
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The Comprehensive Operations License can accommodate the 

special characteristics of high-technology industry with a mini 

mum of interference. It also has the advantage of allowing 
Government to build upon & corporation's existing network of 

self-imposed/ self-patrolled controls on the export of sensitive 

technology. No company can stay in business for long without a 

sophisticated system of internal controls on its technical know- 

how.

Again/ bulk licensing proposals,- such as the Comprehensive 

Operations License/ are indispensable if controls are to be 

Increased on critical technology and U.S. industry is to Maintain 

its technological vitality. Systems that emphasize individual- 

transaction licensing on the other hand will restrict the con 

tinuous flow of technical informstion necessary to stimulate com 

mercial research and development and will add an overwhelming new 

licensing burden on the U.S. Government.

The combination of a gross expansion of the ecopt of tech 

nology controls and extensive new individual licensing requirements 

could be devastating to U.S. suppliers in Western markets. As 

U.S. suppliers become more constrained by export licensing 

requirements/ they will not only lose sales of high-technology 

items in Western markets/ but foreign customers will be inclined 

to purchase related/ lower-technology products from non-U.S. 

sources   items such as copiers/ word processors/ calculators/ 

and telephone systems.

The Defense and Commerce initiativea for the control of tech 

nical data raise several specific problems as well. New restraints 

would be imposed on the sharing of critical technical data with 

foreign nationals. At a time when approximately half of the Ph.D. 

engineering graduates coming out of U.S. universities are foreign 

nationals/ U.S. companies will be disqualified from employing this 

rich source of talent. Certain sales and operations and nainte- 

nance data would become subject to individual license approval. 

Such control is unnecessary on information that in Western desti 

nations cannot, by itself/ constitute critical technology nor 

effectively transfer technological know-how. Finally/ licensing 

restrictions would be imposed on scientific and educational data 

if they were deemed to be "critical." Such export licensing 

requirements could have a far-reaching effect on the current pro 

cess of innovation and research and development throughout the 

United States.
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A variety of other important problems are left unresolved by 
the Defense and Commerce initiatives. For example* imposition of 

new individual license requirements on the transfer of technology 

or technical data are wholly impractical for the overseas mainte 

nance and operation of major equipment such ao large transport 

aircraft. Maintaining these aircraft require* a large and con 
tinuous flow of information. Such technical data must be made 

available quickly and reliably. Safety considerations alone can 

require aa much. This is another situation where a bulk or 

multiple license la most desirable for all concerned.

Because of the potential impact on U.S. high-technoloyy 

industry/ the Coalition believes that any new technology transfer 

controls should be implemented only with great care and with the 

full participation of industry.

Foreign Availability

Mo subject nas been more frustrating to U.S. high-technology 
industry than "foreign availability*" When icems are available to 

potential adversaries front uncontrolled sources/ U.S. export con 

trols only damage U.S. industry. When items are available in 

COCOH and/ hence, are subject to multilateral control/ there 

should be no restrictions on U.S. shipments of functionally- 

equivalent items to COCOM countries. In the first case, uni 
lateral U.S. controls demonstrate a lack o( realism as to what can 

effectively be controlled; in the latter case/ they constitute a 
lack of confidence in our COCOM "partners" and an unfair competi 

tive burden on U.S. industry.

The objective of the Coalition with respect to foreign avail 
ability is pragmatic   how to enlist the Government to make for 

eign avaliability determinations consistent with the proliferation 

of technology in the West and existing multilateral controls? 

Despite elaborate and explicit statutory direction that such

determinations should be made, foreign availability has simply not 
been reflected in U.S. expore controls. It is interesting to note 

that in the hundreds of pages of the comprehens ive Export Adminis 

tration Regulations/ not one provision is dedicated to - procedure 

for making foreign availability determinations.

The consequences of ignoring foreign availability can be 

painful. An example of the inability of the U.S. Government to 

, effectively decontrol foreign-available items is the treatment of 

approximately 200 generic electronic instruments that contain 

embedded microprocessors. These products listed under Export 

Commodity Control No. 4529B are controlled by the U.S. Gr-ernment 
simply because they contain embedded microprocessors. Comparable 

instruments with embedded microprocessors are freely available «nd 

uncontrolled throughout the world.



298

Even without foreign availability, the rationale to decontrol 

these Items la convincing. It IB unlikely that a purchaser would 

disassemble an expensive electronic instrument to retrieve a 

microprocessor that coses only a few dollars. Further* micro 

processors in electronic instruments are primarily used to facili 

tate data acquisition or other operational features and cannot 

generally be ire programmed or rededicated for other uses.

Ironic-nlly, both the Department of Commerce and the Depart 

ment of Defense have agreed that many of these items should be 

decontrolled. Virtually alJ. license applications for electronic 

instruinents with embedded microprocessors are approved* albeit 

after the U.S. manufacturer has incurred substantial licensing 

?o<*ts as a result of unilateral U.S. controls. Yet as recently as 

March 20, 1984/ the Wall street Journal reported that the Depart 

ment of Commerce recently began to require U.S. export licenses 

for U.S.-origin heart patient monitors because they contain 

embedded microprocessors.

This continued unilateral U.S. control over items with 

embedded microprocessors has hurt U.S. industry without any bene 

fit to the Government*s export control system. In fact/ wasting 

scarce resources on licensing these electronic instruments limits 

the ability of Government to effectively regulate more sensitive 

items.

Even more troublesome to the Coalition are the obvious trends 

that have developed within the administrative departments: (I) an 

inability to decontrol certain commodities despite clear decisions 

to do so; and (2) a consistent trend to increase controls despite 

the existence of conditions that clearly warrant decontrol of a 

large number of items.

The Coalition is working with U.S. export officials to focus 

Government resources on rendering and implementing foreign avali 

ability decisions. Part of this effort is to shift to the Govern 

ment the burden of proof in foreign availability decisions* 

especially as they relate to COCOM. At the same time/ the Coali 

tion is attempting to strengthen Industry's participation in the 

Government 1 s foreign avaliability determinations. As in other 

areas of the U.S. export control system* such as the development 

of the MCTL or the COCOM list review/ industry possesses technical 

and operational expertise that is unavailable from Any other 

i source.

Adequately adjusting for foreign availability could probably 

do more to simplify and rationalize existing U.S. export regula 

tions than any other single measure.
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Conclusion

Like any regulatory scherce, U.S. export control regulations 
must be periodically devaluated. The work of the Coalition haa 
juat begun, but its initial goala are well-defined:

U.S. export regulations must focua on 
oyaterns for control/ including business 
proprietary systems/ for exports to the 
West* rather than an overwhelming number 
of individual transactions;

   Export controls must accommodate to the 
realities of international trade/ includ 
ing wide-spread foreign availability of 
items subject to U.S. controls;

-  U.S. controls should be eliminated on 
items that are subject to multilateral 
control/ such as in COCOM; and

Industry must be assured a greater role in 
the formulation and implementation of U.S. 
export controls regulations.

By moving in accordance with these goals, the Coalition 
believes that U.S. high technology can be protected from poten 
tial adversaries without undermining the vitality of U.S. high- 
technology industry.

37-784 0-84  20
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EXHIBIT No. 9
[From the Washington Post. Mar. 2X, 1984]

TRADE WARS

i By Rowland Evans and Robert Novak)

The White House, fresh from a bitter victory over liberal Commerce Department 
traders, now aims at a dpubleheader trade win by defeating Senate conservatives on 
a completely different issue; an attempt to crimp high-tech trade with communist 
China on the eve of President Reagan's Peking trip.

On China trade, the president should overcome Republican conservatives in the 
Senate who are usually his allies. But victory there would lack the high drama of 
his recent decisions against Commerce Secretary Malcolm Baldrige, who wanted As 
sistant Secretary of Defense Richard Perle fired or muzzled as the Pentagon's senti 
nel on trade with communist states.

Resolution last week of the long battle between the business-dominated, trade-ori 
ented Commerce Department and the security-minded Pentagon signaled a key 
move by national security adviser Robert McFarlane into the administration's 
trade-policy swamp. It was McFarlane who was primarily responsible for persuading 
President Reagan to give Perle and his boss, Secretary of Defense Caspar Weinberg- 
er, their victory over Baldrige.

Simmering warfare between commerce-hungry Baldrige, facing record trade defi 
cits, and Perle, Weinberger's top guardian against high-tech handouts to the Soviet 
bloc, peaked in December. That was when an espionage coup by the Soviets was 
averted at the last minute: West Germany intercepted a high-powered U.S. comput 
er system bound for Moscow.

Weinberger was immediately asked if the Pentagon had examined the computer 
export license "before issuing it." He said no, that was up to the Commerce Depart 
ment. But he went on to say that the Pentagon must have power in the future to 
deny such licenses for high technology that might be illegally routed to the Soviet 
bloc.

That was challenge enough, hut what really infuriated Baldrige and his trade offi 
cials was a background briefing given the press by a supposedly anonymous high 
Pentagon official the next day. The official blamed the Commerce Department for 
making "a very serious mistake" and for being "careless" in having approved the 
computer license.

The anonymous official was Perle. When Baldrige found out, he went to Wein 
berger and asked that Perle either be fired or relieved of his duties as the Penta 
gon's high-tech watchdog. Naturally, Weinberer refused. Although no word of that 
Baldrige-Weinberger spat has leaked until now, the climax of their struggle came 
late last week with McFarlane's ruling. For the last time, the Pentagon now has 
White-House-imposed equal say with Commerce over individual export licenses for 
high-tech equipment bought here by non-communist countries for possible transship 
ment to communist-bloc states.

As for Reagan's China trip, McFarlane's effort to clear away the land mines pits 
him against tougher opponents. The anti-China trade amendment to the Export Ad 
ministration Act was written by Sen. Jesse Helms. In effect, it applies high-tech 
trade restrictions to Peking similar to those in effect against the Soviet bloc. It con 
tradicts the "differentiation" policy espoused by Reagan after much ideological ten 
sion, a policy that treats communist China differently from the Soviet Union.

Although Senate liberals seldom agree with Helms, his amendment includes a 
provision designed to cbmpel China to sign the Nuclear Non-proliferation Treaty, a 
litmus-test treaty for most liberals. That strengthens it. The Senate-passed bill is 
about to go to conference with a much different House version on regulating all 
U.S. trade.

The president and his advisers want final passage of the Export Administration 
Act before the start of Reagan's April 23 trip to China, confident that Congress will 
spare him the embarrassment of taking the Helms amendment with him. If McFar 
lane, fresh from imposing his will on the Commerce Department, can do the same 
with powerful Jesse Helms and his Senate allies, three years of trade chaos might 
end.
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EXHIBIT No. 10
[From The Los Angelen Times. Mar. 7. ]9H4|

BACKWARD POLICIES RESTRICT Ouk EXPORTS

(By Robert J. Samuelson)

After last year's $60-billion trade deficit, the last thing that you would expect are 
new restrictions on exports. Yet the government is considering tighter controls over 
high-technology exports. Computer and electronics firms are outraged.

Because the proposal aims to curb the flow of technology to the Soviets, the furor 
seems a classic confrontation between commercial and national-security interests. 
Actually, it shows how we unintentionally harm our most advanced industries.

The purpose of industrial policy is to smooth the transition from old industries to 
new, which involves adjusting to growing worldwide competition. But we cling to 
outmoded and exaggerated ideas of how much we can control global commerce and 
technology. And from these mistaken views flow a series of isolated actions that, 
collectively, make the shift from old to new industries more difficult.

For example, although trade protection has raised auto industry profits by permit- 
ing higher new-car prices (up about 40% between 1980 and 1983), the same high 
prices dampen consumer demand and employment.

The U.S. Commerce Department proposed the new export rules because it fears- 
reflecting Pentagon anxieties that high-technology products with possible military 
uses are being diverted to the Soviet Bloc. No one favors this, nor does anyone con 
test the centerpiece of existing controls: the requirements for licenses on the sales of 
sophisticated gear to communist nations.

But now the Commerce Department wants to tighten controls on exports to non- 
communist nations. These are handled primarily under "distribution" licenses, 
which enable firms to ship continuously to overseas distributors without getting per 
mission for each sale. Because most high-technology industries export heavily ex 
ports amounted to one-quarter of the computer industry's 1982 sales of $36 b'llion  
the distribution license is used widely.

The Commerce Departrr it estimates that about 700 exporters have these li 
censes covering roughly )00 overseas distributors. Most of these are wholly 
owned sales subsidiaries 01 , .S. parent companies, but others are foreign wholesal 
ers and foreign firms that incorporate U.S. equipment into their products. For ex 
ample, a U.S. computer might be used in a French factory automation system.

The new rules would require buyers in countries except North Atlantic Treaty Or 
ganization members, Japan, Australia and New Zealand to pledge that they would 
not reexport high-technology equipment without U.S. approval. And there would be 
restrictions on U.S. exporters shipping directly to customers designated by overseas 
distributors.

The many small changes, computer firms say, would have a disastrous effect. Pri 
vately, one major company thinks that 25% of its non-NATO customers wouldn't 
sign the reexport pledge. Another firm, Data General, says that two-fifths of its ex 
ports ($284 million in 1983) might be jeopardized; foreign firms using U.S. computers 
in their products would substitute machines from West Germany, Japan, France 
and Great Britain.

Consider a French firm using Data General computers for its CAT scanner, an 
expensive medical device. The French company faces possible U.S. disapproval of 
some exports.

"Since he's got our computer designed into this product cycle, he'll be forced to 
comply," J. B. Stroup of Data General said. "But when he redesigns, he'll design us 
out.*

Whatever the reliability of industry estimates they may be inflated to influence 
the Commerce Department efforts to control exports for foreign-policy purposes in 
evitably provoke a backlash. Foreigners resent being told what they can do with 
what, they buy. Americans would, too. Their moral. Don't become dependent on U.S. 
products.

Thus our government puts our companies at a disadvantage. Sales that are lost to 
foreign firms have the perverse effect of eroding American economic and technologi 
cal strength.

Our unhappy experiences with export and import controls spring from the mis 
conception that we can deny the emergence of global markets. Keeping out low- 
priced foreign steel might protect the U.S. steel industry, but it wouldn't protect the 
industry's customers. Appliance and machinery manufacturers would simply
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become more vulnerable to imports that are made with the less expensive foreign 
steel.

Similarly, the global diffusion of the new commercial technologies limits the abili 
ty of U.S. export controls to keep innovations from the Soviets. The proliferation of 
supply sources makes control impossible. All that we can deny the Soviets are the 
most advanced technologies whose uses are heavily military. Our allies simply will 
not accept anything else.

But the prevailing philosophy is to restrict anything that might be of military 
use; existing rules require licensing for the simplest personal computers, which are 
now available worldwide. Our best defense is the Soviets' commercial isolation. Just 
because they can buy new technology does not mean that they can quickly assimi 
late it; in the West, what advances technology are competitive pressures for new 
products and lower costs as process that is literally foreign to the Soviets.

The economic implications of these attitudes are sobering. Even under favorable 
circumstances, mature industries such as steel and automobiles cannot provide 
future economic growth and jobs. Their markets are growing slowly or declining; 
advances in technology will mean that fewer workers will be able to satisfy this 
stagnant demand. Only new industries can assure job growth.

Most industrial-policy advocates propose programs to "manage economic change." 
We need not to create new programs but to replace the old ideas that are doing too 
much harm.

EXHIBIT No. 11

ADDRESS BY LIONEL H. OLMER, UNDER SECRETARY FOR INTERNATIONAL TRADE, U.S. 
DEPARTMENT OF COMMERCE, BEFORE THE AMERICAN CHAMBER OF COMMERCE, 
LONDON, ENGLAND, MARCH 8,1984

HIGH-TECHNOLOGY: WHAT COURSE OF VITALITY AND GROWTH

World economies are shifting dramatically both in form, and in content. Once 
they were driven by heavy industry, today economies are being created and sus 
tained by information and new technology. Indeed, the free world's industries are 
moving through a time of unprecedented changes.

Emerging from the deepest recession :,> ••(•<• the 1930s, industries now face many 
critical decisions that will bear h.avil,, in :";ieir long-term competitiveness yes, on 
their very survival. An often coruentior. debate reveals a divergence of opinion 
among industrial countries on what are the best choices. This places pressures on 
our economic policies and challenges *Hc commitment to continuing liberalization of 
international trade.

What are the policy choices for the 1980s? How do free trade, protectionsim and 
global high-technology relate to each other?

Protectionism—market access—high tech
Governments today are facing growing domestic pressure to limit foreign access to 

their markets. Incidentally, there are 89 separate pieces of protectionist legislation 
now pending beiore the U.S. Congress which the Administration opposes. Most 
governments seem increasingly to believe that the path to higher growth and em 
ployment requires development of favored high-technology sectors. Thus, we are 
seeing a proliferation of government programs to promote these targeted sectors.

I was recently surprised to see an opinion poll by the Wall Street Journal which 
showed that European executives do not see a single European country ranking as 
the leading source of technology in any technological area.

This assessment contrasts sharply with the attitudes of the 1970s which portrayed 
Europe as making major technological gains. This shift of mood may be worrisome 
if it rekindles the Servan-Schieiber attitude of the sixties that increased govern 
ment action is necessary to close the technology gap.

This apparent drift toward trade and investment chauvinism must be viewed with 
extreme concern by government and industrial leaders. Many of our trading part 
ners seem attracted to restricting markets a course which, for the rapidly chang 
ing high-tech fields, usually leads to disastrous results.

Using protectionism as a targeting technique instead of focusing on the global 
market has retarded Europe's high-tech capabilities in some areas. It has not 
achieved the hoped-for results, certainly as measured by the perceptions of Europe 
an executives.

In the United States, high-technology industries have been successful exactly be 
cause of exposure to competition. Corporate survival depends on the ability to
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design and market products which beat the competition in quality and reliability, 
but which cost less.

Government intervention in the form of subsidies or market protection has tended 
to stultify innovation and, you know, once started subsidies are difficult to end. 
Let me review some disturbing developments that suggest a drift toward protection 
ism.

The recent EC proposal to close off trade in digital audio disks (even before it de 
velops) by raising the tariff on sound recorders from 9.5 percent to 19 percent, con 
cerns us because it could set a pattern for "preemptive protection" in high-tech 
products, and thereby discourage innovation and trade in new products: threaten 
the closure of potentially lucrative markets and you will choke-off creativity and in 
timidate risk-taking by outside competition.

Another example is the current plan by the French and German governments for 
mobile cellular telephones. Last November, France and Germany agreed to establish 
a joint cellular phone system, to start operation in 1986. The agreement started as a 
device to open the telecommunications market. As now written, non-French and 
non-German firms will be excluded.

Who will suffer the greatest damage from such agreements? First, by setting a 
unique standard for France and Germany different from a world standard, a busi 
nessman traveling from London to Paris will be unable to use his cellular phone. 
This defeats one of the chief benefits of cellular technology.

Second, by creating a unique standard, France and Germany will be forcing their 
firms to create products that won't have markets in the rest of the world. And be 
lieve me, the market potential is staggering.

Perhaps a more classic situation of how protectionism can hurt Europe's high- 
Tech sector is the 17 percent tariff on semiconductor imports from outside the EC. 
This tariff, aimed at helping the EC's semiconductor industry, in fact hurts Europe's 
computer and telecommunications industry.

By not having access to the lowest price components that could be available. Euro 
pean computers are disadvantaged. Indeed, the EC industry is becoming more and 
more dependent on Japanese producers for top-of-the-line computer hardware. In 
many cases, EC firms are merely marketers for Japanese products, instead of pro 
ducing the hardware themselves. In certain countries on the continent this is reach 
ing proportions I would find worrisome, were I a government planner interested in 
developing my country's high-tech competitiveness.

I understand that the British Government plans to press the EC to bring this 
tariff on semiconductors in line with the Community's 6 percent duty on computers 
that would be a most welcome step.

Some encouraging signs
The European Strategic Program for Research in Information Technology 

(ESPRIT), designed to bring European companies together to work on research in 
such fields as microelectronics, computer software technology and computer inte 
grated manufacturing, has been funded at $1.3 billion over the next five years, with 
equal contributions from European industry and the EC budget. The budget is im 
pressive and the objectives are high-minded.

This is an opportunity for technology-sharing, and we think it will benefit the 
knowledge-base of the world's technology. We understand that all incorporated 
firms in the EC, regardless of national origin. I repeat, regardless of national origin, 
will be welcome to participate. We will continue to watch this area with interest 
and will encourage the cooperation of EC-based U.S. multinationals who have much 
to contribute towards achieving research breakthroughs.

U.K. high-tech firms, we observe, are attacking world markets aggressively:
In Scotland's Silicon Glen, Rodime Ltd., makers of computer disks, has become a 

world class competitor. The company is a likely supplier of disks to IBM's new Win 
chester storage system.

Thorn EMI Information Technology, based in Hampshire, has launched a major 
thrust into software publishing and marketing in both Europe and the U.S.

New U.K. companies in the personal computer field are entering the U.S. market. 
These include Oric Products International Ltd., Juniper Cantab Ltd., and Dragon 
Data Ltd. And there are others.

In addition, the U.K. is taking steps to open up its telephone monopoly. Among 
many benefits, this will lead to improvements in productivity in the services sector, 
bolstering the already strong London-based banking community.

These examples of aggressive corporate strategies by the U.K.'s high-tech industri 
al sector are necessary to remain strong and competitive in the global market 
place and we welcome it.
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U.S. interest in Europe
Is the U.S. interested in seeing a competitive high-tech industry in Europe? The 

answer is "yes" in addition to our mutual security concerns. Europe is the biggest 
market for U.S. products.

If Europe's domestic high-tech industry is not healthy, the U.S. would lose its best 
customers, and this trade flow would be lost. Moreover, American companies and 
American consumers know they stand to benefit from new technologies developed in 
Europe.

High-tech transfer
There are those who apparently believe the U.S. is restricting the flow of technol 

ogy to Europe for the commercial benefit of American firms. Not so!
On a commercial basis, we understand the problem. I would like to report that 

America's business sector is also expressing concern to the U.S. Government, saying 
that the security aspects of trade are damaging U.S. foreign business relationships 
and prospects. So I can say that U.S. and European businessmen have a common 
interest on this point.

The U.S. Government is principally concerned with enforcing COCOM regulations 
and agreements carefully worked out between our allies. We are not trying to stop 
technology transfer to our allies. Nor are we encouraging economic warfare. But we 
are trying to balance real security concerns with the absolute need for open mar 
kets between our trading partners.

GATT-OECD
In addition to COCOM, the U.S. is using GATT and the OtfCD to address the 

trade issues of high technology goods and services.
We see this as an uphill battle. Many governments believe either that high tech 

nology products don't deserve more attention than other manufacturers, or that 
government support for these high growth industries either internally or through 
protection at the border is crucial to their ability to compete internationally. So, 
they are unwilling, so it would appear thus far, to contemplate limitations on what 
they consider to be national prerogatives.

We will continue to press these efforts, recognizing it will require a long-term pro 
gram.

Conclusion
What course should be taken for vitality and growth of high technology?
Since World War II, U.S. trade policy has been based on a common principle for 

both emerging and declining sectors that we should create conditions which allow 
market forces to operate freely to the maximum possible degree, in the United 
States and in world trade. This principle is balanced by the obligation to maintain 
national security and to create an environment permitting our economies to under 
go structural change with as little pain as possible.

As I mentioned in my opening remarks, the free world's industrial base is moving 
through a time of unprecedented change. Emerging from the deepest recession since 
the 1930s, many critical decisions are needed. How best to accomplish the twin ob 
jectives of rationalization and modernization is best answered by private sector deci 
sion-making, and by efficient operation of free and fair markets.

Together, the United States and Europe have a common interest in liberalizing 
trade in high-technology goods so that we can reap the benefits of their economic 
and technological advances, and we should recognize that high-technology will pave 
the highway to the future for much of our international trading community.

EXHIBIT No. 12

[From the Washington Post, Apr, 6.1984]

SWEDISH FIRM CHARGED IN RADAR DEAL

(By Al Kamen)

Federal prosecutors filed criminal charges yesterday against a major Swedish 
electronics firm for illegally selling the Soviet Union a highly sophisticated radar 
system with important military applications in the last 1970s.

The company bought parts for the system in the United States and allegedly for 
warded them to the Soviets in violation of a license from the Commerce Depart 
ment.
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The shipments, which one official called "one of the most serious diversions" of 
military technology ever to the Soviets took place from 1977 through 1980. They 
substantially increased the ability of the Soviet Union to defend itself against 
manned bombers and to coordinate air attacks on western Europe, according to Pen 
tagon officials.

The prohibited equipment, some of which allegedly was secretly smuggled by 
hand to the Soviet Union, was sold Datasaab Contracting AB, which at the time was 
half owned by the Swedish government.

The sales, made in violation of U.S. export control laws, were discovered by U.S. 
officials in July 1980. This touched off a two-year U.S. investigation and a sharp 
dispute between this county and determinedly neutral Sweden.

The sales also were a major topic of discussion between Defense Secretary Caspar 
W. Weinberger and his Swedish counterpart during Weinberger's October 1981 visit 
to Sweden. The radar sale furor derailed for months a request by Sweden for Ameri 
can engines and missiles for its new fighter planes.

The criminal charges made yesterday against Datasaab are said to be the first 
brought in the United States against a foreign company for violating U.S. export 
control laws. Such violations have become an important issue for the Reagan admin 
istration. The charges were filed in the form of an information, which is a standard 
procedure when prosecutors expect defendants to plead guilty.

Foreign corporations are normally beyond the reach of U.S. laws, but corporations 
violating export control laws can be barred from future trading with U.S. compa 
nies. In the case of Datasaab and its now-parent company, the giant electronics firm 
of LM. Ericsson, a department from U.S. trade would have drastic economic effects.

As it stands, Datasaab, which Ericsson purchased after the technology transfers 
were made, can be penalized five times the value of the exports involved in the par 
ticular license, which would be about $15.6 million.

Knowledgeable sources said they hope a "seven-figure" will be paid by Datasaab, 
and that the company will agree to take other steps to rectify the damage done.

One Pentagon official said amicable defense relations have been restored for some 
time with the Swedish government. "They have recognized the harm to their own 
neutrality" that can result by such violations of U.S. export control laws, that offi 
cial said.

The Swedish government, although apparently not aware of the illegal sales, has 
already "compensated in tangible ways" for the radar incident, he said, citing the 
recent seizure by Swedish officials of a major computer system that was illegally en 
route to the Soviet Union

The Soviet Union began looking to improve its air traffic control system in the 
early 1970s, contacting numerous American and European firms for help. By 1973, 
there were three serious bidders for the proposed contract: Datasaab, a French com 
pany and Sperry Rand.

Among other things the Soviets wanted, Pentagon and industry officials say, were 
computerized primary radar systems able to track not only planes that transmit sig 
nals as do almost all civilian planes but plans that do not.

Federal Aviation Administration, Commerce Department and Pentagon officials 
immediately objected, telling American companies they could sell the Soviets what 
was in place in U.S. airports, known as secondary systems, but not a primary radar 
system capable of tracking military planes.

Datasaab, according to two U.S. industry officials, offered the Soviets the primary 
system and other features prohibited by American officials.

Datasaab and the Soviet trade organization V/O Electronorgetekhnika signed an 
agreement in September 1975 for a complete air traffic control system for the Soviet 
Ministry of Civil Aviation and the national airline, Aerofiot.

Datasaab, using Swedish and European-manufactured technology, began work on 
the contract, but in the summer of 1977 asked the Commerce Department for a li 
cense for $3.1 million in parts that were essential to completion of the system.

The request again met stiff resistance from U.S. officials and equally strong pres 
sure for approval from Swedish government and industry officials. Lawrence Brady, 
then Commerce's deputy director for export administration, said in a recent inter 
view that there was "intense pressure from the Swedes, including a direct phone 
call to me from the Swedish ambassador."

But Rauer Meyer, director of export administration at the time, said the pressure 
"was not that unusual" although there "was a lot of anxiety" on the part of the 
Swedes "at that stage of the game," because "the Swedes had already gone ahead 
with the Soviets" and had begun work.
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In November 1977 Commerce finally granted Datasaab an export license with 10 
specific restrictions designed to ensure that the system could be used only for civil 
ian air safety purposes. Datasaab agreed to the restrictions.

"This was still the period of detente and there was a legitimate concern for air 
safety in Moscow," Meyer said.

According to the information filed yesterday by Assistant U.S. Attorney Raymond 
Banoun, Datasaab violates the restrictions in at least five ways, giving the "USSR 
technology directly applicable to military research and development efforts."

EXHIBIT No. 13 

In files.

EXHIBIT No 14

[From the Wall Street Journal. Apr. 9, 1984]

EXPORTING LEADERSHIP

We doubt that Athens had the kind of problems running an alliance that the U.S. 
has. The Athenians, or instance, would have made darn sure that Sparta didn't get 
hold of their microchips to build a better catapult. That times have changed is clear 
ly evident from the debate in Congress over the Export Administration Act.

This is the law that lets the president veto sales of goods for reasons of national 
security. The argument about a new bill pits free marketeers against the defense- 
minded free marketeers. As defense-minded free marketeers, we looked to Adam 
Smith for guidance: "Defense is of much more importance than opulence." Manufac 
turers shouldn't willy-nilly sell products with military significance to the enemy; 
their profits don't outweigh the general costs of defense.

But U.S. manufacturers complain that others will sell the goods if they don't, and 
Europeans don't like the idea of the U.S. applying its rules extraterritorially. There 
could be a simple resolution that would lower the hackles of both groups. The U.S. 
and its high-tech allies could agree what can be sold and what can t. There's an at 
rophying group already set up to enforce such a system; the Coordinating Commit 
tee for Multilateral Export Controls, called COCOM, which includes NATO (except 
Spain and Iceland) and Japan.

But the effectiveness of export restrictions depends on whether exports are re 
stricted. So far, weak COCOM rules combined with U.S. restrictions under the 
Export Administration Act have slowed the technology leak, but only a firmer 
finger can plug the dike. In 1983 alone, 147 Russian industrial spies were booted out 
of Western countries. Richard Perle, assistant U.S. defense secretary, recently told 
Europeans by satellite that 150 Soviet weapons systems use Western technology, 
adding billions of dollars to our joint defense costs. Just last Thursday, the U.S. 
charged that Datasaab Contracting A.B. of Sweden had violated an export license by 
shipping the Soviets parts that enable them to develop a sophisticated military 
radar capability.

New versions of the Export Administration Act have passed the House and 
Senate, and are in conference. The Senate bill would somewhat strengthen the 
president's hand, enabling him to blacklist imports to the U.S. from companies or 
countries that break the U.S. export rules by reexporting to the Soviet bloc. The 
House bill would let Congress into the act whenever the president wanted to apply 
the law overseas. The problem with both bills is the American quandary in the 
Western alliance: Are the allies with us or against us on this? If they're with us, 
extraterritorial application of U.S. rules is largely superfluous. If they're not, the 
rules are needed as part of the U.S. commander in chiefs arsenal.

Mr. Reagan recently angered the Commerce Department and the allies by an 
nouncing that the Defense Department will have the right to review distribution 
licenses for several high-tech goods to a dozen non-Communist countries. This is the 
kind of change that could give COCOM more bite. Take the case of the Digital VAX 
11/782.

The parts of this $2 million computer were carefully loaded into crates on a slow, 
circuitous boat to Russia. The machine was bought by a company in South Africa 
that fronts for the Soviets. Commerce Department investigators let the shipment 
through, then found out where the freight was headed. Three crates were stopped in 
Hamburg. Four others made it to Sweden, where after some diplomatic dillydallying 
the Olof Palme government shipped the parts back. Another eight crates are not 
accounted for, presumed by Commerce to be in Russia after passing through various 
European countries.
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The VAX is a serious computer, capable of running the strategic command and 
control of the Russian nuclear forces. The Commerce Department has told Digital it 
now must file separate applications for exports to West Germany, Norway and Aus 
tria, which are now howling.

The prospects for joint U.S.-European cooperation on controling exports are not 
bright. The Europeans harp on the temporary U.S. sanctions in 1981 against tech 
nology for the Soviet natural-gas pipeline. They didn't like having their knuckles 
rapped for subsidizing the cost to Russia of the pipe, paying above-market prices and 
otherwise engaging in 1970s detente-style "trade as the Russians marched into Af 
ghanistan. That episode, however, does have a happy ending: The plan for a second 
strand pipeline has been scrapped.

The best way to administer exports would be for the Western nations first to 
agree on the principle that otherwise unavailable and strategically significant tech 
nology should not be transferred to the backward Communists. Then we should 
come up with a list probably a long one of goods that we''.l keep from the Soviets. 
F the allies act together to stop the technology leak, there would be no issue of ex 
traterritorial reach. This was of course the original COCOM idea. If everyone 
chipped in to make it work, the U.S. wouldn't be in the position of annoying its 
allies in order to defend the alliance.

EXHIBIT No. 15
[From the Wall Street Journal. Mar. 14, 1984]

CROSS-BORDER FLAP: U.S. WORRIES ITS HIGH-TECH GEAR REACHES COMMUNISTS VIA
CANADA

(By Eduardo Lachica)
WASHINGTON In October U.S. Customs agents seized 18 oscilloscopes from a 

truck stopped for a routine border check on its way to western Canada. Investiga 
tion later showed that those electronic measuring instruments were illegally bound 
for the international black market in U.S. high-technology goods.

Lesley Kinney, special agent in charge of the U.S. Customs station at Blaine, 
Wash., is chasing 25 other cases of suspected smuggling of U.S. technology through 
Canada to communist countries. But he admits it's "physically impossible to catch 
all the contraband that comes to that heavily traveled crossing on the U.S.-Canadi- 
an border. "There are 500 to 900 trucks that run through here every day," he says.

Incidents like these have alerted the Reagan administration to the danger of criti 
cal U.S. technology going astray through the Canadian back door. If the leakage 
persists, a senior administration aide warns, the U.S. may have to take the diplo 
matically sensitive step of revoking Canada's special exemption from laws that re 
quire export licenses for American technology. The licensing rule is designed to 
keep Yankee ingenuity with possible military applications from falling into the 
hands of China or the Soviet hloc.

R. T. McNamar, deputy treasury secretary, complained about the problem at a 
White House meeting last week, according to administration sources. The Depart 
ment of Commerce is concerned and so is the Justice Department," says Theodore 
Wu, who heads Commerce's export-compliance unit.

PROBLEM COULD BE IMMENSE

The problem is potentially immense, although nobody knows how large it actually 
is. But most Washington experts sav the Soviet bloc is the main beneficiary. Each 
year about $38 billion of goods of all kinds moves from the U.S. to Canada, crossing 
the world's longest unfenced border.

For technology exports to every other destination, U.S. companies have to take 
out Commerce Department licenses. But the same companies can ship to Canada 
the most advanced computers and microprocessors items the U.S. says the Soviets 
want badly without leaving a paper trail through which these shipments can be 
monitored until they leave Canada for another country.

Canadian authorities deny charges by some U.S. officials that their export con 
trols are lax. "We're satisfied that our control procedures are as good as those of 
any other country, perhaps tougher then most," insists John Kneale, a spokesman 
for Canada's Department of External Affairs, in Ottawa.

So far, the export-control issue has been confined to confidential exchanges be 
tween Ottawa and Washington. But it could boil up into a serious cross-border quar 
rel if other cases become widely publicized. A federal grand jury is currently consid-
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ering issuing an indictment against a group suspected of having conveyed a sophisti 
cated U.S. computer to the Soviet Union through Canada. Federal investigators will 
only say that the computer was trucked through Buffalo, N.Y., which they say is 
another route favored by technology pirates.

Mr. Kinney, the U.S. Customs agent, has identified two ways U.S. products could 
slip into Soviet hands undetected by either U.S. or Canadian authorities. Smugglers 
can ship them to a legitimate Canadian manufacturer or a phony freight-forwarding 
firm and later get these products to be reshipped to a Western European country 
(allowable under both U.S. and Canadian laws if no diversion attempt is detected) 
The European consignees, however, could turn out to be fronts for Soviet-bloc tech 
nology collectors.

From evidence turning up in his investigations, Mr. Kinney suspects that many 
fake forwarding-companies are being set up to smuggle goods to the Soviet bloc. 
"We can't get to them unless we have full Canadian cooperation," he says.

U.S. authorities say they do get help from the Canadian Customs and the Royal 
Canadian Mounted Police's Customs and Excise Division. But the Canadians are 
"brand-new to this game" and could use more budgetary resources, Mr. Kenney 
adds.

Washington officials don't consider Ottawa's enforcement record too impressive. 
Since 1981, Canada has brought only three cases under its Export Permit Act. One 
of these cases charges the unauthorized export of electronic and nuclear equipment, 
some of U.S. orgin, to Dubai and Pakistan, and is scheduled for trial next month.

CANADA'S RESPONSE

But Canada is responding to U.S. pressure to plug technology leaks. Since Jan. 1, 
Ottawa has required Canadian re-exporters of U.S. made goods to certify the status 
of their consignees in six places from which U.S. technological equipment recently 
has been diverted to communist countries: Switzerland, Austria, Liechtenstein, 
Yugoslavia, Finland and Hong Kong.

If Ottawa still harbors doubts about the consignee's credentials, it can ask for ver 
ification that the products were actually delivered to the reported buyers, Canadian 
officials say.

To deal with continiuning U.S. complaints, Canada plans to send a mission to 
Washington next month to discuss export control issues with officials at the Com 
merce, Treasury, Defense and State departments.

Both governments want to head off a confrontation that might force the U.S. to 
revoke its current licensing exemption for technology exports to Canada. Requiring 
U.S. firms to license high-tech exports headed for Canada would swamp the Com 
merce Department's already overburdened licensing bureaucracy. It might also pro 
voke Canada to require licenses for certain exports to the U.S.

Nevertheless, the Commerce Department's Mr. Wu says the administration is 
studying "whether the old policy is still valid or whether any changes are appropri 
ate. At issue are trade benefits provided by a 1941 pact that binds both countries to 
share defense production and permit a free exchange of technology.

The agreement was forged in the flush of North American solidarity against the 
threat of Nazi Germany. But times have changed. The Reagan administration is 
tougher on the Soviets than many of the U.S.'s allies, and neither Canada nor West 
ern Europe is always ready to charge to Washington's bugle calls.

EXHIBIT No. 16

(From the Washington Post. Apr. 9, 1984)

EXPORT RULES THAT WORK
Keeping strategic technology certain advanced computers, for example out of 

Soviet hands is exceedingly important. But the United States can't do it alone. It 
has to work in cooperation with its allies, and with other countries that are capable 
of producing these machines.

The struggle over strategic export controls is now going forward both in the ad 
ministration and in Congress. Within the administration, the Defense Department 
is trying to impose its own extremely broad definitions not only on this government 
but on others. In Congress, a conference committee is shortly going to try to recon 
cile the very different Senate and House bills the Senate having voted for an abra 
sive attempt to enforce American law on other countries, the House having written 
a more restrained bill that is also more likely to be effective.
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William A. Root was the State Department's expert on this subject until last fall, 
when he resigned in protest against the administration's current methods. In testi 
mony before a Senate committee last week he observed that, by the pragmatic test 
of getting results, American arm-twisting and a rigid insistence on American poli 
cies have been a failure. "For example," Mr. Root said, "we could have had 
strengthened controls on computers and on oil and gas items by now if we had given 
a priority to give-and-take negotiations rather than to efforts simply to persuade our 
allies to adopt our original proposals."

There have certainly been lapses in the embargo. A few days ago the federal gov 
ernment here brought criminal charges against a Swedish company for having sold 
American-made radar equipment to the Soviets in the late 1970s in violation of the 
export license. The prosecution is entirely proper. The radar is the kind of gear that 
ought to be sold only under licenses, and licenses need to be enforced. It might be 
noted that the Swedish government recognizes the need for these controls and has 
been providing valuable help in enforcing them.

But the administration weakens the whole structure of surveillance and enforce 
ment when it tries to apply the rules increasingly broadly to wide ranges of goods 
used in the civilian economy and to technology commonly available in the industrial 
world. That's where the quarrels with the other governments start. The Defense De 
partment in particular has been pushing, with some success, for definitions of stra 
tegic technology that include increasingly common commercial electronic products. 
But as the government expands the numbers of export licenses required, the atten 
tion given to each license will inevitably decline. As it tries to put pressure on other 
countries to enforce rules that they regard as impractical, it will get less help in 
enforcing those rules that are well justified.
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EXHIBIT NO. 17

Export Policy Triggers Dispute
Tight to gain primary authority over the Defense Dept's 
technology transfer controls embroils top-!avel officials
*\y paul Mann

W.uhinjium—A new hid by RichurJ N. 
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t.-rs.

Specifically. D

.
,-: --> Cs-pa- '»\. \V,-:;.b;fcrr

»i t ••"-." -'^3 P'.J.'I- ;-.- fill; d
jT IV-.; s pol'v'. hrj ;•..!• ca:t

.i tt-r ir,; i:!i> r.: iJic M.ift loci, b'jt 
- tft»iv."i lii h^fMSs ^enlOf officuls

!idniic. Iradi dfj -rf 
ti D ar>er.. cf "a ^LT

^cc-;>ed Pifle's
for in:ern»;tonal 

unt:-' pclic*. Ste- 
'^ mi-.dliwri;ion

an" export !i;r:,v? iJrn-^-r,-,.,.-. p;'JW 
to that a I read \ 'ii ix ng in D;l.ao?,'s of- 
fite (A^iSi S.-p: !=!. p. "1) Brvcn created 
this new admir.i,tra::on. ann^ipatirj ihat 
when 2CWOXX bicirn: format n »ould

rtcymmendjtion^ w-re ignored. DeL«uer 
charged, und "Thiv hai mulled in politi 
cising the CoCom technical di^cuuiont. 
hs% feised schout quntions as to the tech 
nical credibility of representatives to the 
ntgolianoni. si'.d TIJS «tvcn an incc ns-.Mrm 
and l)iu> confusing mosugc ID t>j;h U- S 
ind tllird industry " CoCom is (h* Ccpt- 
dmating Comrniit*e of the \»nt;ni «lli^ 
for controlling trade in i(rj«gic jowii to 
Communist countric\.

• thing contract tcchn;cat ad^t^en ta 
support policy views on swrchnt, ccm- 
puleri and micriKlecircnict "c 1 fi though 
technical advice had iifindy been provid 
ed by the office of under secrrtar. of Di 
fen« for rcv.arch and engin=-rinj."

• Dictatir.g ihs rcL-a^c $cid:::ri« for 
Ver> High Speed !ifc;r:m-.J Circuit 
(VHSIC), eicn ilirjjii the VHSIC cifici 
of primary itspf ruMvy is rcs-^rch and 
cns^ie-rmg "VHSIC conrrjcio;* h. t ^ ~ il- 
fcadv t»pf<r-.%ed ih;ir co.i-.er.i'. rduadnj 
iheir poter.tul v.crfdra 1*.-! tV'--ii ihc pro 
gram, and raivinj the proipc.'! =f fe cla^i 
action suit," D:t.3U:r ^:n"J

On Dec 2, Per'.e sent k mer-.r.'irnium 
to Dt!.3ii(r. wji r.^ hi lud r.v;?f!:l\ dii-

i > !> lo rreveul i 
-.- 'J-)-"! I;-. iM

hnolitgy )i»i tn III- and dfparir:cr .: ;-?-.• • .-r - i.j r; L,rd in
lM*'.. D^Lancr. un- negotiating Cc<"-0m i muldliKtal export
- • ;.?£ ;rf ,*;- .."• con;f.>\ on ccnifuifr h?rd*ar^ ar.d «>ft-

bergcr and thai 
wpran of Hi? po' aci. r-mjc^u ,i-J pf.v 
cejure-, embotficd TI in-: in-cr-.ir Offt-nic 
Dept. tlifcrtive ar.^ \- fitp::T?f :? pbte :t 
inio full effect nov.."

Drl iuer reptird Il« 1J ihn. o^ l>\e 
contrar>. 2040 XX c'cw.% nc: CfrrreMy re 
flet)

Soviets Laur.ch U. S. Sensors on Satellite

ha-Cf.jre and cooperation invotvpd in th* ftus-i-an mic.'vi;- ra; ,n»;i/t<3 "i-- ''.TI-S 
Resia'Ch Cpnlci At Mountain Vif *, Cilif

Stjdy tSe performance ol the cardio^ncular iyite-n in zero $

be-f>E CO'""Ci:'1 led v.ith the onp or more mon^cyi in td? sps'.f ;'a'T 
Th,>fv -jLoiie pn-^n-int *h«tc f*ti fin tnt> ipaccctati •«<(,' -ed ir t S'j^-el U S 4'jdy

Ht3?*n Admm.itfjtioii allowed to contntie i«1tef the io/i-'i s^;: oo/.n a Kc'ean A.r 
L're-, Co'..n£ 747 (».V.M Stpt 5. p 25) Thi? ipac«? projoc' «*•. nal caniclcd b*,» jit 
Ifii- AanvniMrAtion prtltfft-d mtrrnjlionjl as op^lied to L^.aftfai 3c(>on a^t'i' thf

mtii: rcsponstb:

siblings for lech

propnsjd dirtc

ri-l*rv i>( Defcn 
superior

v,Lif>t<--d m >oti i,

ft ir tK- Mvrcurv

Displcjscd ui 
adniiniMraiii<n 
nionlris. Drl^iu
I!K- pjrti.il Iran 
hilil> thai i*xu 
Hi>cn\ staff n« 
ofluY the adnur

:ies fcf r>=i

:o'^s; re^ie*

•*r doe* no

tf f'Jf pollL>

told I'crli ll'i 
tort", ihe rr»:

s fin.it rc%i?w

h iho way r!«p 
ha'> evoUcd

rccJ lit Scpld
•V OXCT ftnl'l

\ii.itii)ti <>r c^r
(»;vhlu>liH'\ — «

HM<> rf ll.,l.

r>c l>..?.

:nd tevh-

t jdd-c,,

* hr..-.

the inter- 
:,3l 1 for 
request of

sad/rtr «£•

v»rt control 
id' rwi-cni

r.ber *fn:it

H.->, fllf Itttl



311

r.,iiftn», jNn v,js to have been transferred 
tu Br>i:n''. office but lu* noi been, jciMrd- 
[.,^l.» Ait Por;eU Col Brute R Maser. 
dirvU.ir of munilmn-. control in rirwjtch 
jr>d eticinsennp
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enter ltd in hi* Dec, 13 memorandum to 
Perle.
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jniernihynal economic policy directorate. 
a national disclosure/military technology 
cooperation directorate and a strategic 
ti»de l-o!ivv directorate. The last is head 
ed by John R K on fa la and handles Co- 
Corn list reviev..

DiLauer's charge that Br>en and Kon- 
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wini'd continue into ueM >ear on comput 
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U. S,, British Discuss Supersonic Joint V/STOL
Washington — U. S. and British of li:oi* will meet here in February to develop a prc^'am 
for an experimental iuptrsonic shon la^tolt and vertical landing fighter for th* year 
2000 time scalv

Ham Marl*, deputy administrator ol the National Aeronautics and Space Admir.itrt- 
(.on, said last *Mk that while the program is only in tts early formative stajiv the 
officials want to have an experimental version of the aircraft ready within three y*irs*

Mark »<d the ollicial* met in Great Britain last May 10 lay plaru tor the program. A k«j> 
concern ol both nations it that technology tx ktt>t secret white developing Ihe airlift.

He added. "It's not just th* British who are concerned. We are. too."
Mark said plans now call for the »>rc,rafi to be k follow -on to th* tectaolo;/ ttiat 

produced British Aerospace's V/STOL Harriers.
He earlier rud told the transportation, aviation and materials subcommittee of th* 

House Science and Technology Committee. "We >r* looking toward the development of a 
ioml U. S.-British short takeoft and vertical landing aircraft. VV» hope to field thes* LJ th* 
yea' 2000."

British officials confirmed that preliminary discussions had been held on the prc^ram, 
but stressed it was in the early planning stages A mockup of a supersonic VTOL I jMef 
is being kept secret at th* British Aerospace Corp plant a* Kingstan-Upon-Thom^s

Mark also told the subcommittee NASA ti plan rung a development effort \v h;;<-'Sori- 
ic manned Or unmanned »iirr»tl to &* dropped from Ihe space shuttle

"The shuttle f>ves us the ability to drop hypersonic airplanes." b> sonJ "The> "t'l b* 
designed to tit m Ihe shuttle bay t^t" thi/ will Ti> m the upper atmotp*i«re "

Development ol that program vot iiipotj-i: he said, oecause thos* ?ircrat: '.~.v6

Mark also saio so^e money (or -n.s project mj, be included m NASA sFisca. ;9SS 
research and development budget 6 jt it p'obib-y '^iil riot t>* a ipicrf.c \<nt ite<" • that

He also told the panel u S aircraft manufacturers may be et>i« to "Itflpl'e 
competition by developing tilt roto' s.fcraft for co-nmut*r aircraft «:^i 

He said that after in* U S miKi-/ boiids 1.000 ol those ai;:,raft und*r

" f:-fli(n

version of the aircraft

"are the «*»cnl of control* on softwdre 
snd on microprocessor-based compjtery" 
T^lks will resume in blj Januar;. anil 
prubabl) uill run until mid-Juno

A Dci'cniC D^pi (im;u1 c.)n\er»jnr 
with the depute b^-tMccn Perle and De- 
Lauer said Thu><r had cnen a^ur.ir.ces M 
DeLaucr that Perle'i imercrtvioiT wiin 
Wcmbcigtr vtoulJ not prnjuce ar\> pre 
cipitous atttun by the Mxrctary rejirding 
2040.

Htf viid the lurf hjttle bei^cen ihc i«o 
hud * tjkcn un .1 dinu-iiM;m of a perMHuI

ture th,it i\ icrnbtc. deplorable «n.1

our armament* cooperation cbjfctise^ 
«iih friendly and allied nutijrts •• -d lu ite 
heuhh of our own industries. Ta^rmeitt of 
technology transfer a* an isob'.-d issue 
and mi\ed signals on uha »rv:iV.> for lh: 
Drl'enve Dept. technological cr-n:nuni;y 
wdl proic highl) detrimental to \:t lar«r 
nj(ioii.il \ecurity cuuc<;rnv of il>; Defenxr 
D^-pt aitd the braider inu-rr-s of ihe 
L" S. govL-rnrneni.

"Undi-r secretary of D^fen*:. re**jrL-h 
j:>J enpini-ermg nin«,t rciain rcvr»'i»°bil|i > 
for management of munition* („• ;;;•< CJM> 
j;iJ Ihc spokcsnuti and ntcoiiJi.-r fur »

E-3 Modification Kits
P?: rg Aerotsjce Cc rsi received »
i-i ?-•)•« USAF «ir«TT ta s-rvi*

>^ 14 U&AF,'ftoving t-3 3ifbotn» warning
*n, ( control system Aircraft

l> Mbs tne i-.-cond Award in a program
trial .s t.pKted to include kits tor 32
AircrJt »: a total value ot about SI 30
mill-on A contract fo* the Itrsl increment.
involving ] 1 kits, was awarded last April 
(•.-.*•.! A.IF 25. p 2<)

T'ir rr.ojit.calians upgrjd* Ibe aircraft's 
i Jijr co neuter, communications a'Kl dii-
p!jy vqoiptrwnl The k'li are being built by
B-v-. •-,. in Seattle *r>g mstall«t>on is to be
p-l^r n^j »| Tmb?r AFH. OhU

I'orluiiJii.- Th»:> nuj n*: rust the ptiim 
when: lhe> can eel Uipfllier and vvork
Irimi*'. Out "

The iwrvin di^uU. lie said. v.. : . wur^v

dev-.deJ lo puv evrv.rt It^iisc adui.niMrj-
lion aulhiTit> id icvMr.h and chfci.vriiiB.
The interim ?IMO pt'li-'> would r»»crxr
(hat I«7<J sl-.U

DcLaiicr told Pi'rlc lit »;is prtp-irrtl li«
pursue j diiili »gnc k-iulm^ In ;m t.irU ii>ni
pk-tii>n uf :CMO

Mico^ilicn ttvh 111 'l«'t:» iriitistcr c»niriiK
Huwowr, 11 is ini|via(iu- lli.H UK IX-l^iiM
IX ( M iii.iiiil.iin .1 Kil.iiKVil |K-r-.|\s:^v i.<
w.iid vt'iilml i-l kvhiu'U'L'v in K-l.>'i»H I"
%luii(:ll»-t>iiit: i>u> i.\],i,.-l.>pt>'l f1 '^'- '•'

opcrjlive rescjrch dctrtunni.' 
qgisilitm arr.ingenient>." hv
"These munitions IK-CIIS-.S t.'i>iii
k.,^ or s;,k- ufd..:,. i.ulusin.,'

allu'd n.nittii\. Tliew O^ISIOHS
k.l I!K rn-jllli uiij Mrciipili
injiistri.il b;tsv."

This potiiion alxi u;is cituiik.
cr this year b> u rK-H-nx- $cu
i.i-k I'nrLL- rfrn>rl (;\«.\M Oil
h rkVitnimciuMI Hot tlk- IX-i

Ii.ni.i1 niiinUmri'. ln.viist.-s uiiil
llu :iU()\\ r .|,^ .,, ,,,,Ju
ilt-iii. il uf ii.xliiM'l»i;\ ir.nisK'r '*
i:. -iu-i.il n if Mi|v|v<il Ini lit,|ii.u
I.Uhtll 1 1

jlld .',

r.i"ti,t r
,r.ji) j'i

3 r^vlU '
rf IX>D

uifd oar
:- fcv ll*t,ir
.-..p I**1

iviS"» i'.tt*tni.niivi iti.
.,1 ci4t.ih.



In files.

IMtTbRUaCHII' lOUIIIl

312 

EXHIBIT No. 18

EXHIBIT NO. 19

linked £tateB Senate
COMMITTEE OH

GOVERNMENTAL AFFAIRS
SENATE PERMANENT SUBCOMMITTEE

ON INVESTIGATIONS
WASHINGTON, D.C. 20510

March 22, 1984

The Honorable Caspar W. Weinberger 
Secretary of Defense 
Washington, 0. C. 20301

As you know, the Permanent Subcommittee on Investigations is 
continuing its Inquiry into the effectiveness and efficiency of the 
executive branch in seskiny to control the undesired transfer of 
militarily useful high technology from the West to the Soviet Union and 
Soviet Bloc. We discussed this investigation In our December 5, 1983 
letter to you. We have scheduled hearings for April 3 and 5, 1934.

in connection with this inquiry, the Subcommittee will require 
several Department of Defense documents that have to do with technology 
transfer issues. They are:

--November 1, 1983 letter and attachments from Under Secretary 
Richard DeLauer to Assistant Secretary Richard Perle. This material was 
reportedly to be forwarded to Under Secretary Fred C. Ikle.

--December 2, 1983 memorandum from Mr. Perle to Mr. DeLauer.

-December 13, 1903 memorandum frow Mr. OeLauer to Mr. Perle.

--January 6, 1984 memorandum from Mr. DeLauer to Mr. Ikle.

--OOD policy directives 2010.xx and 2040.2, as well as any 
accompanying documents.

--DOD policy directive 5129.1.

The Subcommittee staff asked for these documents orally but were 
advised that they could only be released upon written request by the 
Subcommittee Chairman and Ranking Minority Member.

In addition, we request that Richard DeLauer, Under Secretary of 
Defense for Research and Engineering, and Fred C. Ikle, Under Secretary 
of Defense for Policy, cppear as witnesses to testify in these 
Subcommittee hearings. As to subject matter, we suggest that their 
testimony cover the following points:
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(1) the role of their respective offices in the 
export control of high technology;

(2) the role of their respective offices In 
setting the U. S. position in COCOM 
negotiations;

(3) the effectiveness of COCOM and the status of 
current negotiations; and

(4) suggested legislative, agency and private 
industry recommendations.

As to the specifics of their prepared statements, members of the 
Subcommittee staff are available to meet with Mr. Delayer and Mr. Ikle 
and their staffs in preparation for their appearances at v.)ie hearing. 
Eleanore Hill, Chief Counsel to the Minority, may be contacted at (202) 
224-9157 for further assistance on this matter. S. Cass Weiland, Chief 
Counsel to the Majority, is aware of this Inquiry and concurs in this 
request.

The Subcommittee recognizes and appreciates 
cooperation and assistance on this project.

Sincerely,

your continued

Sam Nunn
Ranking Minority Member
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EXHIBIT NO. 20

THE DEPUTY SECRETARY OF DEFENSE 

WASHINGTON, DC. 20301

0 MAR 1984

Honorable Sam Nunn Su.i'.'.i .,_.T , AUC
Ranking Minority Member SUBCO'ttlOfl INVESHGATIONS 
Permanent Subcommittee

on Investigations -•..,» IJAQ ^01984
Committee on Governmental Affairs VtMl
United States Senate nl-rrnc-nWashington, D. C. 20510 RErtKKtl).....................———

INITIAL ...-FN-E N0,..._Dear Senator Nunn: mum........

This is in respor.je to your request that Department of 
Defense witnesses appear before your Investigations Subcommittee 
to testify regarding the issue of technology transfer to the 
Soviet Union.

I am informed that my staff is working with yours to insure 
that appropriate witnesses will represent the Department on this 
issue.

With regard to documents requested in anticipation of the 
hearing, I am infor.-ned that your staff has been provided both DoD 
Diractive 2040.2 and DoD Directive 5129.1. The other documents 
requested are internal working memoranda of the Department of 
Defense, the release of which outside the Department would be 
inappropriate.

As you know, the effort to restrict the flow of high tech 
nology to our adversaries has received increased attention both 
within the Department of Defense and the Administration as a 
whole. We look forward to appearing before your Suboomfliit'' ae on 
this issue of mutual concern.

Sincerely,

William H. Taft, IV
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ADDITIONAL MATERIAL

United States
COMMOTEE OH

GOVERNMENTAL AFFAIRS

SENATE PERMANENT SUBCOMMITTEE
ON INVESTIGATIONS

WMwmraN, D.C. 20510 

Auril 19, 19b4

Dr. Ronald Finkter 
Institute for Defense Analyses 
1S01 North Befturegard Str-et 
Alexandria, VA 22311

Dear Dr. Finkler:

As yo-J know this Subcommittee has recently held hearings regarding Transfer of 
Tcchno'ogy issues, focusing on COCOM and export issues.

You w*re interviewed by a stafl member regarding your knowledge of COCOM and 
its functions. We are completing the hearing record on these important issues and 
would very much appreciate your comments to the following questions:

1. Pleas* state briefly your position and experience with COCOM.

2. William A. Root, a former State Department employee, charged, in his 
resignation announcement, that there would be a "mejor, justified 
explosion of allied resentment of U.S. contempt for the COCOM 
process" at the October, 1983 COCOM meeting in Paris. You were at 
that meeting; did such an "explosion" occur? Is it your opinion that the 
U.S. was contemptuous of the COCOS* process?

3. Mr. Root also harshly criticized the government for taking some 
negotiations outside the COCOM forum after October, 1983. These 
bilateral negotiations dealt with computer issues, among other tilings. 
Is it your position that such action by the United States was 
unproductive? In short, were the bilaterals effective?

Thank you for your assistance in this most important matter. We look forward to 
your response befo:e April, 30.

WVR,3R:dgw

cc: Senator Sam Nunn

37-784 O-84——21
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INSTITUTE FOR DEFENSE ANALYSES
1801 N. Beauregard Street. Alexandria. Virginia 22)11 • Telephone (703) 845-2000

April 30, 1984 
PERM. SUBCOMMKff

MAY 0 8 1984
The Honorable William V. Roth, Jr.
Chairman
Committee on Governmental Affairs
Senate Permanent Subcommittee on ..... .... .. ,.- TT-

Investigations JUlilliDliU U 15 
104 Hart Senate Office Building ON IN-i-n -u 
Washington, DC ?0510

Dear Senator Rotht

In response to your letter of inquiry of April 19, 1984, the 
following replies are given in the order of your request.

1. My organization, the Insitute for Defense Analyses, has been 
tasked hy DoD since April 3968 to perform studies and analyses 
in support of the development of DoD's position on computer 
export controls. I have been responsible for this task since 
its inception anrl as such, I have participated in the development 
of DoD'ft technical positions, the defense of those positions in 
interagency fora and, as the principal technical advisor to 
the United States delegation to COCOM, the defense of the 
United States positions at all COCOM discussions on computer 
controls through December 1979. At thrt time our DoD sponsor 
requested that I undertake other higher priority tasks. In 
April 1982 DoD requested that I again undertake responsibility 
as the Senior DoD Technical Representative for the development 
of the DoD technical position on computers and I held that 
responsibility until September 35, 1983. Since April 1982 
I have participated in the COCOM discussions of October/November 
1982 and June, October/November and December 1983.

2. While there was the typical intense and searching discussion, 
there was no "explosion" at the October 1983 COCOM meeting in 
Paris. Most of the time was ccupied with the necessary and 
useful discussions to finalize definitional and structural 
issues and to narrow the differences on technical parameters 
applicable to various administrative procedures. A wirie 
measure of agreement was reached on a number of these points. 
Howevei, the United States did propose, in order to save time, 
that certain basic issues underlying various members' posi 
tions be discussed at a higher level policy meeting preceded 
by bilateral discussions. While some member governments 
questioned the need for such a meeting, eventually all members 
did agree. It is my opinion that the United Stateo was not 
"contemptuous of the COCOM process" but rather that the United 
States had raised some basic strategic concerns that had to be
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considered at an appropriate policy level if they were to 
be resolved. Bilateral discussions are a normal part of 
the multilateral COCOM process, and the convening of a 
policy level meeting within the COCOM framework had an 
ample precedent in the High Level Meeting of January 1982.

3. Bilateral discussions in COCOM from the simple exchange of 
technical views between technicians, through policy discus 
sions between heads of delegations, to more formal exchanges 
of views hy senior officials in capitals, are typical and 
necessary to expedite the work of COCOM. The clarification 
of views among peers is always productive even if a specific 
issue is not resolved. In that sense at a minimum, the bi 
lateral discussions held in November/December 1983 were 
productive. While I did not participate in any of the bi 
lateral discussions, save one, I believe that the bilaterals 
were effective based on the results of the discussions at 
the policy level meeting. Clearly, many of the differences 
among the member governments were narrowed and in these 
areas there is the prospect of reaching agreement in the 
near future.

I would like to take this opportunity to support the views 
of Dr. Baker and Dr. Brenner who testified before Senator Nunn 
on April 2, 1984 concerning Mr. Root. I have worked with Mr. 
Root since 1968 and I have always found him to be an extremely 
competent and dedicated diplomat. While we have had our 
differences of view, he has always shown the highest level of 
personal integrity and dedication to advancing the positions 
of the United States. It has been a pleasure to work with 
Mr. Root and I feel his counsel will be sorely missed in COCOM 
and other export control matters.

Thank you for giving me the opportunity to comment on the 
questions that you raised and if there is any other matter in 
which I can he of assistance, please contact me.

Very truly yours,

Ronald A. Finkler

cc: Senator Sam Nunn
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RETYPED VERSION

UNCLASSIFIED

DEPARTMENT OF STATE
CABLE 

MARCH 1984
FROM AMERICAN CONSUL, HONG KONG

TO U. S. DEPARTMENT OF COMMERCE, WASHINGTON, D.C.
SECRETARY OF STATE, WASHINGTON, D.C.

SUBJECT: MAJOR TELECOMMUNICATIONS OPERATING COMPANY 
ATTACKS AMERICAN EXPORT CONTROLS

SUMMARY: IN A MEETING WITH USG OFFICIALS, SENIOR MANAGERS OF A DIVISON OF 
CABLE AND WIRELESS, THE DOMINANT OPERATOR OF HONG KONG'S INTERNATIONAL AND 
DOMESTIC TELECOMMUNICATIONS NETWORKS, MADE A CONCERTED ATTACK ON AMERICAN 
GOVERNMENT EXPORT CONTORLS, INDICATING THAT IN THEIR VIEW SUCH CONTROLS HAVE 
MADE AMERICAN COMPANIES UNRELIABLE "LAST RESORT" SUPPLIERS. DUE TO A HISTORY 
OF CONFUSION AND DELAYS IN THE LICENSING PROCESS, ACCORDING TO THESE MANAGERS, 
STEPS WERE ALREADY UNDERWAY TO PHASE OUT THE COMPANY'S TRADITIONAL RELIANCE ON 
AMERICAN TELECOMMUNICATIONS PRODUCTS AND TECHNOLOGY IN FAVOR OF EQUIVALENT AND 
MORE READILY AVAILABLE JAPANESE AND EUROPEAN EQUIPMENT, POTENTIALLY RESULTING 
IN THE NEAR-TERM LOSSES OF TENS OF MILLIONS OF DOLLARS IN SALES TO THE HONG 
KONG AND PRC MARKETS. END SUMMARY.

1. COINCIDING WITH THE CURRENT VISIT TO HONG KONG OF A GAO TEAM REVIEWING THE 
IMPACT AND EFFECTIVENESS OF THE US EXPORT CONTROLS PROCESS, A MEETING WAS 
REQUESTED BY SENIOR MANAGERS OF CABLE AND WIRELESS SYSTEMS, A 100 PERCENT 
OWNED SUBSIDIARY OF CABLE AND WIRELESS PLC OF BRITAIN AND THE PRINCIPAL 
MARKETING AND SYSTEMS DIVISION OF THE CALEB AND WIRELESS GROUP IN HONG KONG. 
(NOTE: CABLE AND WIRELESS (C&W) OPERATES ALL OF HONG KONG'S EXTREMELY 
PROFITABLE INTERNATIONAL COMMUNICATIONS LINKS THROUGH CABLE AND WIRELESS (HONG 
KONG) LTD. THEY ARE ALSO THE PRINCIPAL OWNER OF THE HONG KONG TELEPHONE 
COMPANY FOLLOWING A RECENT TAKEOVER. C&H ALSO OWN ASIAOATA, AN IMPORTANT 
LOCAL DATA PROCESSING HOUSE. OVER THE PAST YEAR, C&W HAS TAKEN A PRE-EMINENT 
ROLE IN THE DEVELOPMENT OF TELECOMMUNICATIONS FACILITIES IN SOUTH CHINA BY THE 
IMPLEMENTATION OF TWO JOINT VENTURE COMPANIES IN THE PRC: (A) THE HUAYING 
COMPANY, THROUGH WHICH CiW AND THE GUANGZHOU PTT ARE DEVELOPING A NETWORK TO 
SERVICE THE COMMUNICATIONS NEED OF THE OFFSHORE OIL INDUSTRY; AND (B) THE 
SHENOA COMPANY, WHICH IS ESTABLISHING THE TELEPHONE SYSTEM IN THE SHENZHEN ANO 
SHEKOU SPECIAL ECONOMIC ZONES NEAR HONG KONG. NEGOTIATIONS ARE CURRENTLY 
UNDERWAY FOR SIMILAR C AND W DEVELOPMENT PROJECTS WITH CIVIL 
TELECOMMUNICATIONS AUTHORITIES IN SEVERAL OTHER PROVINCES OF CHINA. THE CABLE 
AND WIRELESS GROUP ALSO REMAINS A MAJOR OPERATOR OF COMMUNICATIONS NEWORKS IN 
THE MIDDLE EAST AND A NUMBER OF COMMONWEALTH COUNTRIES, AND THE PRINCIPAL 
DEVELOPER OF OCEAN CABLE LINKS WORLDWIDE.)

2. CABLE AND WIRELESS SYSTEMS LTD. (CWS) IS AN IMPORTANT DISTRIBUTOR OF 
TELECOMMUNICATIONS PRODUCTS AND SYSTEMS ENGINEERING IN HONG KONG AND CHINA, TO 
MEMBER COMPANIES OF THE C&W GROUP AND OTHER HONG KONG END USERS. CURRENTLY 
THEY ARE THE PRINCIPAL HONG KONG DISTRIBUTOR FOR 52 FOREIGN MANUFACTURERS, 32
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UNCLASSIFIED CABLE - PAGE 2

OF THEM AMERICAN. CMS GENERAL MANAGER CHRIS COX ADVISED THE GAO AND CONSULATE 
VISITORS THAT HE HAD REQUESTED THE MEETING TO ADVISE THAT "TWO YEARS AGO, WE 
WERE DEALING PRIMARILY WITH U.S. PRODUCTS... BUT DUE TO A SERIES OF 
EMBARRASSMENTS CAUSED BY DELAYS AND CONFUSION IN EXPORT LICENSING WE HAVE 
MOVED AWAY FROM U.S. PRODUCTS AND BY NEXT YEAR WE MAY NOT BE TAKING ANY U.S. 
EQUIPMENT AT ALL."

3. COX AND HIS PRINCIPAL DIVISION MANAGERS, GLEN SMITH AND SAMUEL CHENG, 
PROVIDED A SERIES OF ACCOUNTS OF SPECIFIC INSTANCES WHEREBY LICENSING DELAYS 
HAD CAUSED THE LOSS OF BUSINESS FOR CWS. HE ALLEGED THAT THE RECORD INDICATED 
THAT THE LICENSING DELAYS HAD BECOME "PROGRESSIVELY WORSE" OVER THE PAST ONE 
TO TWO YEARS. COX CITED IN GREAT DETAIL THE CURRENT CASE OF ASIANET. A USD 
200,000,000 IN-HOUSE REGIONAL COMUNICATIONS NETWORK DEVELOPED BY CWS FOR THE 
BANK OF AMERICA. COX ALLEGED THAT PHASE I OF THIS PROJECT IS NOW BEING HELD 
UP SOLELY BY DELAYS IN THE SUPPLY OF RACAL MILGO MODEMS (MAXIMUM SPEED 
96000PS) WHICH ARE TO BE SENT TO HONG KONG FOR TESTING IN THE SYSTEM BEFORE IT 
IS INSTALLED IN VARIOUS ASIAN BANK CENTERS (NOT INCLUDING THE PRC.) THE 
FAILURE OF THE U5G EXPEDITIOUSLY TO GRANT THE REQUIRED LICENSES, (ALLEGEDLY 
BECAUSE THE SYSTEM SHALL BE RE-EXPORTED FROM HONG KONG TO MULTIPLE BANK OF 
AMERICA CENTERS) HAVE DETERMINED CWS TO MINIMIZE THE USE OF AMERICAN PRODUCTS 
IN SIMILAR PROJECTS IN THE FUTURE. IN PHASE II OF THE PROJECT, ITALIAN MODEMS 
WILL BE PURCHASED. RACAL MILGO, LONG THE MAJOR SUPPLIER TO THE HONG KONG 
MARKET, WILL BE DROPPED. EMERSON (USA), FOR WHICH CWS ALLEGEDLY HAS HELD THE 
LARGEST SHARE OF THE REGIONAL MARKET IN UPS PRODUCTS, WILL ALSO BE DROPPED - 
ALTHOUGH EQUIVALENT PRODUCTS WILL CONTINUE TO BE TAKEN FROM THEIR BRITISH 
SUBSIDIARY, WHICH IS NOT SUBJECT TO DELAYS IN DELIVERY DUE TO EXPORT CONTROLS 
PROCEDURES.

4. SIMILARLY, CWS CITED DELAYS VARIOUSLY FROM SIX TO NINE MONTHS IN DELIVERY 
OF AMERICAN PRODUCTS FROM HARRIS AND FARINON FOR PROJECTS WITH THE CHINA 
MERCHANTS STEAM NAVIGATION COMPANY FOR THE SHEKOU SPECIAL ECONOMIC ZONE. CWS 
STAT3) THAT DUE TO REPEATED CHINESE CRITICISM OF THEIR "NON-PERFORMANtt" Oh 
CONTRACTS DUE TO AMERICAN LICENSE DELAYS, THAT THEY ARE SUBSTITUTING 
EQUIVALENT JAPANESE AND BRITISH PRODUCTS FOR CURRENT PRC SALES.

5. COX ADVISED THAT CWS PURCHASE OF U.S. PRODUCTS, WHICH WAS CUT ABOUT 20 PER 
CENT FROM 1982 to 1983, SHALL BE REDUCED BY OVER SO PER CENT DURING 1984. HE 
ADDED THAT WHEREAS CWS TOOK 49 PERCENT OF ITS PRODUCT FROM AMERICAN COMPANIES 
IN 1973, THAT FIGURE HAD FALLEN TO 23 PERCENT IN 1983. HE STATED THAT THIS 
WAS BECAUSE "OBTAINING TIMELY DECISIONS ON U.S. LICENSES IS TOALLY 
UNPREDICTABLE" -- AND CITED WIDE INCONSISTENCIES IN THE TIME REQUIRED TO 
OBTAIN LICENSES FOR THE SAME MODELS AND BRANDS OF AMERICAN EQUIPMENT AT 
DIFFERENT TIMES. A CWS POLICY OF NON-SELECTION OF AMERICAN PRODUCTS WAS 
IMPLEMENTED TWO WEEKS AGO. IN A CWS OFFER FOR A USD 25 MILLION GOVERMENT 
PROJECT IN SINGAPORE. NO AMERICAN PRODUCT WILL BE INCORPORATED, WHEREAS TWO 
YEARS AGO, THEY WOULD HAVE MADE UP THE BULK OF THE CWS PACKAGE. (NOTE: 
SINGAPORE TENDERS IMPOSE HEAVY LIQUIDATED DAMAGES FOR DELAYS IN DELIVERY —USD 
25,000 PER DAY IN THIS CASE. COX STATES THAT USA PRODUCTS CONSTITUTE AN 
"UNACCEPTABLE RISK.")
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6. CMS COMPUTER SYSTEMS MANAGER GLEN SMITH NOTED THAT THE CHINESE (PRC) 
CUSTOMERS REFUSED TO ACCEPT THE STATEMENT THAT DELIVERY DELAYS WERE CAUSED BY 
AMERICAN LICENSING DELAYS. THE CHINESE CUSTOMERS IN SUCH INSTANCES HAVE 
CHARGED THAT THIS WAS AN EXCUSE DESIGNED TO CONCEAL "INCOMPETENCE ON THE PART 
OF CWS AND/OR THE AMERICAN SUPPLIERS," SULLYING THE CWS REPUTATION IN THE PRC 
AS WELL AS CAUSING ACTUAL BUSINESS LOSSES.

7. SMITH ALSO NOTED THAT AMERICAN SUPPLIERS HAVE BEGUN TO REQUIRE EXTRA WEEKS 
OF CUSHION IN CONTRACTED DELIVERY TERMS COVERING THAT PERIOD "AFTER THE GOODS 
HAVE LEFT THE FACTORY AND REACHED THE PORT OF SHIPMENT" AGAINST THE 
CONTINGENCY OF ARBITRARY EXODUS DELAYS, FURTHER ADDING TO AN "UNPREDICTABLE" 
IMAGE AMONG POTENTIAL BUYERS.

8. COX LEVELED HIS GUNS ON THE RECENTLY PROPOSED CHANGES IN AMERICAN 
DISTRIBUTION LICENSE PROCEDURES, WHICH HE STATED WOULD BE "DEVASTATING" TO 
SALES OF AMERICAN COMPUTER AND TELECOMMUNICATIONS EQUIPMENT IN THE LUCRATIVE 
HONG KONG MARKET. COX ARGUED THAT MANY IMPORTANT OPERATIONS BASE THEIR 
REGIONAL SALES EFFORTS IN HONG KONG: RESTRICTIONS ON DIRECT SHIPMENTS AND THE 
ONEROUS REQUIREMENTS REQUIRED FOR RESHIPMENT TO MARKETS SUCH AS THE 
PHILIPPINES, INDONESIA, SINGAPORE AND ELSEWHERE WOULD SIMPLY RESULT IN THE 
NON-SELECTION OF AMERICAN PRODUCTS FOR SYSTEMS APPLICATIONS, PARTICULARLY 
THOSE INVOLVING MULTINATIONAL FIRMS, OIL COMPANIES, AND OTHER BLUE-CHIP END 
USERS, MANY OF THEM AMERICAN. COX ALSO NOTED THAT FOR STEADY SUPPLY OF SOME 
TECHNICAL ITEMS FOR WHICH A LARGE SCALE REQUIREMENT IS REQUIRED OVER TIME, FOR 
THE USE OF THEIR OWN OPERATING COMPANIES WITHIN HONG KONG, C&W COMMONLY WOULD 
SPREAD HIGH DOLLAR VALUE PURCHASES OF STANDARD OFF-SHELF PRODUCT OVER MONTHLY 
SHIPMENTS. HE NOTED THAT 12 MONTHLY SHIPMENTS, REGARDLESS OF THE HIGH DOLLAR 
VALUE OF EACH, MOULD NOT, UNDER THE NEWLY PROPOSED GUIDELINES FOR DISTRIBUTION 
LICENSES, QUALIFY CHS FOR A D.I. FOR SUCH ITEMS INTO HONG KONG. IN SUCH 
CASES, HE SAID, FINANCIAL AND "ABSORBABILITY" CONCERNS REQUIRED THE SPACING 
OUT OF SHIPMENTS, AND IF EACH SEPARATE SHIPMENT HENCEFORTH WERE SUBJECT TO THE 
UNPREDICTABILITY Or A SEPARATE LICENSE REVIEW CWS WOULD NOT 8t ABLE EVEN TU 
CONSIDER SELECTION OF AMERICAN PRODUCTS. JAPANESE COMPANIES, HE STATED, 
"QUITE HAPPILY" SELL STANDARD PRODUCTS TO CWS ON THE BASIS OF MONTHLY CHECK 
OFFS OF ORDERS PLACED A YEAR IN ADVANCE AND CONFIRMED QUARTERLY, WITH NO DELAY 
OR RED TAPE ASSOCIATED WITH LICENSING PROCEDURES. HE ADDED THAT MOST HONG 
KONG DISTRIBUTORS WOULD SHARE THE VIEW THAT THE DELAYS, UNCERTAINTIES AND 
ONEROUS PAPERWORK WOULD MAKE IT "TOTALLY IMPOSSIBLE TO DO BUSINESS WITH THE 
U.S." AND WOULD VERY QUICKLY FIND ALTERNATIVE EUROPEAN AND JAPANESE SUPPLIERS. 
"ONCE PEOPLE TURN AWAY AND FIND OUT THERE ARE OTHER SOURCES, THEY'RE NOT GOING 
TO TURN BACK," HE STATED.

9. NOTE: ACCORDING TO STATISTICS ASSEMBLED BY THE HONG KONG DEPARTMENT OF 
INDUSTRY. IN 1982 ALONE, HONG KONG IMPORTED USD 817 MILLION WORTH OF 
TELECOMMUNICATIONS AND RELATED EQUIPMENT, AND USD 457 MILLION WORTH OF OFF'CE 
AND DATA PROCESSING EQUIPMENT. (FCSO LYN EDINGER) 
LEVIN
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"An obsession with preventing leakage of our technology
will cripple our ability to remain the leader in generating

new technology."

Ahe United States 
must remain technologically supe 
rior to any adversary in weapons 
and defense. We are waging a tech 
nological battle with the Soviet Un 
ion Tfiu oft*>n( we find that we have 
superior technology, but they have 
equal or superior weapon-,. They are 
good at extracting technology from

7ir/(iWoi;v /Vie v of (A.- .\*r<,irnl .-Uarf.-mv

us and good nt deploying it rapidly 
in weapons, while we are good at 
generating new technology but of 
ten slow at deploying it in weapons.

To correct this imbalance, we 
must do two things: prevent them 
from getting our technology and 
speed up our own deployment of it. 
But that is like saying that to win in 
sports you must score a lot of points 
and prevent your opponent from 
scoring. There is more to it.

It makes a big difference, for ex 
ample, whether you are playing foot 
ball or basketball. The balance be 
tween offense and defense is vastly 
different in the two. In basketball, 
unlike football, you cannot indefi 
nitely strengthen the defense with 

out weakening the offense. So too, in 
winning the technological battle 
v, ith the Soviets, an obsession with a 
defensive strategy — with prevent 
ing leakage of our technology — will 
cripple our offense, our ability to 
remain the leader in generating new 
technology.

The balance between a leadership 
strategy and a protective strategy 
— between offense and defense, if 
you v,.l\ — will determine the out 
come of our contest with the Soviets. 
A fundamental change in that bal 
ance is being proposed today. In the 
past, the essence of our strategy con 
sisted of putting a fence of technol 
ogy export restrictions around the 
Soviet Union and Kustern Bloc



322

Technology
Transfer and

National
Security: A

General Electric
Perspective

countries to keep technology ^ut. 
The proposed new strategy would 
put the fence around the United 
States to try to keep technology in.

Such a change in strategy has vast 
implications for both our national 
security and our international eco 
nomic competitiveness. We need to 
look very closely at the full effects of 
such a change to see what the core 
issues relating technology and na 
tional security an. There are four 
core issues where differing views 
still exist. First, dual use — deter 
mining the extent and implications 
of the dual use of the same technol 
ogy in both military and civilian 
applications. Second, military eriti- 
cality — determining just how criti 
cal a technology is to improving mili 
tary capability. Third, foreign 
availability — determining whether 
a technology is available from a for 
eign country and. if so, what we can 
do about the transfer of that technol 
ogy to the Soviet Union. And fourth, 
effective transfer - determining 
which technology transfer mecha 
nisms are truly effective.

As 1 consider these issues, I'll of 
ten draw examples from the elec 
tronics technologies of very large 
scale and very high speed integrated 
circuits - VLSI and VHSIC - be 
cause they present these issues in 
iheir most dramatic form.

Let'i stare with the dual 
use issue. It is as old as technology 
itself — as old as the swords and 
spears that the prophet Isaiah pro 
posed pounding into plowshares and 
pruning hooks; as old as the mirrors 
that Archimedes used to edify the 
people of Syracuse and then alleg- 
t*lly turned on the Roman fleet; as 
old as the telescope that a couple of 
lens grinders in Holland invented as 
a means to spy on their enemies, but 
that turned, in the hands of Galileo, 
into something very different.

It wasn't so long after Galileo's 
day that a separation began to 
emerge between military telescopes 
and the ones used by the astrono 
mers. Generally speaking, the 
breadth of dual use tends to dimin 
ish as you go from fundamental sci 
ence toward final application.

Consider VLSI, for example. At 
the fundamental science end, the 
things one has to learn — diffu 
sion constants, carrier mobilities 
and lifetimes, and hot electron ef 
fects, for example — are clearly gen 
eric to all possible ipplications. 
Dual use is complete. The same goes 
for the next stage, engineering 
principles. The principle* behind 
ion implantation or a new photo 
lithography step are clearly com 
mon to military and civilian tech 
nologies. Dual use persists to a large 
extent in the fabrication processes ' 
for VLSI.

By the time you reach the applica 
tion stage, the chips used in military 
systems are likely to be distinct 
from the ones used in commercial 
products. Popular press reports to 
the contrary, it's unlikely that a chip 
taken from a video game would re 
ally serve as the critical part in a 
missile guidance system.

In the final stages of military de 
ployment of technology, the Soviets 
have in many cases been faster than 
us. as I suggested earlier. At times 
recently they have appeared to be 
also getting better further upstream 
— further in the direction of engi 
neering principles and fundamental 
science. This has given rise to the 
demand for more controls upstream.

I believe that these demands are 
misguided. Restrictions on those 
fundamental areas would cost us 
more in leadership than they would 
gain us in protection. The work at 
the fundamental end of the process 
provides leadership research, educa 
tional experience for students, and 
an invaluable forum for access to 
world science and technology.

One particularly dangerous pro 
posal would put new restrictions on 
research by foreign nationals. A 
very high percentage of the doctoral 
degrees that are granted in U.S. 
schools are going to foreign nation 
als. The most recent study, done by 
the National Research Council last 
year, found that half of the U.S. engi 
neering doctorates awarded in 1982 
were received by foreign nationals 
and that 39% of all those doctorates 
went to foreign nationals on tempo 
rary visas.
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In my view, restricting America's 
ability to us* these people is one of 
the most threatening factors ol all in 
winning the technological race. 
whether in military or commurcial 
systems. Doctoral students are the 
seed com of technological suprem 
acy, and today a large, critical frac 
tion of that seed corn is foreign born.

I can think of nothing that might 
do more damage to U.S. leadership 
in science and technology in the next 
few years than to cut ourselves off 
from this source. Foreign nationals 
should oe encouraged to participate 
in fundamental science and engi 
neering in the U.S. Even in some of 
the more applied fields, the need fr-r 
people is so severe that I believe the 
State Department, the Department 
of Defense, and the Commerce De 
partment, should find seme «a; :.-. 
open the doors of applied researcn 
and engineering laboratories to for 
eign nationals who can be ade 
quately scret-ned.

The Department of Defense has 
compiled a 700-page "Militarily 
Critical Technologies List." Its 
name suggests that this distinction 
has been taken into account But in 
fact, the list in its present form is a 
combination of militarily critical and 
militarily useful technologies.

As I see it, that list should have 
two purposes. The first, which the 
present list fulfills admirably, is to 
alert the Department of Commerce 
to sensitive areas for Department of 
Defense reviews of proposed li 
censes for export of technicel data to 
Communist countries. Remember 
that all export of technical data to

More«e generally, at the fun 
damental science and engineering 
end of the technology develcpner.: 
process, dual use :? not a suif.dr-r.t 
reason to encumber the processes of 
scientific and technological advance- 
r-i*-r,:. It is ir. the areas rrcrs er.gi- 
r£*r.r,g prototypes dcwasrrtam :o 
specific applications that ire con 
trols on transfer of technology be 
tween the U.S. and other non- 
Communist countries should be 
considered.

After deciding whether a technol 
ogy is dual use. we next have to ask 
about its military criticality The is 
sue here centers on exactly what we 
mean by that term. We must avoid 
confusing it with military utility. A 
militarily critical technology gives a 
nation's armed forces a new capabil 
ity that it did not possess before — 
one that is capable of changing the 
military balance in some area of na 
tional defense. A militarily useful 
tecSnology only makes an incremen 
tal improvement, either by provid 
ing incrementally better perform- 
ana- or by enabling a nation to 
produce more of the weapons it al 
ready possesses for less money or in

Suppose now that we have found a 
technology that is dual use. has 
reached the engineering prototype 
stage and has been determined to be 
militarily critical — all indicating 
that we should impose strong con 
trols. The next issue is foreign avail 
ability — can it be obtained outside 
the United States?

There are really two questions 
here: what does foreign availability 
mean and what impact does it have 
on controllability? It is possible to 
define foreign availability so nar 
rowly that you find that nothing is 
available in foreign countries. But 
you have to go beyond carbon-copy

"Recognition of the value of scientific interchange as a key part of a 
leadership strategy should be at the heart of our policy."

those countries is already con 
trolled. The full list would make that 
control more effective by highlight 
ing militarily relevant technology.

But the list has another purpose: 
the monitoring and control of tech 
nology exports ;o non-Communist 
nations. For that purpose, the 
present list is far too inclusive. In its 
present form it would put severe re 
strictions on the transfer of many 
militarily useful but not militarily 
critical technologies to loose na 
tions. This would hurt us economi 
cally, and it would hurt our ability to 
generate leadership technology by 
taking advantage of the best foreign 
knowledge. The harm caused by 
these two impacts, in my view, out 
weighs the benefits to us of restrict 
ing the How of militarily useful tech 
nology to non-Communist nations.

So we need a second version of the 
"Militarily Critical Technologies List" 

— one listing only truly militarily 
critical technologies and aimed at 
technical exchanges with non- 
Communist countries- If a technol 
ogy is found to be militarily useful 
only, then its export to non- 
Communist nations should not be 
subjected to the strictest controls, 
and we should rely on our ability to 
attain leadership as the means of 
keeping our edge.

availability and consider functional 
equivalence as well; can the technol 
ogy available overseas do the same 
job as the domestically available 
one? To again use an example from 
VLSI, two computer memory chips 
might be deemed functionally equiv 
alent if they both pack the same 
number of bits onto the same area of 
silicon, with the same access time, 
even though they achieve this by 
totally different processes and de 
sign rules. The real question is 
whether the military function can be 
accomplished in an essentially 
equivalent way by a technology 
available from a non-U.S. source.

Ihis concept of func 
tional equivalence has been written 
into recent proposals for updating 
the Export Administration Act. I 
believe it belongs in the act.

The other part of this issue is. who 
has it? If another friendly nation 
already has a technology capability, 
we can gain more by including them 
within the fence than by shutting 
them out. Therefore, I recommend 
that we permit general licenses on 
the export to friendly nations with 
whom we have a bilateral agreement 
on technology that is available to 
them anyway, and that we seek to 
use those agreements to strengthen
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controls — to keep thot technology 
from going beyond those countries 
to t he Communist bloc.

Suppose a technology meets all 
three criteria discussed so far — it is 
dual use. it is militarily critical, and 
it is not available overseas. Then 
there is one more issue to be consid 
ered in applying controls: effective 
ness of technology transfer.

The transfer of technology out of 
the laboratory and into use is not an 
easy task. It is a critical part of the 
work of an industrial laboratory, and 
I can assure you that it does not go 
very well if you rely on reports and 
documents alone. There is no reason 
to helio\e that such processes are 
very effective in any situation where 
th* objective is to put technology to 
work in a practical way. Tr.'insferrinfj 
f-quipmentunddf-iilr-d know-how is 
much mon- efftcii\ e.

IT. the ca»e uf VLSI do- 
sign and process technology; for ex 
ample, we should be highly con- 
c»T.»d with the Soviets' acquisition
•ji r:r.i->-r:>tt. art! •'quipment: for 
t>\ jrnpl*. photoh;ht'graph> sys- 
len.;-.. stepper*, ion implaniers. and 
computer-aided design terminals 
and computers. We should also put 
strict controls on such things as 
equipment dfsign drawing* Orw 
aizxn. the fence protecting :he«e 
controls must surround other 
friendly nations, not the US alone, 
because many of those nations are 
producing equipment as sophisti 
cated as our own.

Jr considen:;g tht etu-ctiveness 
of transfer methods. VLSI pre 
sents a special problem. Chips are 
so small that we must assume that
-\-n ' i !ri »*ified -h!p- w'! b? >!o!en 
';.,•-• 2acii!onai ia»cr -if c^f-.-.-.r-c i-, to

make the chip immune to reverse 
engineering; that is. immune to the 
practice of taking it apart layer by 
layer to find out how it was de 
signed and made. 1 believe that 
there will be a technological solu 
tion to this problem and that VLSI 
and VHSIC chips can be made im 
mune to reverse engineering, even if 
they are stolen,

HaLaving put such de 
fenses in place, we will do ourselves 
no good, and may do ourselves some 
harm, by further attempting to re 
strict the flow of basic scientific and 
engineering information on VLSI. 
Such a restriction would buy us neg 
ligible protection, in exchange for a 
considerable sacrifice of our capabil 
ity for extending leadership.

As a stimulant to the creative 
process by which Western industrial 
nations have attained and main 
tained technological leadership, fun 
damental scientific and engineering 
knowledge is absolutely vital. Here 
we have something that helps us 
much more than it helps our adver 
saries. Recognition of the value of 
scientific interchange as a key part 
of a leadership strategy should be at 
the heart of our policy.

That's a look at the four issues I 
view as cru-.-idJ in establishing a pol 
icy for the control of technology ex 
ports; dual use, military criticality, 
foreign availability, and effective 
transfer I have indicated some of 
my views in discussing each of them. 
Lc-t me conclude by summing up the 
re-commendations I have madt-.

First, the areas of fundamental 
scientific and engineering research 
should remain unfettered by addi 
tional controls, even in dual use ar- 
tas. Thf tiarir. v,v would do to our

leadership hy such controls would 
outweigh any additional protective 
benefits that would accrue. This 
holds especially true for work in 
those fundamental areas that have 
become highly populated by foreign 
nationals in American laboratories.

Second, we should distinguish 
clearly between military criticality 
and military utility. This distinction 
might take the form of two militarily 
relevant technology lists. A long list 
of all militarily useful technologies 
  much like the present MCTL - 
would help deal with the problem 
of technology transfer to Commun 
ist bloc countries. A shorter one. 
containing only truly militarily criti 
cal technologies, would help deal 
with the problem of controlling tech 
nology exports to non-Communist 
nations.

Third, foreign availability should 
be defined in terms of functional 
equivalence. And v.e should permit 
general licenses for the export of 
critical technology to COCOM na 
tions, or other nations with which we 
have bilateral agreements.

Finally, our export control regula 
tions regarding non-Communist 
countries should focus on control 
ling the highly effective technology 
transfer mechanisms, such as the 
transfer of turnkey factories, proc 
ess equipment, and extensive trans 
fer of manufacturing techniques or 
teaching of those techniques.

By such means as these, I 
believe we can achieve the combina 
tion of leadership and protection 
that enables us to achieve the objec 
tive we all share - assuring that the 
United States is technologically su 
perior to any adversary in weapons 
and defense, and remains that way.

GENERAL «& ELECTRIC
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INDUSTRY COALITION
on 

TECHNOLOGY TRANSFER

FOR IMMEDIATE RELEASE FOR MORE INFORMATION: ' " '

Barbara Weckstein (202) 331-8050

TECHNOLOGY TRANSFER GROUP CALLS FOR RECONSIDERATION 

OF EXPORT REGS

Washington, D.C., April 12--U.S. export controls "must 

accomodate to the realities of international trade," W. Clark 

McFadden II told the Permanent Subcommittee on Investigations of 

the Senate Committee on Governmental Affairs today during 

testimony. McFadden, who is an attorney with the firm of Verner, 

Liipfert, Bernhard and McPherson, was testifying on behalf of the 

Industry Coalition on Technology Transfer.

McFadden called for consideration of wide-spread foreign 

availability when establishing U.S. export controls, the 

elimination of restrictions on items that are subject to 

multilateral control (such as COCOM), and an increase in 

industry's role in the formulation and implementation of U.S. 

export regulations.

Much of the technology transfer group's testimony focused on 

current Department of Commerce proposals to change the 

distribution licensing procedure. "The Coalition believes the 

proposed regulations are misdirected and has expressed detailed
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reservations to the Department of Commerce," said McFadden. 

"Rather than being cut back, bulk licensing arrangements should 

be encouraged and depend primarily on the competence of the 

exporter and the reliability of the consignee."

Copies of the Coalition's testimony are available from the 

American Electronics Association.

The Industry Coalition on Technology Transfer represents 

over 3,000 high technology companies with 4 million employees in 

the United States, and world-wide sales of over $250 billion. 

Associations included in the coalition are: Aerospace Industries 

Association; American Electronics Association; Computer and 

Business Equipment Manufacturers Association; Electronic 

Industries Association; Scientific Apparatus Makers Association; 

Semiconductor Equipment and Materials Institute, and 

Semiconductor Industry Association.
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[From Aviation Week & Space Technology, Oct 3, 1983|

TASK FORCE URGES ARMS POLICY SHIFT

(By Paul Mann)
WASHINGTON.—A Defense Science Board task force has recommended the Defense 

Dept. be reorganized to give the research and engineering division primacy in ad 
ministering international arms programs.

It said research and engineering authority should include administering Pentagon 
advisory clearances of the munitions export licenses used by the State Dept. to sanc 
tion direct commercial arms sales.

The license recommendation would, if adopted, contravene actions under way for 
some months to shift licensing away from research and engineering to the depart 
ment's policy division, which is run by advocates of far stricter U.S. control over 
technology transfer (AW&ST Sept. 19, p. 71).

The task force was made up of Defense Dept. officials and aerospace executives.
Their report objected to the interim Defense Dept. policy for techno ogy transfer, 

issued last December but not yet made official, and called for designating a high- 
level research and engineering official to serve as U.S. leader for international arms 
programs, with the policy branch of arms programs, with the policy b. anch of the 
department to play a coordinating role.

Instead of bolstering policy's role in technology transfer issues, as envisioned by 
the interim policy now in effect, the Defense Science Board would strengthen re 
search and engineering's hand by reconstituting the Defense Security Asssistance 
Agency, which administers foreign military sales, as the International Arms Col 
laboration Agency (IACA), whose head would report directly to the under secretary 
of Defense for research and engineering, now Richard D. DeLauer.

"The International Arms Collaboration Agency should be the Defense Dept. focal 
point for all international arms programs, including Defense Dept. clearances of 
State Dept. Munitions Control licensing of direct commercial sales," the task force 
report said. This gave backing to DeLauer, who last Jan. 6 wrote a memorandum to 
under secretary of Defense for policy Fred C. Ikle, saying that before he could 
concur with the interim directive on technology transfer, language would have to be 
added giving DeLauer's office responsibility for preparing, as it does now, the final 
Defense Dept. position in each munitions license case.

The policy branch is now trying to absorb this responsibility, even though I'.ie in 
terim directive on technology transfer has not been made formal, partly because of 
DeLauer's objections, according to one Defense official.

The study, titled Industry-to-industry International Armaments Cooperation 
Phase I—NATO Europe, called for a presidential declaration of technological superi 
ority as a national goal and for making that superiority a cornerstone of national 
defense strategy. A second phase of the study, now under way, takes up cooperation 
with Japan.

Malcolm R. Currie, chairman of the task force and executive vice president of 
Hughes Aircraft Co., said in a cover letter that of all the study's findings and recom 
mendations, that regarding U.S. investment in research and development "is the 
most important by far. It essentially says that technological leadership is perishable 
(both through industrial sharing and, in general, through our free and competitive 
society); that our national technological lead is deteriorating", and that by a presi 
dential declaration, "our explictly stated national goal should be world leadership 
both in defense and commercial technology."

Currie said the task force reluctantly had concluded that in the last year U.S./ 
European industry cooperation had dwindled and the climate for cooperation had 
deteriorated. This made consideration of the report all the more urgent, he said.

The study consisted of interviews with State and Defense Dept. officials and mili 
tary executives, meetings with European industry officials and parliamentarians 
and discussions with key members and staff of the House Armed Services and For 
eign Affairs committees and the Senate Armed Services and Foreign Relations com 
mittees. The members of the task force included Gerald D. Sullivan, assistant 
deputy under secretary of Defense for international programs; H. K. Hebeler, presi 
dent, Boeing Aerospace; Donald A. Hicks, senior vice president, Northrop; William 
H. Hulse, vice president, Westinghouse; Dr. Walter LaBerge, vice president, Lock 
heed Missiles & Space; Robert N. Parker, president, missiles/advanced programs, 
Vought; Herbert F. Rogers, vice president, General Dynamics; Joseph F. Shea, 
senior vice president, Raytheon; Arthur Stanziano, vice president, Hazeltine, and 
Michael I. Varymovych, vice president, Rockwell International.
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The task force recommended designation of a principal deputy under secretary of 

Defense for research and engineering "to act as a focus and leader for cooperative 
programs, working with the services, industry, Congress and the allies." It said the 
Defense Dept. is not well organized now for cooperative programs because:

There is not senior official to direct and carry them out, and the existing appara 
tus is dispersed through the Defense Dept.

The autonomy of the military services gives them a veto over cooperative pro 
grams. A widespread perception exists that the services do not want industrial col 
laboration with NATO, partly because of concerns about technology transfer. But 
the services must support cooperation or it will fail, the study concluded. "Services 
(not the Office of the Secretary of Defense) are the customers of U.S. industry, so 
their support for cooperative programs must be convincing. Splits between OSD and 
[the] services also allow Congress to kill programs," it said.

A recommendation for greater European investment in military technology "does 
not mean to require massive financial investments," the study said, "but rather in 
vestments of high quality in basic technologies applicable to military systems."

It proposed that U.S. defense officials promote the idea at NATO meetings be 
cause it needs "greater understanding and better articulation."

The task force objected to the Defense Dept's interim technology transfer policy 
on grounds "it appeared to favor unduly denial of technology transfer rather than 
generating support for industrial collaboration.

"If left unchanged, it would lead to the creation of a large new bureaucracy which 
would inhibit industry-to-industry cooperation while not specifically addressing 
basic export policy."

The task force made these other points:
Economic impacts of defense carry more weight in Europe than in the U.S. Be 

cause of the smaller inventory requirements of foreign governments, their domestic 
industries have a greater export need than America's. Foreign industry views the 
U.S. market as a theoretical alternative to third countries but is skeptical that U.S. 
military services will procure "significant amounts of foreign defense equipment."

Most European companies do not understand the U.S. market and do a poor job of 
marketing here.

Necessity of assurance of third-country markets to Europe before undertaking a 
cooperative program conflicts with State Dept. policy of not approving third-country 
sales in advance.

International programs are more likely to be successful if participating govern 
ment set policy but delegate program management and execution to contractors. At 
the working level of the Defense Dept.'s procurement community there is a senti 
ment that the government "must 'control' U.S. industry and 'protect foreign govern 
ments." All top often, the defense procurement community has forced U.S. industry 
to relinquish its intellectual property rights when international business is involved 
and has dictated prescisely the terms and conditions of the cooperation. These ini 
tiatives are the prerogatives of industry, not of government."

The Militarily Critical Technologies List (MCTL), a voluminous technical cata 
logue of development, production and utilization technologies that the Defense Dept. 
regards as crucial to military capabilities should be declassified and published in a 
shorter, standard format. This would "avoid the undeserved criticism that it is only 
a tool for bureaucrats to impede the conduct of normal business."

A short list of critical technologies should be identified so that exports containing 
them would be subject to a special review and policy ruling at the highest levels, 
"while the others would get a more routine and expeditious treatment."

There is a general feeling in both the U.S. and Europe that the offset process- 
whereby foreign governments obtain participation by their national industries in de 
fense production—"may be getting put of hand. Moreover, it is not likely that the 
smaller countries will go on spending as much on armaments as they are today 
without appreciable offsets of one type or another."

The Defense Dept. therefore should initiate a detailed study of the long-range bur 
dens and benefits of offsets.

The Defense Science Board task force report will be combined with last year's De 
fense Dept. Task Group international coproduction/indus*rial participation agree 
ments review, chaired by David B. H. Denoon, then deputy assistant secretary of 
Defense for international economic and energy affairs. Once merged, the two re 
ports will form the basis of a new department-wide directive on codevelopment and 
coproduction in U.S./European cooperative programs.

USAF Col. Ronald L. Carlberg, special assistant for international arms coopera 
tion t'j Richard D. DeLauer, under secretary of Defense for research and engineer 
ing, said last week that a draft of the directive probably would go to industry and 
the services in November or December. He said it would take final form next 
spring.


